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Abstract 

 

We report in this case-study paper our experience and 
success story with a practical approach and tool for 
unit regression testing of a SCADA (Supervisory 
Control and Data Acquisition) software. The tool uses a 
black-box specification of the units under test to 
automatically generate NUnit test code. We then 
improved the test suite by white-box and mutation 
testing. The approach and tool were developed in an 
action-research project to test a commercial large-
scale SCADA system called Rocket.  

1. Introduction 
Industrial case studies and evaluations are an essential 
part of research in software testing [1, 2]. Empirical 
assessment of test techniques and methods in industrial 
context plays an important role in software testing 
research and practice. 
Effective testing of safety-critical control software is 
difficult and expensive [3]. Many companies in this 
domain are hesitant about the cost of formalized 
criteria-based as well as mutation testing, and are not 
convinced of the benefits [3]. There are various 
empirical software testing projects and studies reported 
in the literature (e.g., [1, 4-8]). This project is another 
contribution in that direction and contributes to the area 
of empirical and evidence-based software testing [9]. 
This paper presents a 2-year-long industrial case study 
that involved development of an automated black-box 
unit test suite for an industrial safety-critical control 
software, very preliminary results of which have been 
reported in [10]. Then, it compares the conventional 
manual functional testing of the system with coverage-
driven automated testing and mutation testing. The case 
study was performed at the unit-testing level of the 
control software that had just finished the development 
stage and was on its way to large-scale deployment in 
hydroelectric power plants across North America.  
As a highlight of the case study result, we found in our 
study that the test cases generated to satisfy formal code 

coverage criteria (such as equivalence classes and 
branch coverage) detected a set of safety-critical faults 
that were not detected by manual functional testing 
during the product development. We also found that the 
cost required for automated black and white-box 
coverage testing was not necessarily higher than the 
cost of manual testing.  
Furthermore, from a practical standpoint, we found that 
development of automated test code (e.g., in JUnit or 
NUnit) manually was an expensive task, especially 
when there are many possible test cases. To address this 
challenge, we developed an automated test-code 
generation tool [10-12]. 
The research method we have utilized to conduct this 
case study has been Action-Research (AR) [13]. In 
summary, the AR-based case study reported in this 
article makes the following contributions: 
 A case study in the area of evidence-based software 

engineering [9] showing the benefits of formal and 
systematic test generation approaches in industrial 
settings. 

 Another instance of technology transfer [14] and 
“success story” in the area of automated software 
testing from academia to industry, in which latest 
research advances in the area has been transferred 
(i.e., applied) in practical settings. 

 Cost-benefit analysis between fault detection 
effectiveness and efficiency of coverage criteria in an 
industrial context. This aspect is a “reproduction” 
study of similar earlier and recent studies in the 
literature, e.g. [15-17]. 

The AR-based case study was initiated and conducted 
at MR Control Systems International (MRCSI) Inc., a 
Canadian control software development firm. The goal 
was to test a commercial software product developed by 
the firm. For this firm, the development/testing process 
is highly iterative, and the same software code-base is 
used in several product versions and variants, which all 
need regression testing. Hence, efficient and effective 
transparent and efficient regression testing is important 
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for its contribution to high quality products, efficient 
use of resources and the lead time for testing. 
The remainder of this paper is structured as follows: 
The context of our case study is described in Section 2. 
Section 3 overviews related work. The design of the 
study is reported in Section 4. Results are presented and 
analyzed in Section 5. Finally, a summary of our 
conclusions and future direction are given in Section 6. 

2. Case Description  
Initiated by the industrial partner, an industry-academia 
AR-based [13] collaboration was established in 2009 
among the authors. The goal of the AR collaboration 
was to design, develop and evaluate a test automation 
framework and methodology for testing a commercial 
large-scale Supervisory Control and Data Acquisition 
(SCADA) software system. The System Under Test 
(SUT) is called Rocket Monitoring and Control 
Platform [18], which is now in production and use by 
several clients across North America. 
As overview of the Rocket SCADA toolset is shown as 
a high-level architecture diagram in Figure 1. The tool-
set includes nine tools and a central event engine. After 
initial discussions between the researchers and the 
engineers from the company, a decision was made to 
start the test automation from one important tool in the 
toolset, the Automation Engine.  

 
Figure 1- An overview of the Rocket software 

Automation Engine is an Integrated Development 
Environment (IDE) for developing advanced control 
systems in which SCADA control engineers can design 
and execute an entire control system using a set of 
function blocks, e.g., Add, Multiply, Send Email. As of 
its latest version, Automation Engine supports 89 
function blocks grouped under 12 categories (Figure 2). 
Once the SCADA logic of a control system is designed 
inside the Automation Engine, the tool executes the 
SCADA logic in a series of modules containing 
function blocks. 
An example function block (Send Email) with example 
input/output values is shown in Figure 3. The Send 
Email function block receives several inputs and 
performs the email functionality.  

Figure 2 - 89 function blocks grouped under 12 
categories are supported in the Automation Engine 

tool (SUT). 

Figure 3 - An example function block in the 
Automation Engine. 

In the discussions between the researchers and the 
engineers, we determined the first test strategy to be the 
black-box unit testing (BBUT) of the function blocks 
inside the Automation Engine, by exercising the 
function blocks via their specifically-designed API.  
The industrial partner’s original goal in initiating this 
AR collaboration was to detect as many faults as 
possible in the SUT, and have an automated test suite 
(code-base) for the purpose of regression testing. It was 
imperative that the test suite should be as efficient as 
possible, i.e., having the small possible test suite while 
being the strongest in targeting potential faults. As it is 
the standard practice in the industry and research 
community [19], we decided to use black- and white-
box coverage criteria and mutation testing to develop 
and assess an efficient and effective test suite in the 
NUnit platform for this purpose. 

3. Related Works  
The case study reported in this article relates to the 
following three areas. The related work in each area is 
briefly discussed next. 

 Automated generation of unit test code 
 Experimental evaluation of coverage criteria  
 Action-research and industrial case studies in 

software testing  

3.1. Automated Generation of Unit Test Code  
Our recent paper in [10] was the first publication from 
this AR-based project. The paper  presented the need 
we felt to develop a new tool for automated generation 
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of unit test code. It also presented features and example 
usage scenarios of an open-source tool called 
AutoBBUT we developed in the first AR cycle for 
automated generation of black-box unit test code. We 
presented very preliminary results in [10] from using 
the tool in testing the Rocket software. More detailed 
analysis of the industrial evaluation of the AutoBBUT 
is presented in the current case study paper (Section 5.1 
in specific).  
There are various frameworks and tools which enables 
(semi-) automated generation of unit test code, e.g., 
Microsoft Pex, and JML-JUnit tool, JUB (JUnit test 
case Builder), TestGen4J, JCrasher, and NModel. 
However, none of the existing tools were adaptable to 
our context (details in [10]) such as Microsoft Pex and 
JUB were not able to generate meaningful test cases 
because of the input values they consider for test cases. 
In a study by Tan and Edwards [20], JML-JUnit tool 
has been observed to be ineffective in fault detection. 
TestGen4J focuses only on boundary values whereas 
NModel follows the written model program to generate 
test cases. JCrasher detects defects by causing the SUT 
to crash, i.e., throwing an unhandled runtime exception. 
That is why we had to develop our own test tool.  

3.2. Experimental Evaluation of Coverage 
Criteria  

Another goal of our AR project was to experimentally 
evaluate the code coverage and fault detection 
effectiveness of the unit test suites we were developing 
and to improve the test suites accordingly. There are 
several experiments (e.g., [15-17]) in this topic which 
are either in industrial or research-lab contexts. 
Mutation analysis has been used in almost all cases to 
evaluate fault detection effectiveness. 
The work by Hutchins et al. [15] is one of the earliest 
works in this area. They reported in a series of 
experiments on the effectiveness of data-flow- and 
control-flow-based test adequacy criteria. Gupta and 
Jalote presented in [16] a mutation-based approach for 
experimentally evaluating both fault detection 
effectiveness and efficiency of coverage criteria. By 
efficiency, they meant the average testing cost for 
detecting a fault in a program. Their results suggested 
that there is a trade-off between effectiveness and 
efficiency of a coverage criterion. Specifically, they 
found that the predicate coverage is the most effective 
at detecting faults (killing mutants) but the least 
efficient whereas the block coverage was the most 
efficient but least effective [16].  
Another work in this context has been conducted by 
Andrews et al. [17], in which again mutation analysis 
has been used for assessing and comparing block, 
decision, c-use and p-use coverage. 

One of the questions addressed by our study is to 
investigate the trade-off between effectiveness and 
efficiency of test suites. To do the analysis, we adapt 
the approach of [16], and report in this paper a mini 
“reproduction” study (Section 5.2). 

3.3. Action-Research and Industrial Case 
Studies in Software Testing 

Last but not least, our work relates to and contributes to 
the body of industrial evidence in software testing. 
According to a 2009 survey paper on the extent of AR 
use in software engineering [21], not many papers 
follow a formal AR or case-study process, but instead 
take the form of experience papers. In this study, we 
intended to take a (semi-) formal AR process (details in 
Section 4.3). 
We have had a recent experience with the AR approach 
in which we used this approach to introduce automated 
configuration testing in an industrial setting [22].  

4. Case Study Design 
The design of this case study is outlined below based on 
the guidelines provided by [23, 24]. 

4.1. Objective 
The objective of the study is to develop and evaluate an 
automated unit test suite for the function blocks of the 
Automation Engine which can be used for regression 
testing purposes, as outlined in Section 2. We wanted to 
investigate current manual testing practices in the 
company in order to identify a proper level and type of 
automation and also to evaluate its impacts and 
benefits.  
Also, we wanted to evaluate the strengths and 
weaknesses of the test methods and concepts that we 
use in this particular inducting setting and provide 
evidence in the field of software testing [9], and assess 
the possibility of technology transfer [14] in this area, 
e.g., by contributing our open-source test tool [10] to 
the industry. 

4.2. Research Questions 
In the context of our AR project, the research questions 
(RQ) for the study were the followings: 
 RQ1-Using our AutoBBUT tool [10-12], how much 

(true) test automation and cost saving can be achieved 
in the initial test-code development stage?  
 RQ2-What is the tradeoff between fault detection 

effectiveness and efficiency of structural coverage 
criteria? This RQ is a reproduction study of previous 
studies in this area (e.g., [15-17]).  
 RQ3-What benefits would test automation and 

coverage-driven/mutation testing yield in the context 
of this project (i.e., pre- and post-event analysis [23])? 

Metrics that we used to answer each RQ are listed in 
Table 1. 



This is the post-print of a paper that has been published with the following DOI: 
http://dx.doi.org/10.1109/ICST.2012.120  
 

 4

Table 1 - Metrics used in this case study. 
RQ Metrics 
1  Up-front time to develop the AutoBBUT test tool 

 Time to use the tool to automatically create unit test code 
 Time to manually complete and inspect unit test code  
 Estimated time of manually developing the entire unit test 

code 
2  Test suite size (# of test cases) 

 Code coverage 
 Mutation score 

3  Number and type of defects detected by our test suite 
 Time to develop the test infrastructure (test effort) 

4.3. Procedure 
We have followed grayscale testing approach to answer 
the above three RQs, which is considered as a typical 
unit-test automation approach, i.e., in order: (1) black-
box (API) testing, (2) measuring code coverage of 
black-box test code and improving it using white-box 
testing by achieving more code coverage, and finally 
(3) mutation analysis to assess the fault detection 
effectiveness. In more detail, the case study was carried 
out in the following steps: 

 We started with manual coding of unit test code for 
several function blocks and finding the need to 
automate the generation of unit test code. 
 We then developed the AutoBBUT tool, and used it to 

automatically develop black-box (API) unit test code 
for the function blocks. We then measured the cost 
savings in using this tool (RQ1). 
 We conducted white-box testing where we assessed 

the code coverage of the existing black-box test code, 
evaluated its fault detection effectiveness, improved 
code coverage by adding more test cases to the black-
box unit test suite, and analyzed the tradeoff between 
effectiveness and efficiency of test suites (RQ2). 
 Finally, we conducted a retrospective cost-benefit 

analysis on the impact of test automation (RQ3). 

In terms of test tools, we used our recently-developed 
open-source tool AutoBBUT [10-12] to automatically 
generate a large NUnit test suite for the SUT. Limited 
by coverage technologies available in the NUnit 
platform, we did not have many choices and used the 
NCover tool [25], which provides only two coverage 
metrics: symbol and branch. With details discussed in 
[26], our choice of mutation tool was a framework 
called Mutant Power [27] developed by Microsoft. 
In terms of our research approach, we followed both the 
improving case study [23] and the AR approaches [28]. 
As Runeson and Höst [23] point out, these two 
approaches are inter-related and can be utilized jointly 
in a project. To plan, execute and manage our AR 
project, we used the recommendation and guidelines 
provided in [13, 21, 23]. Avison et al. also made good 
suggestion for controlling action research projects [24]. 
They discussed three aspects of control: the procedures 

for initiating an AR project, those for determining 
authority within the project, and the degree of 
formalization. We used and got benefitted from those 
guidelines in our project as well. 
To put our AR approach in context, the classification of 
our AR approach using the AR classification map 
provided by Santos and Travassos [21] is provided in 
Table 2.  

Table 2 - Classification of our action-research 
approach based on the classification map provided 

by Santos and Travassos [21]. 
Attribute Value 
Problem All testing of the Automation Engine 

module was conducted manually.  
Action Development and evaluation of an 

automated test suite for the function 
blocks of the Automation Engine 
module  

Adherence Based 
Type Action research 
Length 24 months 
Data collection Quantitative and qualitative were 

used. Techniques: Metrics (for 
quantitative data) and observation (for 
qualitative data) 

Action-
research 
control 
structures 

Initialization Practitioner 
Authority Identity 
Formalization Formal- written contract 

Number of action-research 
cycles 

Three 

The “problem” motivating the need for the AR 
collaboration was that all testing of the Rocket software 
was conducted manually. Regression testing was thus 
too costly, and it was impossible to test all inputs 
possibilities, e.g., according to the equivalence-class 
black-box testing approach. In terms of adherence, the 
classification in [21] proposed three possibilities: (1) 
Inspired – when the focus of the project is on the 
researchers learning from a real problem exploring SE 
research without strictly following the AR principles, 
(2) Based – when the AR methodology is modified or 
combined with other empirical methods (e.g., case 
studies), and (3) Genuine – when the full essence of 
action research methodology is present. For our case, it 
is thus “Based” since we utilized both AR and case 
study.  
Our project was of type “Action research”, rather than 
Action Science or Action Learning. The length of our 
project was 24 months (2 years). We collected both 
quantitative and qualitative data. Initialization of the 
project was by the practitioners. As pointed out by 
Avison et al. [24], our case was problem-driven 
initiation, in that practitioners were confronted by a 
challenging problem (i.e., test automation) and seeking 
help from researchers. Researchers and practitioner had 
identical authority levels. Before the project start date, 
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we had a formal written contract in place. During the 2-
year period, we iterated through three major AR cycles 
in which the test automation framework we developed 
were evaluated and necessary improvements to it were 
made accordingly. Details and results are discussed in 
the remainder of this paper. 

5. Case Study Report 
The study report and results are presented for each of 
the RQs 1-3. 

5.1. RQ1 – Test Automation and Cost Saving 
RQ1 intended to explore the level of (true) test 
automation and cost saving of using our AutoBBUT 
tool [10-12] in the initial test-code generation stage. 
Before seeing the need to build the AutoBBUT tool, in 
the beginning of the AR project, we had started with 
manual coding of unit test code (in NUnit) for several 
function blocks and soon realized the need to automate 
the generation of unit test code. This is a common need 
for practitioner unit testers [29]. As discussed in our 
earlier work [10], there are existing tools to generate 
pair-wise BBUT test case input data, such as: 
HexaWise  and Combinatorial Test Services (CTS) 
from IBM. Although such tools help testers in 
automatic generation of all-combination n-way BBUT 
test input data, however converting them to actual test 
case source code (e.g., in JUnit or NUnit) and “writing 
unit tests can be a tedious and error-prone process”[20].  
Furthermore, according to many sources such as our 
recent 2009 survey of industrial software testing 
practices in the Canadian province of Alberta [30], one 
of the major barriers to test automation, especially in 
the unit test level, is the upfront investment of test code 
development. To address this barrier, in the first 
iteration of our AR project, we developed AutoBBUT 
as a reusable and extensible test tool.  
In our project, we wanted to develop NUnit test code to 
adequately test 89 function blocks. To conduct BBUT 
testing, we applied the category-partition approach, 
boundary value analysis, and pair-wise testing to 
generate test cases for each unit in this SUT [31]. For 
example, if one wants to apply category partitioning 
and boundary value analysis to an input variable of type 
Int32 for a SUT unit developed in .Net, one would get 
at least 7 category partitions (depicted in Figure 4). 
If we consider three inputs to the Add functional unit in 
our SUT, and we apply strong (multi-dimensional) 
category-partitioning [31] (without pair-wise testing), 
we would get 73= 343 test cases. By a rough estimation, 
automating each of these test cases in NUnit, for 
example, would require at least 4 test LOC, i.e., one 
line respectively for each of the xUnit popular phases: 
setup, exercise, verify and tear-down [32]. This would 
result in 343*4=1,372 test LOC. Even if one uses n-

way testing to reduce the number of test cases (e.g., 
pair-wise testing in the above case), one would get 58 
test cases, or 58*4=232 test LOC, noting that this is 
only for one of the 89 function blocks. Developing that 
amount of test LOC can be both tedious and error prone 
(i.e., it is a tester’s nightmare to have defects in test 
code itself).  

2,147,483,647-2,147,483,648

0
Highest 
boundary

Lowest 
boundary

Typical –ve
and +ve values

Figure 4 - Category partitioning and boundary 
value analysis of an input of type Int32 in .Net  

Based on the above example, we did an estimation of 
the number of test cases for the all 89 function blocks 
for two cases: if we were (1) to not follow n-way 
testing, or (2) to follow 2-way testing. A lower bound 
was, respectively, about 28,442 and 2,409 test cases 
(i.e., test methods in NUnit).  
We conducted a preliminary measurement of the time it 
takes to write each test code for each test method in 
NUnit, by having two graduate students working on this 
project for several weeks. The estimated time was about 
2 minutes and 10 seconds on average for each test case, 
including the learning (curve), coding and inspections. 
Thus, if we were to code 28,442 test cases manually, it 
would have taken about 61,624 minutes or about 42 
days, for the case of not following n-way testing. The 
test coding effort when following 2-way testing would 
have been about 3.5 days (87 hours). Details have been 
reported in a recent MSc thesis [26]. Furthermore, note 
that the function blocks under test were subject to 
changes during the maintenance phase, and thus re-
generation of test code was an issue, thus leading to 
having to spend the above amounts of time again and 
again in case of SUT changes. 
Thus, it was clear that manual coding of test cases was 
not a viable option and automated generation of unit 
test code was a necessity. We developed and used our 
open-source tool AutoBBUT [10-12] to generate 2,409 
NUnit test cases for the functional blocks. The total size 
of the automatically-generated NUnit test suite is 
currently 19,272 test LOC, since each test case method 
is containing 82 LOC. An example code for a test 
method is shown in Figure 5. 
For our RQ1, we wanted to know that, using our 
AutoBBUT tool, how much true test automation and 
cost saving can be achieved. According to our precise 
time logging, the development of the AutoBBUT tool 
itself took exactly three weeks (i.e., 3x40 hours per 
week=120 hours).  
Recall from above that the estimated test coding effort 
when following 2-way testing in our case would have 
been about 87 hours. However, note that as also 
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   [TestClass] 
   public class PowerFBTest 
   { 
       

   TestEngine TE = new TestEngine(); 

   static String FunctionBlock = "PowerFunctionBlock"; 
   static String FunctionBlockName = "Power1"; 
      […] 

 

      [TestMethod] 
        public void Testdc045ec99db541068f4aa5fc3cb1ad0b() 
        { 
            TE.setInputParameter(FunctionBlockName, "Base", "Int (8 bit)", "0"); 
            TE.setInputParameter(FunctionBlockName, "Exponent", "Int (8 bit)", "0"); 
 
            RocketParameter resultParam = TE.setOutputParameter(FunctionBlockName, "Result", "Float (32 bit)"); 
            RocketParameter errorParam = TE.setOutputParameter(FunctionBlockName, "Error", "Text"); 
 
            /* execution of the functionblock */ 
            TE.execute(FunctionBlock, FunctionBlockName); 
 
            //test oracle - parameter: expected output, actual output */ 
            Assert.AreEqual("1", TE.getOutputByName(resultParam.PointName)); 
            Assert.AreEqual("", TE.getOutputByName(errorParam.PointName)); 
        } 

Figure 5-An example unit test method automatically generated by AutoBBUT for the Power function block. 

discussed above, re-generation of test code after 
changes in the units under test was a real need in our 
case and it actually happened four times during our 
project, i.e., after having the initial test suite code and 
using it to detect faults, we had to run the AutoBBUT 
tool again four times more to re-generate NUnit test 
code since several function blocks had changed 
substantially.  
We found by time measurement of several cases that 
maintenance of manually-developed test code would 
have taken about half as much as its initial development 
(and we had four times of SUT change in the project). 
This could mean another 87x2 hours of test-code 
maintenance work which we avoided, thanks to the 
AutoBBUT tool. Note that executing and generating 
test code using AutoBBUT each time took minimal 
amount of time, plus a short time (about 3 hours in 
total) to inspect and complete some of the expected 
results in the test code (details in [10]). Thus in terms of 
time saving (cost-benefit) of our automated unit test 
platform, we could get a time saving of: 

87 (initial development)+87*2 (test 
code maintenance)-120(AutoBBUT’s 
development time)-3 (test code inspect 
and completion)=138 hours  

In summary, the test infrastructure (AutoBBUT and the 
NUnit test suite) we developed has been successful in 
providing a cost-efficient test-automation approach in 
this context. It is further hoped that with more usage of 
the AutoBBUT tool, more time saving and Return On 
Investment (ROI) can be gained by our industrial 
partner. 

5.2. RQ2 – Tradeoff between Fault Detection 
Effectiveness and Efficiency 

For RQ2, we intended to investigate the tradeoff 
between fault detection effectiveness and efficiency of 

coverage criteria. This RQ is a “reproduction” study of 
earlier studies such as [15-17]. Similar to [16], 
efficiency in context denotes the average testing cost 
for detecting a fault in a program. Testing cost in this 
context is usually denoted by the number of test cases 
(test suite size). Similar to previous studies [15-17], we 
used a mutation-based approach for experimentally 
evaluating fault detection effectiveness and efficiency 
of coverage criteria. We have actually also conducted 
another approach as well for this experimental 
evaluation which is based on real defects in the SUT. 
But due to confidentiality, we are not able to disclose 
its data and findings in this paper. 
As the independent variables, we varied the NUnit test 
suite size and analyzed its impact on two dependent 
variables: coverage and mutation score. As discussed 
earlier, limited by coverage technologies available in 
the NUnit platform (using a tool called NCover), we 
could only measure symbol and branch coverage. 
To keep our empirical efforts manageable, we 
conducted the study on 25 of the 89 function blocks, 
which were selected by random sampling [28]. Note 
that running coverage and mutation tools on large test 
code-bases is a very time- and resource-consuming 
task. These 25 function blocks had 1,005 corresponding 
NUnit test cases (out of the 2,409 total test cases). 
To systematically investigate coverage effectiveness 
versus efficiency, we used a similar approach used by 
Gupta and Jalote [16] and Andrews et al. [17]. From the 
pool of 1,005 NUnit test methods, a pool of 5 test suites 
with different sizes (number of test cases) were 
generated, starting with size of 25 test cases and going 
up in intervals of 25 until reaching 1,000. To ensure 
homogeneity in test suite generation, we made sure that 
in each test suite, each of the above 25 function blocks 
was represented. For example, for the first test suite 
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(that of size 25 test cases), a test case of each function 
block was randomly chosen. This made sure our test 
suite pool was homogenous in the sense that we could 
get statistically-meaningful coverage measures at the 
end. To reduce the effect of randomness, we repeated 
the above method three times and calculated the 
average coverage values and mutation scores for each 
test suite. 
The results of our analysis (average values as discussed 
above) of coverage criteria effectiveness and efficiency 
are shown in Figure 6. Top (a), and bottom (b) charts 
visualize, respectively, the code coverage and mutation 
scores by varying test-set size, and X-Y plot of 
coverage values versus mutation scores.  
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Figure 6 – Results of coverage criteria effectiveness 
versus efficiency analysis. 

As Figure 6-(a) shows, with increasing test set size, the 
coverage values increase only slightly. It is interesting 
and somewhat surprising to see that the smallest test 
suite (with 25 test cases) achieves 89% symbol 
coverage, while the largest test suite (with 1,000 test 
cases) achieves only slight more 91% symbol coverage. 
A similar pattern can be observed for branch coverage. 
Between the smallest and largest test suites (with 25 
and 1000 test cases), the overall coverage value 
improvement was only about 2% and 3% for symbol 
branch coverage, respectively. We analyzed the source 
code to answer the above pattern. The answer was that 
the control flow (cyclomatic) complexity of the code 
was quite low as the average cyclomatic complexity of 
all function blocks’ code was about 1.4.  

According to Figure 6-(a), the trend for the mutation 
score is a slightly sharper, e.g., the mutation score 
increases faster than the coverage values. Between the 
smallest and largest test, the overall mutation score 
improvement was around 16% (from 80% to 96.32%). 
Figure 6-(b) depicts the X-Y plot of coverage values 
versus mutation scores based on the values in Figure 6-
(a) where the test suite size values have been taken out. 
As expected and also observed in other studies [15-17], 
test suites with higher coverage kill more mutants. 
Similar to previous studies in this area (e.g., [17]), to 
address the external validity and generalizability of the 
results, it was important to do cross-comparison of our 
results with other studies. We carefully compared our 
data (from Figure 6) to the effectiveness-efficiency data 
from [16] and [17] as two representative studies in this 
area.  
Among other results, work in [16] reported the 
relationship between mutation detection ratio (percent) 
and test suite size to satisfy block or branch coverage in 
four different SUTs. Work in [17] reported the 
relationship between mutation detection ratio and test 
suite size for one SUT. Trends from both of those 
studies are similar to our results, albeit the slopes are 
different as the trends are obviously SUT-dependent 
and also due to other contextual factors (e.g., 
cyclomatic complexity of SUT code).  
To quantitatively measure the efficiency of test suites 
and coverage criteria, Gupta and Jalote [16] combined 
the effectiveness with the effort required in testing (i.e., 
size of test suite), and defined a metric called Test 
Performance Index (TPI) of a test suite T which is 
defined as: 

 

The TPI metric essentially reflects the average cost 
needed to detect a defect using a test criterion in terms 
of number of test cases required. To calculate the TPI, 
we configured the mutation tool (Mutant Power [27]) to 
create 100 random mutants and measured the TPI index 
for each test suite size. The results are shown in Figure 
7, which more clearly highlights the trends of Figure 6. 
It is clear from Figure 7 that smaller test suites have 
higher efficiency, e.g., each test case in the smallest test 
suite (with 25 random test cases) kills about 2.5 of the 
100 mutants, on average.  
As a summary of RQ2, we should highlight that the 
cost of testing in our case was quite independent of test 
suite size, since we were using our AutoBBUT tool to 
automatically generate the NUnit test code and running 
that code, once generated, was virtually free of cost. 
However, our above reproduction study of fault 
detection effectiveness and efficiency revealed trends 
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similar to previous studies and provided further 
empirical evidence on the topic.  

0.0

0.5

1.0

1.5

2.0

2.5

3.0

2
5

10
0

17
5

25
0

32
5

40
0

47
5

55
0

62
5

70
0

77
5

85
0

92
5

1
,0
00

Te
st
 P
e
rf
o
rm

an
ce
 In
d
e
x 
(T
P
I)
 

Test suite size (# of test cases)

   
Figure 7 – Test Performance Index (TPI), a measure 

of test efficiency in our context. 

5.3. RQ3– Benefits from Test Automation and 
Coverage-Driven/Mutation Testing 

For RQ3, we intended to investigate the (overall) 
benefits that have resulted from test automation and 
coverage-driven/mutation testing in this AR project and 
whether it satisfied the industrial partner’s original goal 
of this AR-based collaboration. To address this RQ, we 
perform pre- and post-event cost-benefit analysis and 
use value-based software testing concepts [33] to 
evaluate the outcomes and benefits of systematic test 
approaches we have used and developed in the project. 
To perform cost-benefit analysis, we have identified the 
cost drivers (CD) and benefit drivers (BD) in this 
testing project (as listed in Table 3).  

Table 3- Cost and benefit drivers in the project 
Cost drivers Benefit drivers 

CD 1: Development of the 
AutoBBUT tool  

BD 1: Time saving and test 
repeatability – No need any more 
to conduct manual regression 
testing  

CD 2: Maintenance of 
automated unit test suite 

BD 2: Time saving - No need to 
manually develop the test code and 
some of the test oracles 

CD 3: Manual coding of some 
of the expected outputs (test 
oracles) in test code 

BD 3: Detection of faults 
undetected in manual testing 
iterations 

The CD’s included: (CD 1) the cost to build the 
AutoBBUT tool, (CD 2) maintenance of test code when 
the SUT changes and (CD 3) completion of some of the 
expected outputs in test code. BD 1 and BD 2 reflect 
time saving aspects and BD 3 reflects the major benefit 
in detecting faults which were undetected in previous 
manual testing iterations (before this project had 
started).  
We have measured quantitatively the values for CD 1, 2 
and 3, BD 2. Note that CD 2 (maintenance cost of the 
automated unit test suite, in terms of time) has only 
been done for four iterations of change in the SUT. 
There were no systematic measurements of the manual 
test efforts before this project, thus we could not 
quantitatively compare the benefit (cost saving) due to 
test automation. However, the manual test team 

confirmed that, qualitatively speaking, a large amount 
of effort (in the past several years) has been spent on 
manual testing of the function blocks. In contrast, the 
automated black-box NUnit test suite can be used for 
regression testing of the SUT. Even if the SUT changes 
in such a way that this test suite cannot be used, then 
the testers can automatically generate a large test suite 
saving a huge amount of time as discussed in Section 
5.1. 
Also, our systematic test approach detected faults which 
were undetected in previous manual testing iterations 
(BD 3). Although we could not easily quantify the 
value of the benefit due to finding and fixing those 
defects, it was obvious that the benefit was very 
valuable as the SUT is a safety-critical system. 
Unfortunately, due to confidentiality, we cannot reveal 
the nature or the number of defects detected by our 
automated test suite. 

5.4. Lessons Learned 
We discuss the lessons we have learned in this project 
from two aspects: technical aspects, and research 
approach/project-management aspects. 
From the technical standpoint, recall from Section 2 
that, ultimately, the goal of the “practitioner” side of the 
AR project from participating in the collaboration was 
to detect as many undetected faults as possible and to 
have an automated test infrastructure to ensure a 
smooth regression test process for the future of their 
Rocket product. Our test automation approach, 
development of the AutoBBUT tool [10-12], and 
effectiveness/efficiency analysis of the test suite, 
showed to be an effective approach for the above needs. 
The collection of systematic test techniques that we 
used (category-partitioning, n-way testing, automated 
test-code generation, coverage and mutation testing) 
showed to be useful and helpful in proposing the 
solutions.  
In terms of lessons learned from the research approach 
standpoint, we learned throughout the project that the 
researchers usually have to develop their AR approach 
somewhat opportunistically, undertaking a series of 
research projects that have a broad theoretical span 
(e.g., category-partitioning, coverage and mutation 
testing). While making sure to benefit the practitioners, 
researchers were also careful to ensure there are clear 
prospects for generating knowledge (e.g., the 
reproduction empirical study for RQ2) in this particular 
problem setting. In many occasions, we benefitted from 
recommendations made in the literature in this regard 
(e.g., [24]). 
For determination of authority [24] in our AR project, 
we were also careful to balance it between the two 
sides. The team consisting of both researchers and 
practitioners worked on the challenges and came up 
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with candidate solutions, which were carefully 
discussed and tailored before being implemented in 
practice. All the above lessons learnt are also aligned 
with other success stories by other teams, e.g., refer to 
Briand’s recent keynote in IEEE ICSM 2011 [2]. 
One clear useful outcome of the project was technology 
transfer [14] in that we contributed our open-source test 
tool [10] to the industry and also transferred/applied 
formal test techniques (e.g., category-partitioning, 
coverage and mutation testing) to an industrial firm. 
Along the way, we benefitted from the seven-step 
technology-transfer model proposed by Gorschek et al. 
[14] and found it useful. More concretely, we also 
learned that researchers’ on-site presence helps base the 
research agenda on real industry-relevant issues. It also 
helps build the technical, organizational, social, and 
cultural understanding necessary to do a good job. We 
experienced that doing good “homework” means 
learning the company and domain-specific vocabulary 
(in this case, SCADA systems) and understanding the 
practitioners’ situation.  

5.5. Threats to Validity 
It is naturally harder to control the experimental validity 
in an industrial AR-based case study. As Runeson and 
Host point out [23], it is not easy to extract 
generalizable outcome from AR-based studies (external 
validity). This research was an in-depth study, but only 
used one software application from one company. 
Therefore it is at best risky to draw general conclusions 
(external validity). However, our intent was to modestly 
determine whether automatic generation of test code, 
coverage-driven/ and mutation testing can be cost 
effective in an industrial setting (RQs 1, 2 and 3). Our 
data and observations add to the body of evidence and 
related experience reports/case studies confirming that 
these test methods are useful in practice. We have no 
data on whether our same approach will work equally 
well on different or larger software applications, but 
can think of no reason why it would not. The study 
unavoidably had one main independent variable: the 
method used to generate tests (black-box category 
partitioning, code coverage and mutation), which is 
common with industrial case studies [3]. Due to AR-
based nature, the case study could not be completely 
designed a priori. The effects were separated as much 
as possible in our analysis.  
We addressed internal validity and reduced bias in 
several ways. The same software was tested before our 
AR engagement manually by different people. As 
discussed earlier, our automated test suite found defects 
not found before during manual testing. 

6. Conclusions and Future Works 
We reported in this case-study paper our experience 
with a practical approach and tool (AutoBBUT) for unit 
regression testing of function blocks of a SCADA 
software. The tool uses a black-box specification of the 
units under test to automatically generate NUnit test 
code. We then improved the test suite by white-box and 
mutation testing.  
Our approach was applied to test a commercial large-
scale Supervisory Control and Data Acquisition 
(SCADA) system called Rocket Monitoring and 
Control Platform [18], which is now in production and 
use by several clients in North America. Through the 
AR project, we were able to achieve the original set 
goals of the project, which was to design, develop and 
evaluate a test automation framework and methodology 
for testing the Rocket system.  
We raised three RQs and addressed them as part of the 
study. For example, by investigating RQ1, through our 
measurements, we estimated about 138 hours of testers 
time could be saved for just three releases of the units 
under test (i.e., function blocks). With more usage of 
the AutoBBUT tool across further release of the 
software, more time saving and ROI are being gained 
by our industrial partner. RQ2 investigated the tradeoff 
between fault detection effectiveness and efficiency of 
coverage criteria.  
In summary, our AR project had cost effective 
outcomes (RQ3) and a fruitful experience to both the 
industrial partner and the researcher. Further 
collaborations are being planned as of this writing. As 
future works, we are continuing our collaborations on 
testing other parts of the Rocket system. 
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