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1 Is Technology Threatening our Privacy?  

In the last twenty-five years the technological landscape has changed beyond recognition. 

In 1993 e-mail was just taking off in the public domain as the world-wide web started to 

slowly creep into people’s everyday lives. By 1997, the volume of business e-mails first 

surpassed that of regular (postal) mail (GCN Staff, 2007), and now in 2018, it is almost 

expected that you will be constantly connected to your email and other forms of electronic 

communications through at least one of the following devices; your mobile phone, your 

tablet, your laptop, your computer, your smart watch, the list goes on. These devices, 

alongside other less obvious technologies, have successfully integrated themselves within 

our lives and exposed this generation to one of the most significant changes ever to occur 

in human history. Technology has connected the world, saved lives, increased 

productivity/efficiency, furthered human development, business and education. 

Technology has impacted everyone in some capacity, it is exciting and offers solutions to 

thousands of problems across the globe. However, for all the current and future positives of 

technology, are we, as a society, being forced into sacrificing other values? Recently privacy 

concerns have started to filter into the technological narrative. Do these technologies really 

threaten our privacy rights, and have these threats been thoroughly considered as we 

continually race to utilise the latest technological advance? It is useful to consider some 

technologies/technological advances and the current/potential impacts on an individual’s 

privacy to see if there is a problem.  

Building from e-mail communications, online communications are now common practice. 

One method of communicating and sharing posts online is via social networking platforms. 

These platforms include but are not limited to Facebook, Twitter, YouTube, Instagram, and 

Tumblr. All of these platforms allow for private communications, the sharing of posts 

privately, the sharing of posts with ‘friends’ and the public sharing of posts.  Before 
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discussing the potential privacy implications of the platform features, consider the 

information you are asked for when making an account on Facebook; your name, age, 

gender, hometown, religious and political views. You might be happy to share this 

information with ‘friends’, and should your account setting be limited this information may 

not reach further than this. However, should you fail to set your privacy setting correctly, or 

should Facebook make changes to their policies, as they do regularly, it may be easy for your 

friends of friends or even individuals with no connections to you to see this information.  

Social networking platforms have enabled the easy sharing of our everyday lives, allowed us 

to meet others with similar interests and keep in contact with friends across the world. 

However, against these benefits there are risks, particularly to privacy. By sharing personal 

information individuals are putting their privacy at risk, they could be victims of identity 

theft, they could be stalked, and they could find unintentional fame, or face online 

victimisation. They could also be under surveillance by friends, employers or the 

government/law enforcement. There are countless cases of individuals losing jobs because 

of posts on social media platforms. In 2015, Rachel Burns posted a photo of a singalong at 

work on her personal Facebook page. This photo resulted in Rachel losing her job 

(McDermott, 2017). The BBC has also reported that ‘one in 10 job seekers between the ages 

of 16 and 34 have been rejected for a job because of something posted on their social media 

profiles.’ (Garone, 2014) Aside from the direct risks of social networking platforms, some 

platforms can be used as a hub, from which to access services provided by other companies. 

For example, your online shopping accounts can be linked to your social media profile. When 

these links are made, the social networking platform shares your data with the company. 

Although you may have consented to this, this information can allow the company to access 

information of your friends and friends of friends – potentially creating issues for those 

individuals. Consider the latest Facebook scandal and the associated privacy issues. The 

Facebook-Cambridge Analytica scandal involved the collection of personal identifiable 
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information of up to 87 million Facebook users (Solon, 2018). This was made possible via the 

application ‘thisisyourdigitallife’ (This is your digital life). The application designer provided 

the application to Cambridge Analytica. Cambridge Analytica arranged an informed consent 

process for research in which Facebook users would agree to complete a survey for 

academic use (Solon, 2018). By using Facebook as the facilitator, the application was able to 

collect not only the information of the individuals using the application but also their friends, 

and their friends of friends. Cambridge Analytica then sold this data freely, it is predicted 

that the data heavily influenced several political campaigns. In this situation, not only was 

information collected without consent, it was then sold and distributed across the globe. It 

is impossible for the individuals to have any control over this information, their privacy has 

been affected and only time will tell what risks these individuals face.  

The data harvest by Cambridge Analytica from Facebook is only one example of a data 

breach. In the last few years, data breaches from major companies have become a constant 

feature in the news and within the public discourse. In 2015 there was the TalkTalk breach; 

a leak that was initially predicted to affect all 4 million of their customers, it ended up only 

affecting 157,000 personal records (Techworld Staff, 2018). These records contained 

individuals’ names, addresses, bank details and other personal information. Although the 

impact was smaller than initially predicted this was TalkTalk’s third data breach that year, 

the company is still recovering from fallout within the political sphere and the mainstream 

media. In 2018 it was revealed that Uber was hacked in 2016, the hack affected 57 million 

customers and drivers worldwide (2.7 million in the UK) (Techworld Staff, 2018). Uber 

concealed the breach by paying the hackers to delete the data. In February 2018 roughly 

150 million users of the application, MyFitnessPal (owned by Under Armour) had their 

personal details leaked in a data breach which included usernames, email addresses and 

passwords (Techworld Staff, 2018). While these aren’t significant amounts of personal 

identifiable information in comparison to other breaches, the data would allow for the 
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hackers to match the stolen login credentials to the user’s fitness data. The application 

MyFitnessPal is often linked to and used in conjunction with Strava or Under Armour’s 

fitness tracking tool, where these applications use GPS data to track individuals training. This 

information can then be shared with friends (real or virtual) or used to track personal 

progress. Having access to such data could easily allow the hackers to identify and target 

individuals’ with specific habits and predictable behaviour. The risks of social networking 

platforms are repeated when data breaches occur. The individuals could be victims of 

identity theft, they could be stalked (targeted), they could face victimisation, and they could 

also be placed under surveillance. With every data breach the risks become higher and 

further risks are faced. We will explore these risks and further risks of data amalgamation in 

the wake of data breaches after first looking at risks specific to fitness trackers.  

Fitness tracking tools and wearable fitness trackers have taken off in the last five years with 

whole industries built around tools and devices.  With these new tools and devices there are 

now new forms of identifiable data being created on a near continuous basis. These devices 

keep increasing in capability, already it is possible to constantly track your location, 

heartrate, steps, sleep, VO2 max, etc. From this data some devices give you a fitness score 

and a stress score, they then compare you to others within your demographic, or within 

your area or just with friends/family. What happens if this information is accessible or leaked 

to others? Would life insurance companies start to increase premiums if they noted you 

were inactive, could they use the data to spot signs of heart disease or other long-term 

health problems? Would you be at a higher risk of criminal as organised crime groups could 

easily track individuals leaving their homes? Would your employer know you are visiting 

another company on your day off, could they tell you were nervous by simply knowing your 

heart rate? A survey by PwC found that 82% of Americans were worried about the privacy 

implications of wearable devices, 86% thought that such devices would make them more 

prone to security breaches (Sparkes, 2015). It seems right that they are concerned; an FTC 
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study looked at 43 (United States based) applications which logged health data, 20 of these 

applications sent that data onto third parties and only around one in ten bothered to encrypt 

the data (Sparkes, 2015). It seems that the data is available to those with the resources. The 

above situations may not be happening now, however, that does not mean they won’t be 

happening tomorrow.  

In the case of fitness trackers or applications logging health data, this might be data that is 

willingly shared. The individuals might not be identifiable just from this data, however, what 

happens when this data is linked with the data stolen from data breaches? Privacy seems to 

be a bigger concern now as it is possible to use highly advanced and complex tools to 

effectively reverse anonymisation and directly target individuals. A 2015 study published in 

Science proved that even when real names and other personal information are stripped 

from big data sets, it is possible to use just four pieces of information to identify a specific 

person (de Montjoye et al., 2015). Even in 2015 researchers were combining information 

regarding unique behaviour and information from public sources (including Instagram and 

Twitter) to make it possible to re-identify people’s records. It is said that computing power 

increases at an exponential rate. What does this mean for the anonymisation of data in 2018 

and what are the risks from a lack of anonymisation? There can be significant setbacks to 

individuals: consider an individual hiding from an abusive partner. Their safety should not 

be taken lightly especially if such techniques allow for the individual to be easily tracked. In 

the study they could easily link individuals to their purchase history, giving an accurate 

record of their location and their behavioural patterns. Although this issue might not affect 

everyone, the threat to privacy has real implications on individual’s safety.  

In terms of targeting, this can take many forms. Targeting could be from commercial 

companies wishing to specify advertising, it could be the government tracking votes, it could 

be politicians trying to target specific demographics, and it could be organised crime groups 



6 
 

wishing to attack the accounts of wealthy individuals or those who are vulnerable to hoaxes. 

The data does not even have to be stolen in data breaches, there are companies that 

specialise in scraping data from social networking platforms. This data can be used to 

reverse anonymisation. Public records have recently moved from the physical world to the 

virtual world.  People can access these records without having to leave the house, the 

information is searchable in seconds and can be combined with information from social 

networking platforms, or with information bought from private companies. Every day we 

are creating and storing more data than ever before and with this comes further risks to 

privacy. 

As well as removing the potential for anonymisation and allowing for targeting, these 

technologies also allow for automated decision making (making a decision solely by 

automated means without any human involvement) and profiling (automated processing of 

personal data to evaluate certain things about an individual). While these new uses of data 

may present further threats to an individual’s privacy, the focus of the thesis will be on the 

more immediate technological threats to an individual’s privacy. Should the information be 

willingly shared there does not seem to be a risk unless the company fails to protect the 

data, data breaches are always cases which will affect individuals’ privacy. However, that 

does not mean such occurrences cannot be minimised.  

The above risks to privacy from technology have all considered established technologies and 

the associated data. However, privacy is not just about protecting data. Privacy extends past 

data to include, but not limited to, our bodily privacy, privacy to conduct relationships, and 

privacy of our family life. A recent study considered the things most people are concerned 

by in regard to technology and their privacy. The major concerns were as follows; being 

viewed through cameras in personal devices (by the government and organised criminals), 

personal data being compromised, smart home data being viewable to others (and the 
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increased risk of crime if it was known that you were not in the property), the tracking of 

purchasing habits, location being tracked and health data being shared (Safehome, 2018). 

There are real life examples of all the major concerns. Hence these are the recognised risks 

to privacy within the public narrative. However, take the example of being viewed through 

cameras in personal devices. We are adding cameras to almost all new personal devices, to 

safety equipment (cycling/snowboard/safety helmets) and to newer inventions. For 

example, in the self-driving (or autonomous) car, cameras are the eyes of these vehicles. Do 

these vehicles and the footage they collect pose a threat to privacy? By having devices with 

cameras, there is in effect an increase in potential public and private surveillance. As of yet 

there isn’t any regulation which defines the use of such footage, individual companies have 

policies, yet there are no overarching guidelines or regulation. Should the footage become 

publicly available there could be issues. While it may not be an issue to be observed within 

a public space, should such footage be open and searchable, a feature which isn’t too far in 

our future, it would be possible to track individuals and their movements. This raises 

significant concerns for the privacy of individuals.     

The MIT Technology Review considers the following to be the ten breakthrough 

technologies of 2018; 3D metal printing, artificial embryos, sensing cities, artificial 

intelligence for all, duelling neural networks, babel-fish earbuds, zero-carbon natural gas, 

perfect online privacy, genetic fortune-telling, and materials’ quantum leap (MIT 

Technology Review, 2018). Some of these technologies have the potential to affect our 

privacy, in particular, perfect online privacy, medical interventions and sensing cities. Where 

affecting our privacy may be beneficial, disadvantageous or both. These potentially present 

risks to individuals’ privacy, be these existing or new risks.  

For example, perfect online privacy; this seems to be advantageous to protecting 

individuals’ privacy. The technology termed perfect online privacy is the work of computer 
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scientists towards a perfect cryptographic tool for providing something (data) without 

revealing the information underlying the proof. Should you need to disclose personal 

information to access a service online, it would mean that you can do so without risking your 

privacy or exposing yourself to identity theft. This protocol called a zero-knowledge proof, 

has been under construction for decades, and yet has come back to the forefront with the 

emergence of cryptocurrencies. As of yet, it has not been possible to convert this to an 

effective method to ensure perfect online privacy. The methods are computationally heavy, 

slow and require a trusted setup creating a cryptographic key that would compromise the 

whole system should it fall into the wrong hands. While this might be the future, we are not 

there yet. At the same time we have other technologies which seem to present further risks 

to our privacy.  

Consider the technological innovations in the medical field, genetic fortune telling and 

artificial embryos. Genetic fortune telling will present us with personal information 

regarding our potential for cancers, diseases and other medical conditions, even if we are 

likely to portray particular behaviours (addiction, criminal activity, etc.). Should such a 

wealth of new data become available this will have implications on our privacy. These 

additional data sets and information regarding individuals’ futures are new and have not yet 

been considered when thinking about privacy and the issues presented by technology. The 

other medical development is the use of artificial embryos, embryos grown from stem cells 

rather than egg and sperm cells. This could also have implications on privacy, while the 

technology itself may not invade individuals’ privacy. If this technique were to be used for 

couples struggling with infertility or for couples of the same gender, should this information 

be made public it would affect the privacy of those involved. This is similar to other 

procedures such as IVF. While IVF might not seem to pose a threat to one’s privacy itself, a 

data breach at the hospital which revealed individuals undergoing IVF would. 
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Finally consider the potential implications of broader technological developments. A sensing 

city is a city in which decisions regarding design, policy and technology are influenced by an 

extensive network of sensors that gather data on everything from air quality to noise levels 

and people’s activities. With the above issues with anonymisation it seems that with such a 

large data set there will be issues with the tracking of individuals, or with using data for 

purposes not originally intended. For example, tracking the perpetrators of minor crime. 

Then consider the technologies being utilised on the streets of the city, babel-fish earbuds, 

headphones which provide instant translation, automatically detecting the language spoken 

and translating responses. While this technology is revolutionary, as language is still a major 

barrier across the world. Not only could the city be listening, the application would be using 

learning algorithms where your conversations will be recorded and made accessible to 

internal developers. Is this protecting our privacy? Or are technological developments 

encroaching on our everyday interactions.  

It seems very clear that past, current and likely future technologies are creating or going to 

create issues for our privacy. This is not a concern to be taken lightly, technology is 

constantly developing and these issues may only be the tip of the iceberg. Since the 

Snowden leaks, it seems that there have been near constant data beaches and scandals, 

privacy is becoming more of a concern in the public and media narrative. In April 2018 

Member of Parliament (MP) Darren Jones announced the creation of a Parliamentary 

Commission on Technology Ethics. The Commission will work with an advisory board chaired 

by Luciano Floridi, Professor of Philosophy and Ethics of Information at the University of 

Oxford (Jones, 2018; Weinberg, 2018). It is being recognised that the pace of technological 

innovation has outstripped the government’s ability to make sure such technology is 

respectful of people’s privacy and their rights (Weinberg, 2018). The Commission has yet to 

establish how it will address these issues, however, its success or failure will be critical to 

the public’s privacy and the protection of their rights. Technology presents us with a world 
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of opportunities, however alongside these opportunities are threats. Based on the above 

discussion, it is clear that technology is posing threats to our privacy. In order to explore this, 

we need to establish what privacy is, how our interests in privacy relate to our privacy rights, 

if we have privacy rights, if these rights are adequately protected and how they should be 

protected against the landscape of developing technologies and its threats. From the above 

it seems that the current set of legislation and regulation are not doing enough to protect 

our privacy now or in the future.  

In terms of the protections for privacy discussed in this thesis, the thesis will predominantly 

consider the legal precedents and protections in the United Kingdom (UK). As the UK is a 

member of the European Union (EU), regulations produced by the EU apply automatically 

in addition to UK law, therefore some of the legislation/regulation discussed will also apply 

across the EU. Should the UK leave the EU, the UK plans to initially adopt all existing EU 

legislation, before then removing legislation it perceives to be unnecessary. The focus will 

be on the legal protections of privacy rights, rather than other forms of protections such as 

social norms. What is important for the privacy rights is that they are adequately protected. 

One way to do this is through the law and associated regulation. While sometimes the law 

is heavy handed and the privacy rights might be able to be protected in other ways, for 

example, social norms, what I am concerned about is the adequacy of the protections for 

the privacy rights. While sometimes social norms may work well in protecting elements of 

the privacy rights, relying on them in a fast-moving environment where technology is 

constantly changing looks problematic. Firstly, social norms are changeable and will not be 

consistent globally, the internet is global and enables interactions worldwide. Where privacy 

standards are different across the globe, ever-changing norms are not going to ensure the 

protection of the privacy rights of individuals. For these reasons the thesis will be focusing 

on the legal protections of the privacy rights in order to ensure that the privacy rights are 

adequately protected.  
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To answer the questions surrounding the potential threats to our privacy rights, the thesis 

will take the following steps. In Chapter Two, the thesis will establish an interest based 

account of rights, where we have a framework of interests and fundamental interests, 

where fundamental interests are interests which are important enough to ground rights. 

Although an interest based account of rights will be used, the thesis will only consider in 

detail the privacy rights of adults. Children and their privacy rights are going to present 

different issues to those which will be considered for adults. There is not space in this thesis 

to adequately deal with children’s privacy rights, where such discussions will need to expand 

to consider children’s rights to an open future in addition to their current privacy rights. 

Chapter Three then looks at our privacy interests, the right to privacy and the effects of 

technology on the privacy interests. It is clear under the thesis framework of rights, that 

there must be specific privacy rights grounded in the fundamental interests as opposed to a 

general and broad right to privacy. In order to consider if there are privacy rights, the chapter 

will highlight the two interests (of controlling/protecting one’s personal data and in having 

the opportunity to not be observed (an interest this thesis will term unobservability)).  

Chapter Four looks in detail at the interest in personal data. The chapter considers if we 

have a right surrounding personal data and if the current protections are adequate. Before 

these discussions the chapter will first set out the thesis definition of personal data, where 

the thesis definition differs significantly from the current legal definitions. The thesis argues 

that personal data is defined in terms of the fundamental interests, in order to protect the 

fundamental interests, we must have a right surrounding personal data. Once the right is 

argued for, the chapter considers the legal protections of the right. For personal data it 

seems that currently the legal protections of the right are functioning to some extent. These 

protections work because it is necessary to use data type cases to protect personal data 

legally, rather than because of the reasoning argued for in the thesis. This also does not 
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mean that the interest is not at risk, as technology develops, new data types and threats will 

emerge. As data types and threats develop the protections of personal data must progress. 

Chapter Five looks to address similar questions to Chapter Four but in regard to the interest 

in unobservability. This is an interest not previously considered in privacy literature. 

Previously the interest in unobservability has been considered as many other smaller privacy 

interests such as the interests of controlling/protecting a personal space, in having/having 

control of one’s personal relationships and in expressing one’s self-identity, in reflecting, in 

making decisions, in developing as a person and protecting one’s personality/individuality. 

The thesis argues that these are not distinct interests, what is important for the above 

interests is that one has the opportunity to not be observed. The thesis terms this the 

interest in unobservability. Personal unobservability is defined in terms of the fundamental 

interests. As personal unobservability is defined in terms of the fundamental interests, it is 

clear, as with personal data, that there is a specific privacy right. Once the right has been 

argued for, the legal protections of the right are evaluated. For personal unobservability 

current protections are not enough. From this point, the thesis moves on to look at how the 

privacy rights can be protected. 

Chapter Six suggests control as a solution to this problem. In Chapter Six it is clear that other 

accounts of control in relation to privacy are underdeveloped and insufficient to protect the 

rights. Chapter Six presents a theory of control and concludes that individuals must have at 

least indirect control over what happens to their personal data and their personal 

unobservability in order to protect their rights, and hence their fundamental interests. 

Chapter Six will conclude by arguing that regulation is a good way to protect individual’s 

control and hence to protect the individuals’ privacy rights. Chapter Seven will then look in 

detail at regulation for control in regard to the privacy rights. To do this the defaults of 

control, control in multiple person cases and exceptions will be considered.  By answering 
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these questions it is clear that while control is one solution which protects individuals’ 

privacy rights, more needs to be done in order to ensure control as an effective method of 

protecting individual’s privacy right and hence fundamental interests.  
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2 Fundamental Interests and Rights 

Given the research question of, ‘what rights to privacy do we have and can we protect these 

rights?’ In regard to the threats from the development of technology, the first step is to 

consider what rights to privacy we have. Before any privacy rights can be considered, an 

account of rights is required. Chapter One highlighted that we have certain interests in 

privacy yet did not consider how these interests relate to the broader picture of rights or to 

the ‘right to privacy’. This account will set out the relationship between interests and rights. 

Such an account of rights is a prerequisite to arguing for privacy rights. This chapter will set 

out the thesis account of rights, which then allows for a discussion in Chapter Three of 

privacy rights and the threats to privacy from technology. 

Before arguing for the thesis account of rights it must be clarified that the rights being 

discussed are moral. Where in some cases moral rights may be protected by the law, this 

thesis is not arguing for legal rights. This thesis uses an interest based account of rights 

rather than a will based account because an interest based account ensures that the 

cognitively impaired can have a right to privacy. Interest based theories of rights oppose will 

based theories of rights which reject rights for those deemed as cognitively 

incompetent/impaired (MacCormick, 1982, p.154-166). Within will based theories of rights, 

it holds that a right makes the right holder a small scale sovereign with the authority to 

waive others’ actions upon them. Such a theory cannot acknowledge rights in those who are 

incapable of exercising this authority (MacCormick, 1982, p.154-166). This would include all 

children, individuals with cognitive impairments, individuals in comas, etc. as at that time 

the individual would be incapable of exercising their authority. Under a will theorist’s 

account of rights these individuals would not have any rights, including the right to privacy. 

The right to privacy is particularly important due to how it provides protections to those that 

are vulnerable. If those who are considered as cognitively incompetent cannot have a 
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privacy right there would be no moral right based protections for those that are most 

vulnerable to attacks on their privacy. This extension to all individuals is also particularly 

important when considering the right to privacy within the context of the threats from 

technology as discussed in Chapter One. In order for all individuals to have a right to 

privacy/privacy rights, an interest based account of rights will be used to build the 

framework for this thesis’ account of moral rights. As mentioned in Chapter One, the 

application of the thesis account will not be applied to children due to children presenting 

significantly different issues to those which will be considered for adults. While the account 

can be applied to children as it is grounded in our interests, this avenue will not be 

considered in more detail in this thesis. A side effect of using an interest based theory of 

rights is that such an account can be used to justify a multitude of rights for non-human 

animals. However, as non-human animals do not utilise and use technology or seem to have 

an interest in privacy, their rights will not be considered in this thesis. 

The first section of this chapter (2.1) will explore interest based accounts of rights. These 

accounts will come from Dworkin (1978), Raz (1975, 1977, 1986), Griffin (2008) and Gewirth 

(1982). The thesis will not seek to provide a full defence of these accounts, the accounts 

from Dworkin, Raz, Griffin and Gewirth will be used to pull out key elements for the thesis 

account of rights, an argument for which will then be made. The thesis will draw out key 

conclusions in order to support the following idea; individuals have interests, and some 

interests are so important they should be considered as fundamental interests, where 

fundamental interests then qualify rights. All rights must be connected to at least one 

fundamental interest in order to be reasoned. Rights themselves can also present 

interconnectivity, linking to other consequential rights as well as sharing links to 

fundamental interests. It can be assumed that there are numerous fundamental interests, 

each with corresponding rights. Under this framework there can be a multitude of 

fundamental interests. This thesis will not seek to produce a list of all fundamental interests; 
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it will simply consider those related to the thesis topic while acknowledging that there can 

be other fundamental interests and hence rights. Rights further the fundamental interests, 

providing a moral entitlement for the owner, where ownership of the right makes the owner 

better off. Before continuing, it is important to clarify the language used above, when 

considering that individuals have interests, a definition of the term interest is essential. 

Throughout this thesis the term interest can be thought of as something which makes an 

individual’s life better. When we protect an individual’s interests, we are protecting things 

that benefit the individual. The interest is not the benefit, yet the interests are what make 

the individual’s life better. These interests are not limited to narrow concepts which directly 

benefit an individual, but all interests which can make an individual’s life better. All persons 

have these interests, of which some interests are fundamental interests. A full account of 

fundamental interests will be given in section 2.2, for now accept the following definition of 

fundamental interests. Fundamental interests are interests significant enough to provide a 

foundation for rights. These fundamental interests are so important that other people 

should not set them back or infringe them. What makes our fundamental interests 

important enough to ground rights is the centrality of these interests to our lives, without 

protecting our fundamental interests there would be effects on who we are and what we 

do.  

Section 2.1 of the chapter will explore accounts of interest based theories of rights from 

Dworkin (1978), Raz (1975, 1977, 1986), Griffin (2008) and Gewirth (1982). Section 2.2 will 

set out the thesis account of rights. In section 2.2, some of the fundamental interests will be 

established and argued for. The account argues that although the fundamental interests 

argued for may be abstract concepts, the rights that the fundamental interests ground must 

be specific. Section 2.3 will look at the protection of the fundamental interests in more 

detail. The aim of Chapters Four and Five are to argue for specific privacy rights, following 

the analysis in Chapter Three which draws out specific privacy interests.   
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 Accounts of Interest Based Theories of Rights 

Beginning with a brief overview of interest based accounts of rights, accounts from Dworkin 

(1978), Raz (1975, 1977, 1986), Griffin (2008) and Gewirth (1982) will be considered. These 

accounts will be used to draw out key elements for the thesis account of rights which will 

then be argued in section 2.2. Analysis will be conducted through discussion of the 

drawbacks and attributes of these theories. This knowledge will then be used to set out a 

justification for the qualification of rights from fundamental interests. 

Bentham’s (1843) Anarchical Fallacies is considered by many as the pioneer of an interest 

based theory. Bentham opens by discussing various categories of rights and takes the stance 

that rights should not be classified into arbitrary categories. As rights have to be established 

by their connection to fundamental interests, the rights must be significant enough making 

further categorisation unnecessary. In Bentham’s paper, he does not present his own theory 

of rights or a foundation for rights themselves, he only seeks to dispel the concept of ‘natural 

rights’. Bentham suggests that the term ‘natural rights’ is nothing more than nonsense, that 

instead rights are created in law. Using this assumption, he explains that rights seem to be 

derived from theories of social contract and need to be enforceable by law. Without this 

existence in law where rights are protected, rights are at best ‘reasons for wishing there 

were such things as rights.’ (Bentham, 1843, p.5). However, he concludes that the term 

rights can still be useful and that individuals must respect the rights of others. This dispelling 

of former justifications of rights paved the way for theories which built upon the notion that 

individuals’ fundamental interests can validate rights because of the connection between 

holding a right and being better off.  Even though Bentham does not develop a specific 

interest-based account of rights, he provides grounding for the idea that the concept of 

‘natural rights’ should be considered as nonsense, while also suggesting that the concept of 

rights is still important. This change in the understanding of the justification for rights 

prompted work which sought to explore perceived connections. This foundation allowed for 
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other theorists to build a true interest based account of rights, from which this thesis can 

build a framework of fundamental interests and rights. Such a foundation is necessary to 

consider when looking at interest based accounts of rights.  

Dworkin sets out his ideas of rights in Taking Rights Seriously (1978). Dworkin’s central 

approach stems from the connection between rights and the protection they provide for 

individuals. By observing that ‘individual rights are political trumps held by the individuals’ 

(Dworkin, 1978, p.xi), he suggested that an individual citizen can have moral rights against 

their government (Dworkin, 1978, p.184). Dworkin believes that rights were created prior 

to the existence of legislation, and that when there is conflict between legislation and an 

individual’s rights, rights act as a ‘trump card’. Dworkin’s use of the metaphor of rights as 

trumps highlights the normative function and power of rights, overriding reasons of other 

sorts. Aside from specific exceptions, for example, when the government has a reason for 

limiting rights if it plausibly believes that a competing right is more important (Dworkin, 

1978, p.194), Dworkin’s claims imply that normative justifications for government action are 

never enough if the action might infringe on an individual’s rights. Society’s interests should 

not undermine the rights of an individual. As Dworkin attests that the rights of an individual 

comes from their interests, he is quick to explain that although interests do form the 

foundations of rights, not all interests constitute rights, justification is required. Dworkin’s 

methods of justification come from the values the interests seek to protect; in order to 

constitute a right the interest must have objective character connected to a principle of 

equality. For Dworkin, the principle of equality is what establishes an interest as an interest 

which can establish a right, or what this thesis refers to as a fundamental interest. Dworkin 

does not use the term ‘fundamental interest’ in his work. Without this connection to 

equality, Dworkin believes that an interest cannot establish a right. Dworkin expands upon 

his principle of equality by presenting three foundational considerations. Firstly, the abstract 

principles of equal concern and respect; secondly, that the acceptance of the definition of 
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interests which qualify as rights must be respected. Finally, that there is a liberal 

commitment to human dignity, traceable to the fact that human beings can define and 

pursue their interests (Dworkin, 1978, p.205; Bowie, 1977, p.911).  

The first consideration, the abstract principles of equal concern and respect, Dworkin 

expands upon as ‘fundamental’ rights;  

‘we may therefore say that justice as fairness rests on the assumption of a natural 

right of all men and women to equality of concern and respect, a right they possess 

not by virtue of birth or characteristic or merit or excellence but simply as human 

beings with the capacity to make plans and give justice.’ (Dworkin, 1978, p.182) 

Bentham, whose work allowed for an interest theory of rights, suggests that the term 

‘natural rights’ is nothing more than nonsense, yet Dworkin uses it here as an assumption 

for the right of all to equality of concern and respect. While the accounts differ, the 

outcome, that the rights are universal, is the same. For Bentham this is derived through 

theories of social contract and the need to be enforceable by law. For Dworkin, rights are 

universal because of the values granted to all persons by virtue of being human. As both 

support the interest based theory of rights, what is important for the account of rights is the 

interpretations of Dworkin’s equality of treatment. Dworkin considers various possible 

interpretation of what kind of equality of treatment individuals are entitled to. The first 

interpretation is the right to equal treatment, which manifests as everyone having access to 

the same distribution of goods and opportunities. The second is the right to treatment as an 

equal. This is the right not to equal distribution of a goods or opportunities (first 

interpretation) but the right to equal concern and respect in political decisions about how 

these goods and services are to be distributed (Dworkin, 1978, p.273). Dworkin selects the 

second interpretation considering the right to equal concern and respect in the political 

decision as fundamental, the right to equal treatment is demoted except when ‘it follows 
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from the more fundamental right (Dworkin, 1978, P.273). Dworkin uses this as the basis for 

his principles of equal concern and respect. Before considering if these principles should be 

considered as fundamental interests in this thesis, Dworkin’s other considerations must be 

discussed.  

The second consideration, that the acceptance of the definition of interests which qualify as 

rights must be respected, does not further Dworkin’s argument. It simply suggests that the 

definitions and arguments provided should be accepted in order to reason his theory of 

rights. Dworkin discusses this consideration in relation to his suggestion that the right to 

treatment as an equal must be taken to be fundamental under a liberal conception of 

equality (Dworkin, 1978, p.273). Without this acceptance of interests which qualify rights, 

in particular the interests of equal concern and respect, his theory would not hold.  

The third consideration, the liberal commitment to human dignity, is traceable to the fact 

that human beings can define and pursue their needs. Dworkin considers this commitment 

in relation to the first consideration due to the perceived connection between equality and 

dignity. Dworkin describes dignity as the state or quality of being worthy of respect. Dworkin 

does not expand upon this connection but does discuss the nature of liberty and dignity. He 

denies that there is any general right to liberty, suggesting the right is impractical and that 

it should be limited to specific narrowly defined entities. This is important as it suggests that 

general abstract rights, such as a right to liberty, should not be considered as rights at all. 

Should this view be accepted there could be implications for the right to privacy, as such an 

account would not allow for a general right to privacy. The rights to liberty and privacy are 

abstract as they are unenforceable, for Dworkin this is important as he expects rights to be 

enforced by the government. This is only possible for specific rights, as the ideas need to be 

converted into legislation which cannot be vague or abstract. Under Dworkin’s account for 

an interest to support a right, the interest must be specific. The thesis account of rights is 
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concerned with moral rights while establishing the rights framework, where such rights may 

or may not be protected by the state. However, it still seems important that rights should 

be specific even if they are not being enforced by the state. Later in the thesis (Chapter Four, 

Chapter Five, Chapter Six and Chapter Seven), the protections of the rights will be 

considered. In order to protect rights, regardless of the method of protection, it is necessary 

that the rights are specific and not broad in nature. It is important that the privacy rights 

argued for can be protected in order to protect individuals’ fundamental interests. While 

the fundamental interests may be abstract, this does not mean the rights they justify should 

be. For the rights to be useful to an individual, they must protect their fundamental 

interests. In terms of dignity, Dworkin does not present the concept as a fundamental right, 

suggesting that the ideal is already considered under his fundamental rights of equal 

concern and respect. Dworkin’s arguments aim to reduce rights to those interests which are 

critical and capable of trumping policy. He defines these rights of equal concern and respect 

as rights fundamental to all through their nature of being human beings with the capacity 

to make plans and act fairly.  

Although Dworkin uses opposing language, it seems clear that we could consider the 

concepts of equal concern and respect as fundamental interests. The arguments presented 

above provide support for the normative work done by interests in order to qualify as rights. 

Dworkin’s platform also allows for further rights to sit alongside those that he has 

established. This is important and supports the notion that it will not be possible to name 

every fundamental interest in existence. However, a theory of rights should be able to justify 

fundamental interests (and hence rights) through in Dworkin’s case, a connection to 

equality. Dworkin’s theory of rights concludes that rights are established through their 

connection to interests. However, only interests with a connection to equality can provide 

this justification. Dworkin goes on to discuss the limitations to rights based around the idea 

of a hierarchy of rights. Dworkin states that rights can be infringed when the associated cost 
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of supporting a right becomes excessive. However, a method for defining when a cost 

becomes excessive is not provided. Dworkin suggests that it must not be determined by 

comparing the interest of society against the interests of the individual.  Rights may also be 

infringed in order to avoid ‘disaster’. These additional limitations on rights allow for 

situations which are likely to occur within modern society, for example, one may have a right 

to education and a right to sustenance. However, Dworkin suggests that when these rights 

are in competition for financial resources, the right to education must take a step back in 

order to not compromise the right to sustenance. This justification comes through his 

categorisation of rights. As stated before, Dworkin does not consider the concept of a 

fundamental interests; however, he does use the terminology fundamental right. This 

creates an imposed system of ranking between rights themselves. While it may seem clear 

that in specific situations some rights will take precedence over others, this should not be 

continually allowed. It suggests that it is acceptable to continually discount rights because 

other rights are perceived as more important. However, a right can be reasoned through its 

connection to a fundamental interest, or in Dworkin’s case an interest tied to the concept 

of equality. Based on Dworkin’s arguments on the importance of rights, it seems wrong for 

him to then categorise rights into rights and fundamental rights. This creates levels of rights, 

which does not seem to fit into Dworkin’s idea of rights as trumps. It seems that it would be 

more beneficial for Dworkin to think in terms of rights and fundamental interests, where his 

concept of equality is a fundamental interest rather than in terms of his rights and 

fundamental rights. In order to remove this conflict between layers of rights and to not 

further reinforce the notion of a rights hierarchy, it is necessary to consider Dworkin’s 

concept of equality as a fundamental interest which grounds rights, rather than as a 

fundamental right. Where this logic holds, it supports the idea that there are both interests 

and fundamental interests, where someone can have an interest which does not support a 

right, whereas if they have a fundamental interest this would ground a right. For Dworkin, 
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his fundamental interests are based upon his principle of equality and the abstract concepts 

of equal concern and respect, where these concepts ground Dworkin’s rights. 

From Dworkin’s work, the following are key points which should be considered when 

establishing the thesis framework of fundamental interests and moral rights. Dworkin’s 

account provides the normative work done by interests in order to qualify as rights. For 

Dworkin the interests which qualify rights (fundamental interests) are equal concern and 

respect. For my account which focuses on moral rights there does not need to be the 

assertion that the rights are specific, in that they are enforceable, for legal reasons, 

however, when considering the protection of the fundamental interests it is clear that the 

rights must be specific in order to protect the fundamental interests even if the protections 

are not enforced by the state. It is important that rights are specific due to the abstract 

nature of the fundamental interests of equal concern and respect. It is difficult to protect 

abstract concepts due to their complex nature, as such, the rights they ground need to be 

specific in order to allow one to have actionable moral rights. For the rights to be useful to 

an individual, they must protect their fundamental interests. While the fundamental 

interests may be abstract this does not mean the rights they justify should be.  

In order to build on the thesis framework of rights it is useful to consider critics of Dworkin’s 

approach. One key critic of Dworkin’s approach was Raz (1977). In Raz’s review of Dworkin’s 

work, A Critical Review of ‘Taking Rights Seriously’, he suggested that Dworkin’s work only 

amounted to two truisms (1977). Firstly, that rights matter and secondly, that rights may 

defeat other considerations. Raz goes on to suggest that Dworkin’s theory does not truly 

limit the extent of rights. While Dworkin does place some limitations on the extent of rights, 

for example, rights can be overridden in cases of disaster. Dworkin only truly qualifies his 

fundamental rights of equal concern and respect. However, Dworkin does respond to this 

criticism by suggesting that a right must outweigh ‘some collective justification that 
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normally provides a full justification for the decision.’ (Dworkin, 1978, p.365) In order to 

limit the extent of rights it might be necessary to specify the weight that a right has against 

collective justifications and acknowledge that some rights are more important than others. 

This is possible without differentiating between fundamental rights and rights. In specific 

cases it may be impossible to have one right without another, in these cases the right which 

enables the other would be first necessary to protect. For example, consider the right to life 

and the right to privacy generally, if both were at risk it would make sense to first protect 

the right to life as without the right to life the individual could not have a right to privacy. 

However, it is not necessary to put all rights into a hierarchy in order to resolve all conflicts 

between rights and interests. Dworkin responds to Raz’s criticisms of not truly limiting the 

extent of rights in later work and comments that his principle of equality limits the extent 

of rights. Where Dworkin applies his principle of equality in order to limit rights, it follows 

that his principle of equality can be used to limit the fundamental interest of equality. The 

fundamental interest is not limited by the principle from which it is grounded. Raz’s 

criticisms do not harm Dworkin’s arguments for the principles of equality as fundamental 

interests. Therefore, the points established in regard to the thesis framework of 

fundamental interests, in particular the idea of equal concern and respect as fundamental 

interests, are unaffected by Raz’s comments. 

Raz went on to be credited as another important theorist for interest based accounts of 

rights (1986). For Raz, human rights arise when there are universal human interests 

important enough to justify imposing duties on others towards the right-holder.   

‘X has a right’ if and only if X can have rights, and, other things being equal, an aspect 

of X’s well-being (his interest) is sufficient reason for holding some other person(s) 

to be under a duty.’ (Raz, 1986, p.166) 
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This is a different approach to Dworkin who looks for rights which are enforceable by the 

state, while Dworkin claims to be looking at moral rights, his considerations seem to focus 

more on legal rights. With Raz’s account the rights he considers do not need to be 

enforceable by the state, it more concerns the duty of others, where things that would set 

back the fundamental interests are things we then have a right against others that they do 

not do. When thinking about the right to privacy, the right is diverse and it might not always 

be appropriate for the law to protect all elements of the right (see section 2.2 for more 

information). As such Raz’s account seems to support a framework of fundamental interests 

and rights where it is not always necessary for all rights to be protected by law. Based on 

the idea that there are universal human interests important enough to justify imposing 

duties on others, Raz then explores the interest in autonomy to see if this interest is 

important enough to justify such a claim. Raz suggests that personal autonomy is intrinsically 

desirable and the protection of personal autonomy is at the core of the liberal concern for 

liberty (Raz, 1986, p.203). However, he accepts that autonomy is only possible if various 

collective goods are available (Raz, 1986, p.247) and that:  

‘a right to autonomy can be had only if the interests of the right-holder justifies 

holding members of the society at large to be duty-bound to him with the social 

environment necessary to give him the chance to have an autonomous life. 

Assuming the interest of one person cannot justify holding so many to be subject to 

potentially burdensome duties, regarding such fundamental aspects of their lives, it 

follows that there is no right to personal autonomy. Personal autonomy may be a 

moral ideal to be pursued by, among others, political action. It serves to justify and 

to reinforce various derivative rights which defend and promote limited aspects of 

personal autonomy.’ (Raz, 1986, p.265) 
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Based on this argument it is clear under Raz’s view that there cannot be a right to autonomy, 

however, there can be more specific rights grounded in the interest of leading an 

autonomous life. He also suggests that there can be reasons to protect individuals’ interests 

in living autonomously that aren’t rights based. Although the reasoning is different from 

Dworkin’s, Raz’s discussion on the right to autonomy also suggests that while there can be 

abstract fundamental interests, the rights need to be specific. In this case to be specific 

means that they won’t impose potentially burdensome duties on others. While there may 

be a fundamental interest in autonomy which Raz seems to support, that does not mean 

there is a general right to autonomy.  

Raz’s connection between universal human interests and human rights, can be simplified by 

just considering fundamental interests and rights as long as the fundamental interests are 

limited. Raz’s specification of particular specific interests to provide a foundation for rights 

holds true, in that it is not always appropriate to have an abstract interest qualifying broad 

unbounded rights. This was also suggested by Dworkin. However, theories must be careful 

to not bypass the normative work of interests in furthering individual wellbeing. Raz’s 

account furthers the support for specific rights connected to specific fundamental interests 

over general rights and associated general fundamental interests. His justification for rights 

differs significantly from Dworkin’s with Raz’s concept revolving around the idea of imposing 

duties on others where the duties entail reasons for treating the rights’ holder in a specific 

manner. Although there is a significant difference in the justifications for rights, there are 

similarities which include the rejection of non-specific rights and the support for interests 

reasoning rights. For Dworkin these rights are justified based on interests which further his 

principle of equality, whereas for Raz rights are justified based on universal human interests 

important enough to justify duties on others. Raz does not precisely define these universal 

human interests, yet the notion is coherent with Dworkin’s and with the general idea of 

fundamental interests being those that can justify rights. For the thesis framework, these 
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points are very useful. Raz provides the support for a moral account of rights based on duties 

not enforcement. As well as further support for abstract fundamental interests with specific 

rights. Raz also starts to suggest that there could be a fundamental interest in autonomy.  

Another approach to consider is the theory of rights presented by Griffin, in his book entitled 

On Human Rights. Griffin takes a different approach to both Dworkin and Raz with the 

justification for rights coming from their connection to his idea of ‘personhood’. Griffin’s 

book opens with a discussion of human rights, highlighting that human rights are both 

natural and universal, based upon facts about human nature and belonging to those that 

share this human nature. He sets out his human rights as a series of natural facts, however, 

at the same time they are also ethical claims because they primarily concern the human 

ability to exercise agency as a person. Griffin terms his own account ‘satisfactorily 

determinate’ (Griffin, 2008, p.92) by which he means an account which avoids absorbing all 

matters of justice and morality as claims of human rights. Griffin’s account of personhood is 

central to his basis for human rights. He terms personhood as the capacity for normative 

agency, suggesting that the nature of human rights is to protect this human agency and by 

reflection human dignity. Griffin uses this definition to narrow the group which benefit from 

the rights he discusses. This opposes the general view of interest based theories of rights. 

However, there is still benefit to considering Griffin’s approach, for example, there may be 

some fundamental interests which only adults have. Where for others their right to privacy 

may be protected by fundamental interests which all individuals possess, it might be that 

children, for an example as a group of persons that do not have ‘personhood’ under Griffin’s 

account, have some fundamental interests but not all fundamental interests. They may 

develop the other fundamental interests as they mature. Griffin’s work also seeks to specify 

what this thesis considers as fundamental interests. Griffin presents the capacity for 

normative agency in three stages, each of which leads to a category of human rights. 
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The first category considers the human ability to consider one’s life as a whole, to reflect 

upon what makes life worthwhile and to make decisions about what sort of life one wants 

to lead. In order to exercise this capacity, one must have autonomy. Griffin defines 

autonomy as ‘a feature of deliberation and decision; it has to do with deciding for oneself’ 

(Griffin, 2008, p.226) as opposed to liberty which he defines as ‘a feature of action; it 

concerns pursuing one’s aims without interference.’ (Griffin, 2008, p.226) The second 

category presents elements that allow the pursuit of a good life, a minimum level of welfare 

provision, extending to include the skills, resources and support needed to enable one to 

exercise autonomy. The third category is liberty, the freedom to use our welfare provision 

to exercise autonomy, unaffected by external causation. While liberty can be seen to be 

considered as an all-encompassing right, Griffin is quick to limit the breadth of the right to 

liberty, highlighting that it is only a right in order to necessitate normative agency. Griffin 

formally constrains his right to liberty by asserting that it is not an absolute right to liberty, 

but a right to equal liberty, where; ‘The ground for my liberty is a ground for your equal 

liberty; the ground cannot justify my being at more liberty than you are.’ (Griffin, 2008, p.58) 

Griffin then uses these three categories of autonomy, welfare and liberty to underwrite 

other rights such as: life, security of person, free expression, freedom of religion and privacy. 

Griffin tries to establish that for an interest to warrant as a claim of a human right, it must 

be essential to his account of personhood or normative human agency. Initially it appears 

that the idea of personhood is what provides the basis for the theory, however, Griffin then 

connects specific rights to his notion of general rights of autonomy, welfare and liberty. 

Although Griffin argues that for an interest to warrant a right it must be essential to his 

account of personhood, what seems to be important to Griffin is the protections of 

autonomy, welfare and liberty. For an interest to warrant a right it must simply connect to 

the general rights of autonomy, welfare and liberty. Griffin uses personhood to connect and 

argue for these general rights, however, these general rights are the key concepts 
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independently, where these key concepts do the normative work, the connection to 

personhood is not required. For Griffin personhood is essential to his account of rights, it is 

because we are persons that we have the interests of autonomy, welfare and liberty. This is 

what makes Griffin’s account an account of human rights in his view. However, when 

drawing out the key concepts for the thesis account, what is important are the three 

categories of interests, where these interests are key concepts in which rights can be 

grounded. Griffin’s account also presents issues when considering his use of the term human 

rights, it appears that Griffin wants to present a categorisation of rights which hold more 

weight than other rights. The categories of human rights Griffin presents are similar to 

Dworkin’s fundamental rights. Griffin’s human rights are also significantly more general than 

the specific rights required by Dworkin and Raz. For Griffin his human rights then encompass 

subsets of second and subordinate specific rights. Are Griffin’s human rights equivalent to 

the concepts considered by Dworkin and Raz? Griffin tries to achieve the separation through 

his connection between the human rights and his idea of personhood. However, as 

discussed above, the concepts of autonomy, welfare and liberty do the normative work. It 

is these concepts which seem to function as Griffin’s fundamental interests.   

Griffin does have several critics (Liao, 2009; Crisp, 2014; Cruft, 2014; Hooker, 2014; Nickel, 

2006, 2014). We will consider one of the major criticisms from Liao (2009) which attacks the 

notion of agency or personhood as an adequate explanation for Griffin’s human rights. Liao 

states that when using Griffin’s account it is clear that while agency provides plausible 

substantive content for rights, it does not provide a justification for all rights. One example 

is that of the right not to be tortured: Liao argues that Griffin ‘fails to show that the 

experience of great pain is unimportant for explaining why torture violates a human right.’ 

(Liao, 2009, p.25) However, this does not seem to be the case when considering the wider 

remit of Griffin’s welfare interest. In Griffin’s welfare interest there is provision for enabling 

the exercise of one’s autonomy. Great pain would have an implication on one’s exercising 
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their autonomy and hence on their welfare. This example also supports that there can be 

specific rights from general/abstract fundamental interests. The specific right is not to be 

tortured and this is grounded by the fundamental interests of welfare and autonomy. 

Griffin’s arguments surrounding his concept of dignity would also counter this argument. 

Using Griffin’s account the rights framework for this thesis can be furthered, there is again 

support for the idea of general/abstract fundamental interests supporting specific rights. 

Griffin effectively suggests three fundamental interests; welfare, autonomy and liberty.  

Alan Gewirth in Human Rights: Essays on Justification and Applications (1982), uses a similar 

agency-based justification of human rights as Griffin (2008). However, Gewirth presents an 

account which argues against the criticisms faced by Griffin. Gewirth denies Griffin’s account 

of agency (or personhood), by suggesting that the value in Griffin’s account is not from the 

notion of personhood but from freedom and well-being. Gewirth argues that the value 

Griffin places on personhood is not compatible with rational human beings. Gewirth instead 

argues that the conditions for successful agency should be freedom and well-being. By 

dropping personhood from his account this aligns with the thesis idea of rights, where 

Gewirth’s conditions for successful agency (freedom and well-being) could be considered as 

fundamental interests which can ground rights. Gewirth argues that rational human beings 

will logically accept and recognise that to demand that others respect these interests is to 

recognise and respect the freedom and well-being of others in turn. The well-being right of 

Gewirth is the same as Griffin’s right to welfare. His use of the term freedom can also be 

considered as synonymous with Griffin’s rights to autonomy and liberty. Gewirth simply 

provides yet another account to justify the connection between interests and rights, where 

the account provided supports the conclusion that Griffin’s concepts of autonomy, welfare 

and liberty can ground rights. Gewirth’s account further supports the idea of fundamental 

interests, in particular the fundamental interests of freedom and well-being. The next 
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section (2.2) will draw out the key concepts from the above discussed interest based 

accounts of rights in order to draw out the thesis account of rights.  

 Thesis Account  

This thesis does not seek to defend the accounts presented above but to use the accounts 

to draw out a framework of rights for use in this thesis. All the above accounts support the 

notion that interests are important enough for grounding rights. The above theorists use 

various terms for the interests which are important enough to ground rights. The thesis has 

termed the interests which are important enough to ground interests as fundamental 

interests. These fundamental interests are so important that other people should not set 

them back or infringe them. What makes our fundamental interests important enough to 

ground rights is the centrality of these interests to our lives, without protecting our 

fundamental interests there would be effects on who we are and what we do. Where the 

fundamental interests are central to our lives it is clear that things that set back these 

fundamental interests are things that we have a right against others that they do not do, 

where this relates to specific types of action not a general right not to have the fundamental 

interests set back. All rights must defend a fundamental interest, but they could defend 

multiple fundamental interests. Rights themselves can also present interconnectivity, 

linking to other consequential rights as well as sharing links to fundamental interests. 

Dworkin’s account provides the normative work done by interests in order to qualify as 

rights and Raz provides the support for a moral account of rights based on duties not 

enforcement. All the theorists discussed (Dworkin, Raz, Griffin and Gewirth) support the 

notion that the fundamental interests can be general or abstract, however, the rights 

grounded in these fundamental interests must be specific. This is the basic framework of 

rights used in this thesis. 
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With the framework in place, it is necessary to define the fundamental interests within the 

framework. The first fundamental interest is that of equal concern, which is based upon the 

notion of equality as defined by Dworkin, where equality is a fundamental human value, 

central to our lives. For this fundamental interest it is important to capture a specific idea of 

equality and as such the definition of the fundamental interests will be as Dworkin initially 

intended. Equal concern is defined in terms of the decisions made surrounding the 

distribution of goods and opportunities where the right to treatment as an equal must be 

taken to be fundamental under a liberal conception of equality (Dworkin, 1978, p.273). The 

fundamental interest of equal concern, grounded in the notion of equality will be the first 

fundamental interest in which rights can be grounded.  

The next fundamental interest is respect/dignity. This fundamental interest is termed 

respect/dignity due to the explicit connection between the two concepts, neither need to 

be considered as a fundamental interest in their own right, yet as the ideas are so similar 

and overlapping, they can be seen as one fundamental interest. Dworkin considers this 

concept at great length and defines respect as the liberal commitment to human dignity 

within his first consideration. He then defines dignity as the state or quality of being worthy 

of respect. When thinking about the ideas of respect and dignity, Dworkin again articulates 

the idea of respect in terms of his notion of equality, whereby having respect is being treated 

as an equal. This is a very different equality to the equality seen in the fundamental interest 

of equal concern. What seems to be important to Dworkin in the interest of respect/dignity 

is being treated with an intuitive dignity, where the fundamental interest protects 

individuals from being treated in an intuitively undignified manner. The fundamental 

interest in respect/dignity encompasses this and is defined in terms of not being treated in 

an undignified manner or being treated with dignity.  



33 
 

The next fundamental interest to consider is autonomy, the definition of the fundamental 

interest in autonomy used in this thesis will be the ability to choose a concept of a 

worthwhile life. This definition is based on the independent definitions of autonomy from 

Raz, Griffin and Gewirth. The next fundamental interest, the fundamental interest of liberty 

will be defined as being free to pursue this idea of a worthwhile life. Here the ideas 

encompassed in Raz and Gewirth’s definition are split across the two fundamental interests. 

This is to clarify the different interest considered by Raz, Griffin and Gewirth. The same 

division of the interests is used by Griffin, as discussed above. These interests sit side by 

side, in that one must have autonomy in order to have liberty, yet these fundamental 

interests are distinct in their nature and centrality to our lives.   

The final interest to consider is the interest in welfare. Welfare can have a wide definition 

and is considered by Dworkin, Griffin and Gewirth to different extents. Dworkin considered 

the interest in that he believed for one to have equal concern and respect one must have a 

certain level of welfare provision. Griffin had a similarly narrow account of welfare which 

was also mirrored by Gewirth. Griffin sees the interest in welfare as a minimum provision 

enough to enable the exercise of one’s autonomy ‘a certain level of health, certain physical 

and mental capabilities, a certain amount of education, and so on.’ (Griffin, 2009, p.149) 

This fundamental interest should align with this notion, as this is what is important when 

considering the centrality of the fundamental interests to our lives. The fundamental 

interest in welfare is a narrow interest which equates to a minimum provision allowing for 

the following (this list is not exclusive); level of health, level of education, level of food, level 

of water, etc. 

Based on the support above, the fundamental interests within the thesis framework of rights 

are; equal concern, respect/dignity, autonomy, liberty and welfare. Equal concern is defined 

in terms of the decisions made surrounding the distribution of goods and opportunities, 



34 
 

respect/dignity is defined in terms of not being treated in an undignified manner/being 

treated with dignity. The fundamental interest of autonomy is the ability to choose a 

concept of a worthwhile life and the fundamental interest in liberty is defined as being free 

to pursue this idea of a worthwhile life. The final fundamental interest, welfare, is defined 

as a minimum provision for individuals. These fundamental interests of equal concern, 

respect/dignity, autonomy, liberty and welfare fit into the following rights framework. In the 

framework some interests (the fundamental interests) are important enough to ground 

rights due to their centrality within our lives, without protecting our fundamental interests 

there would be effects on who we are and what we do. These fundamental interests are so 

important that other people should not set them back or infringe them. Things that would 

set back these interests are things we then have a right against others that they do not do, 

where this relates to specific types of actions not a general right not to have the fundamental 

interests set back. This means that the rights grounded by the fundamental interests must 

be specific. Where the fundamental interests are complex abstract concepts, the rights they 

ground need to be specific in order to allow one to have actionable moral rights. For Griffin 

this is summarised when considering the right to not be tortured (Griffin, 2008, p.52). 

Consider this right from the point of view of its grounding within the thesis theory of 

interests and rights. The right not to be tortured is grounded in the fundamental interest of 

welfare, autonomy and respect/dignity. As being tortured would negatively affect one’s 

welfare even where welfare is defined as a minimum provision, it would remove one’s 

liberty as the individual would not be able to live their concept of a worthwhile life and set 

back one’s respect/dignity, when being tortured an individual is not being treated in a 

dignified manner. Here the general fundamental interests do not protect the individual 

whereas the right grounded in the fundamental interest does. While the fundamental 

interests are such abstract concepts the rights they ground must be specific.   



35 
 

 Protecting the Fundamental Interests  

Section 2.2 concluded that the thesis’ fundamental interests are; equal concern, 

respect/dignity, autonomy, liberty and welfare. These fundamental interests are so 

important that they should not be set back or infringed. This section of the chapter will look 

at how the fundamental interests can be protected. To do this, this section will first argue 

that there is a danger that people’s fundamental interests will be set back. Secondly, that it 

is the government’s role to protect people’s fundamental interests from being set back, and 

finally, that regulation is one way that the fundamental interests can be protected.  

In order to argue that there is danger that people’s fundamental interests will be set back, 

we need to first consider what it means to set back an individual’s fundamental interests. 

First consider the use of the term ‘set back’, what does it mean to set back an individual’s 

fundamental interests? It can be argued that our fundamental interests are regularly being 

set back, for example, our liberty is regularly set back by restrictions on our behaviour. 

However, not all of these setbacks are harmful. When discussing setting back an individual’s 

fundamental interests, what we are really interested in are the setbacks to the fundamental 

interests which cause harm. We must now define the term harm. To define harm, we will 

use the work of Feinberg in his book, The Moral Limits of the Criminal Law: Harm to Others 

(1987). Feinberg defines harms as the wrongful setback to interests (1987, p.36).  

Before exploring this definition in more detail it is important to note that for the purpose of 

the thesis I am adopting Feinberg’s definition of harm. The thesis will not seek to defend 

Feinberg’s account, yet, I will highlight the reason Feinberg’s account of harm was selected. 

Feinberg’s account is counterfactual as he compares what actually happened, with what 

otherwise would have been the case in the normal course of events insofar as they were 

reasonably foreseeable (the ‘counterfacts’). This allows for situations where although an 

individual may not be worse off than before, they are still harmed by actions, where they 
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are worse off than they otherwise would have been (under reasonably foreseeable 

circumstances). Alternative theories of harm which consider whether a person is placed in 

a harmed state (Harris, 1998) or whether a condition is statistically normal when 

determining if a person is harmed or not (Kahane and Savulescu, 2012), do not consider the 

normal course of reasonably foreseeable events. Where this thesis concerns the effects of 

technology on the privacy rights, it is important to consider not what is statistically normal, 

where normal is in constant flux when considering the development of technology, or what 

places a person in a harmed state. This allows for situations where there can be a 

comparison between what actually happened with what otherwise would have been the 

case in the reasonably foreseeable course of events. For example, it may be statistically 

normal for big data companies to share data, this does not mean individuals are not harmed. 

It might also not mean the individual is in a harmed state when data is shared. However, 

when we compare what actually happens to the individual to what would have occurred 

should their data not have been shared, there is the possibility for the individual to be 

harmed.  

Returning to Feinberg’s definition of harms as the wrongful setback to interests (1987, p.36), 

we must expand upon his use of the terms ‘wrongful’ and ‘interests’. Feinberg defines 

interests in the following manner;  

‘taken as a miscellaneous collection, consist of all those things in which one has a stake, 

whereas one’s interest in the singular, one’s personal interest or self-interest, consists 

in the harmonious advancement of all one’s interests in the plural… [they] are 

distinguishable components of a person’s well-being: he flourishes or languishes as they 

flourish or languish.’ (Feinberg, 1987, p.34)  

Such a definition of interests encompasses the fundamental interests as defined in section 

2.2. When the setting back of an individual’s fundamental interests or harm to an 
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individual’s fundamental interests is mentioned, it is referring specifically to wrongful 

setbacks to the fundamental interests, where harms that are wrongful, are a problem for 

the fundamental interests. Next let us look at how Feinberg defines ‘wrongful’ in regard to 

his definition of harms as the wrongful setback to interests (1987, p.36). Feinberg asserts 

that there are harms which must be excluded from being considered as wrongs, namely 

harms to which the individual has consented. An individual is not wronged should they be 

persuaded, without coercion, exploitation or fraud to engage in a fair wager which they then 

lose. The individual may be harmed in the sense that an interest of theirs is set back, 

however, this is not a harm which is wrongful. Not all harms are wrongful, but the harms we 

are concerned with are. To Feinberg; ‘One person wrongs another when his indefensible 

(unjustifiable and inexcusable) conduct violates the other’s right’ (1987, p.34). In terms of 

the thesis, one person wrongs another when their conduct violates the other’s fundamental 

interests, as the fundamental interests ground our rights. In order to show that an action is 

harmful and sets back an individual’s fundamental interests, both of the following 

statements must be correct; firstly, that the action is wrongful and secondly, that the result 

of the action is setting back an individual’s fundamental interests (1987, p.36).  

Now it has been established what a harm or set back to the fundamental interest entails, 

we need to argue that there is a danger of the wrongful harms occurring. Where wrongful 

harms occur, there are serious implications on an individual’s fundamental interests which 

we need to prevent. We cannot rely on people acting morally and not causing wrongful 

harms to individuals’ fundamental interests. Already in Chapter One it was shown that 

individuals’ privacy is often encroached upon. We just have to read the news to show that 

people do not always act morally and there is a serious risk that individuals’ fundamental 

interests will be set back. Where this is a danger and there is a significant risk of wrongful 

harms/setbacks to the fundamental interests, we need to prevent this.  



38 
 

The next point to consider is how we can prevent such wrongful harms to the fundamental 

interests. This thesis will take the stance that generally it is the government’s job to protect 

people from wrongful harms occurring to their fundamental interests. To argue for this 

conclusively would become a thesis in its own right, however, I will set out why this is the 

stance the thesis will take. Note that throughout the thesis the term government will be 

used to refer to all levels of the state apparatus, where this includes; national governance 

structures, local government and subsidiary public bodies granted powers under the 

broader state apparatus. As Feinberg highlights, activities are banned (legally) because they 

create an unreasonable risk of harm to other persons, to illustrate this point he uses the 

example of reckless driving (Feinberg, 1987, p.11). Feinberg continues by arguing that the 

government interference with a citizen’s behaviour is morally justified when it is reasonably 

necessary to prevent harm or the unreasonable risk of harm to individuals (Feinberg, 1987, 

p.11). Of course, not every act that has the potential to cause wrongful harm to others can 

be prohibited, however, when there are reasonable grounds for taking it to be necessary as 

well as effective, it is necessary to prevent wrongful harms to individuals. We currently live 

within a society where we function within a legal and government based framework, this 

has proven to be an effective way of preventing wrongful harms to individuals. Where this 

is effective, it seems to be a useful system on which to build in order to prevent wrongful 

harms and setbacks to individuals’ fundamental interests. This is a plausible and reasonable 

view of the role of the government and this will be accepted for this thesis. The government 

plays an important role in the society in which we live, where it takes a responsibility to 

defend people. Where we are operating within this framework, it is reasonable that the 

government prevents wrongful harms to individuals’ fundamental interests.  

Where this is our accepted framework, let’s consider how the government can protect 

individuals’ fundamental interests from wrongful harms. The criminal law is not the 

government’s primary tool for the reduction of harms generally (Feinberg, 1987, p.31). 
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Generally, the government shares this responsibility with various agencies/external 

partners, for example in the UK, the General Medical Council (GMC). The GMC has legal 

powers to regulate doctors granted to them by the state. The GMC uses regulation to 

protect individuals as opposed to legislation. Typically, legislation is very slow moving, yet 

regulation is updated and pushed out regularly in order to ensure that individuals are 

protected. There are many ways in which the government can protect individuals, in 

situations where the field is continually changing and ever evolving, such as those created 

by technological advance, regulation may be a suitable method of protecting individuals’ 

fundamental interests from wrongful harms. Where we still have a lot to explore in terms 

of the development of technology and privacy rights, it is not yet necessary to argue that 

regulation is the only way to protect the fundamental interests from wrongful harms. It is 

clear that regulation is one way in which wrongful harms to the fundamental interests can 

be prevented. Note, that throughout this thesis the term regulation will be used broadly to 

describe all regulation which can be enforced legally. This includes regulation established by 

public bodies granted powers by the government (such as the GMC), regulation introduced 

by government (national and local) and regulation introduced by the EU. When considering 

examples in Chapter Six it will be considered if the cases presented are cases where 

regulation would be suitable to protect individuals’ fundamental interests.    

From the above, we have concluded that the individual’s fundamental interests are at risk 

from wrongful harm and that these harms need to be prevented in order to protect 

individuals. It was then argued that it is the state’s role to protect individuals from wrongful 

harms to their fundamental interests. From here methods for the government protecting 

the fundamental interests were considered, it was suggested that regulation is one way in 

which the fundamental interests could be protected when considering the development of 

technology. Later in the thesis (Chapter Six), cases will be considered in order to ascertain if 

regulation is a suitable method of protecting individuals’ fundamental interests.  
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 Conclusion 

This chapter reviewed accounts of interest based theories of rights from Dworkin (1978), 

Raz (1975, 1986, 1994), Griffin (2008) and Gewirth (1982). These accounts provided the 

grounding for the thesis account of rights. The thesis account of rights presents the following 

fundamental interests; equal concern, respect/dignity, autonomy, liberty and welfare. 

Where equal concern is defined in terms of the decisions made surrounding the distribution 

of goods and opportunities, respect/dignity is defined in terms of not being treated in an 

undignified manner/being treated with dignity. The fundamental interest of autonomy is 

the ability to choose a concept of a worthwhile life and the fundamental interest in liberty 

is defined as being free to pursue this idea of a worthwhile life. The final fundamental 

interest, welfare, is defined as a minimum provision for individuals. These interests fit into 

the thesis rights framework; that some interests are important enough can ground rights, 

where those interests important enough have been termed fundamental interests. These 

fundamental interests are so important that other people should not set them back, where 

setting back or harming a fundamental interest is defined as wrongful setbacks to interests. 

From here methods of protecting the fundamental interests were considered, it was 

suggested that government enforced regulation is one way in which the fundamental 

interests could be protected when considering the development of technology.  
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3 Privacy Interests and the Effects of Technology on 

Privacy  

This Chapter moves away from the ideas discussed in Chapter Two and looks specifically at 

the idea of privacy and our interests in privacy. This discussion is required before Chapter 

Four and Chapter Five can argue for our specific privacy rights. This chapter will not argue 

for a right to privacy but is necessary to set up the following chapters, where these chapters 

argue for the specific privacy rights. Section 3.2 will provide an overview of existing accounts 

of privacy. There has been significant discussion on privacy yet much of this is concerned 

with the or a right to privacy. In the American context most of the discussion has been 

concerned with legal rights surrounding privacy. This chapter will not adjudicate between 

accounts of privacy. Instead the chapter will consider such accounts in order to draw out 

what is important within these accounts, where what is important are the interests in 

privacy and what these interests seek to protect. By exploring how other theorists have 

conceptualised privacy and critiquing their accounts, section 3.2 will draw out key privacy 

interests. As the majority of the literature on rights looks at the right to privacy/privacy 

rights, it is first necessary in section 3.1 to discount the reductionist accounts of privacy. 

Section 3.1 will acknowledge that such accounts exist, yet argue that such accounts are 

insufficient and will not be considered further in the thesis. Once key privacy interests have 

been drawn out in section 3.2 the chapter will then move on to consider the effect of 

technology on the privacy interests (section 3.3). Section 3.3 will evaluate which of the 

privacy interests have been most adversely affected by the development of technology.  

 Reductionist Accounts of Privacy 

The aim of this section is to acknowledge that reductionist accounts exist and argue that 

such accounts are insufficient as there are interests and rights which are wholly dependent 
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on the notion of privacy. Reductionist accounts are framed as accounts which oppose 

privacy rights, generally they believe that what others consider as privacy rights can be 

reduced to other broader rights. This is because the primary basis of discussion surrounding 

privacy has been in terms of the right to privacy. This chapter is not looking at privacy rights, 

but privacy interests. Note that Chapter Four and Chapter Five will argue for two specific 

privacy rights based on the conclusions drawn in this chapter. Section 3.2 of this chapter will 

be looking to identify privacy interests, some of which will be argued for as privacy rights 

later in the thesis. However, in order to provide a comprehensive overview of accounts of 

privacy, we must first consider reductionist accounts, even if only to discount such accounts 

as insufficient. The most famous reductionist account comes from Judith Jarvis Thomson 

(1975).  

Thomson’s argument, she states that privacy is simply a valuable state of affairs already 

protected by other moral rights. Thomson believes all infringements on privacy can be 

adequately and equally well explained in terms of violations of property rights or rights over 

the person (grand rights). An example of one of Thomson’s rights over the person would be 

the right not to be listened to. Thomson did not consider it neccessary to find that-which-is-

common to all rights within the privacy cluster because the wrongness of every violation of 

the right to privacy can be explained without ever mentioning privacy. In order to support 

this justification, she considers various examples. In one example, she considers the 

following situation: a person is baking in their kitchen, if one were to spy on them in order 

to get a copy of the recipe it would seem that this would be a violation of a supposed privacy 

right. However, Thomson simplifies this to say that the right violated is the right not to be 

looked at: 

‘which is both one of the rights which the right to privacy consists in and one of the 

rights which the right over the person consists in.’ (Thomson, 1975, pg. 307) 
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She infers that the true violation is to one of her grand rights, not the right to privacy. 

Thomson continues the example to consider a situation where one was to use torture in 

order to gain the recipe. This she considered to be a violation of their right not to be harmed, 

again not their right to privacy. By using her grand rights Thomson deflects from the violation 

of a privacy right, even when it seems clear that spying on someone would be a violation of 

the privacy right and not the right not to be looked at (one of Thomson’s rights over a 

person).  

Thomson’s approach has received major criticism from Scanlon (1975), Rachels (1975), 

Schoeman (1984) and Inness (1992). One of the aims of Scanlon’s paper Thomson on Privacy 

(1975) was to present reasons for finding Thomson’s account unsatisfactory. Scanlon agreed 

with Thomson that there is no single all-encompassing right to privacy, suggesting that the 

right to privacy is comprised of various specific rights. However, Scanlon showed that the 

various rights do ‘have a common foundation in the special interests that we have in being 

able to be free from certain kinds of intrusion’ (Scanlon, 1975, p.315).  He believed that; 

‘the first element in an adequate account of privacy would be a general account of 

these [privacy] interests. The second element would be an account of the structure 

and foundation of those conventional norms that are erected to secure and protect 

these interests, norms specifying when, where, and in what ways we may and may 

not be observed, listened to, questioned, and in other ways kept track of.’ (Scanlon, 

1975, p.315) 

Scanlon went on to suggest that the clearest cases of violations of privacy involve both a 

violation of some privacy norm and interference with the central privacy interests. Applying 

this theory to one of Thomson’s examples illustrates the flaws in the reductionist approach. 

Thomson presents a situation where the police are using a listening device on someone’s 

home. Thomson believes that this does not infringe on anyone’s grand rights, and hence she 
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states that the police have behaved poorly and maybe even amorally but did not infringe a 

right. However, someone listening to personal conversation does appear to be a violation 

of their privacy, regardless of whether there is or is not a right to privacy/privacy rights. Such 

a violation is related to privacy not just poor amoral behaviour.  

Using a non-reductionist approach, it is clear that the violation is related to privacy and not 

just amoral behaviour. The police have violated a social norm and the interest in not being 

observed/listened to; hence the police have violated the individual’s privacy. Where the 

examples which Thomson’s discusses can be seen as privacy violations, it can be 

acknowledged that a right to privacy/privacy violations provides a better framework for the 

handling such cases. Looking at Scanlon’s criticisms of Thomson, Scanlon refers to a privacy 

right throughout his discussion, but even without using this terminology, it is clear that there 

is something important about privacy which is not captured in a reductionist account. 

Thomson often defers to other rights to protect the notion of privacy, however, these 

general broad rights (grand rights as termed by Thomson) are not the best option. They do 

not capture the essence of privacy and do not allow for specific privacy protections. By using 

unspecific rights Thomson tries to force privacy into a range of broad categories, yet this 

fails as it does not capture the idea of privacy or protecting privacy, when it has been shown 

that privacy is an important idea/value which should be protected.   

From the above it is clear that the concept of privacy is important and that what is important 

about privacy is not captured through other ideas or rights. The reductionist view of privacy 

is insufficient and does not provide a strong enough argument to suggest the non-existence 

or privacy interests or privacy rights. It is clear that the concept of privacy needs to be 

examined further and that we have special interests in privacy which need to be considered. 

Whether or not these interests should be considered as fundamental interests (interests 
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important enough to ground rights) is another question. Specific privacy rights will be 

argued for in Chapter Four and Chapter Five.  

 Privacy Interests  

This section will provide an overview of existing accounts of privacy with the aim of drawing 

out key privacy interests. The majority of the discussion surrounding privacy has been in 

terms of the right to privacy or privacy rights, where such rights can be moral or legal 

depending on the theorist. For instance, most American theorists consider privacy in terms 

of legal rights. By appraising various accounts of privacy, this section of the chapter should 

be able to draw what is important to the accounts. Typically, what is important are the 

interests in privacy and what these interests seek to protect, not the right to privacy itself. 

While the discussion will be framed in terms of privacy rights, this section is not seeking to 

argue for a right to privacy just to draw out what is important about the concept of privacy 

itself, where what is important will be considered as our privacy interests.  

Accounts from the following theorists will be considered; Warren and Brandeis (1890), 

Prosser (1960), Bloustein (1964), Fried (1968, 1970), Scanlon (1975), Johnson (1994), Westin 

(1967), DeCew (1997), Moore (2003), Glancy (2004), Kato Ku (2005), Mills (2008), Griffin 

(2008) and Solove (2008). It is necessary to consider such a range of accounts due to the fact 

there is not one wholly accepted interpretation of the term privacy, let alone the term the 

‘right to privacy’ which most of the theorists consider. By considering the accounts of 

privacy, it should allow us to draw conclusions as to what is important when considering 

privacy, specifically our privacy interests.  

The first accounts considered from Warren and Brandeis (1890), Prosser (1960), Bloustein 

(1964) and Fried (1968, 1970) had the primary objective of establishing a legal right to 

privacy. The first significant discussion on privacy came from Warren and Brandeis in their 

paper ‘The Right to Privacy’ (1890). The paper was the first to detail a relevant and ‘modern’ 
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concept of privacy. The paper did not seek to justify the right but explore how the right could 

manifest in society. Their ideas were heavily influenced by advances in instantaneous 

photography and the publication of photographs taken at private events within newspapers 

and magazines. Warren and Brandeis conceived that the notion of privacy should only be 

considered as a right to be let alone. This idea was supported by their consideration of the 

legal protections granted to private property, copyright and libel as ‘merely an instance of 

the enforcement of the more general right of the individual to be let alone’ (Warren, 

Brandeis, 1890, p. 205). The paper suggests that privacy is simply a singular concept of being 

‘let alone’, however, it is important to consider that the motivations for this argument came 

from the technological advances of the time where these advances are now significantly 

dated. It is clear from this account that what seems to be important to Warren and Brandeis 

in terms of privacy is that an individual can be ‘let alone’. To be ‘let alone’ allows individuals 

to have the privacy to act freely without their photographs being published in the press. We 

can take this notion and consider it as an interest in privacy.  

The next account to consider comes from Prosser (1960). Prosser takes an opposing stance 

rejecting the notion that privacy relates to the singular value of being let alone by 

highlighting the confusion and inconsistencies within the law. Again, Prosser’s account is 

legal, yet can still be used to draw out key privacy interests. Prosser does not claim to 

present an exact definition of privacy, but instead suggests four privacy torts (distinct kinds 

of privacy invasions) (i) intrusion upon the plaintiff’s seclusion or solitude, or into his private 

affairs, (ii) public disclosure of embarrassing private facts about the plaintiff, (iii) publicity 

which places the plaintiff in a false light in the public eye and (iv) appropriation, for the 

defendant's advantage, of the plaintiff's name or likeness. The first tort does show a 

connection to Warren and Brandeis idea of being ‘let alone’, yet all the other torts presented 

by Prosser stem from the idea of appropriation of an individual’s identity. Warren and 

Brandeis seem to consider privacy as the singular concept of being ‘let alone’ while Prosser 
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has already started to distance himself from this idea by presenting a number of distinct 

kinds of privacy invasions. His torts broadly consider the individual’s identity while exploring 

what individuals’ interests in privacy may be. In addition to being ‘let alone’, individuals 

seem to have further privacy interests which set out to protect; embarrassing facts, anything 

which places them in a false light and appropriation of their image. While Prosser’s torts are 

set out to try and provide a legal framework for privacy invasions, they seem to only consider 

the effects of one’s privacy being violated rather than the privacy interest itself. In this case 

torts (ii), (iii) and (iv) seem to concern the privacy of one’s identity, as such it seems that this 

is another interest individuals may have in privacy, in addition to the interest in being ‘let 

alone’.  

In retort to Prosser’s (1960) theory, Bloustein (1964) presented his own theory of privacy. 

Bloustein agreed with Warren and Brandeis in that all privacy cases connect to a single value, 

however, he believed this was not the value of being let alone but the value of human 

dignity. According to Bloustein, 

 ‘the injury is to our individuality, to our dignity as individuals, and the legal remedy 

represents a social vindication of the human spirit thus threatened rather than a 

recompense for the loss suffered. What distinguishes the invasion of privacy as a 

tort from the other torts which involve insults to human dignity and individuality is 

merely the means used to perpetrate the wrong.’ (Bloustein, 1964, p. 1003)  

He continues by suggesting that the value of dignity is what unifies the concept of privacy 

and that each of Prosser’s torts are important because of this specific connection. He 

defends this connection and suggests that to protect privacy is simply to protect human 

dignity. For Bloustein all privacy violations are violations to a person’s dignity. However, 

Bloustein does admit that the terms he uses are vague and somewhat abstract, yet this 

should not take away from his ‘illuminating’ analysis. Bloustein does not consider specific 
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elements within the idea of privacy, other than to connect them to dignity. For Bloustein, 

privacy is important as it is protecting our interest in dignity. This is a different interest to 

those considered before, however, within Bloustein’s account this is what is important for 

the concept of privacy, that it is necessary to protect individuals’ dignity.  

As a response to Bloustein’s arguments, Fried suggested that, 

‘privacy is not just one possible means among others to ensure some other value, 

but that it is necessarily related to ends and relations of the most fundamental sort: 

respect, love, friendship and trust.’ (Fried, 1968, p.477) 

He suggested that without privacy, fundamental relations are inconceivable. In his earlier 

work Fried considered the nature of privacy itself, in one case focusing on the element of 

control where, 

‘privacy is not simply an absence of information about us in the minds of others; 

rather it is the control we have over information about ourselves.’ (Fried, 1968, p. 

211).  

He then goes on to argue for an account of privacy which has a defensive role in protecting 

one’s liberty, using the argument of control to justify the connection. To Fried privacy has 

three components; firstly, in protecting one’s liberty, secondly, in protecting one having 

fundamental relations (where without privacy he believes such relationships would be 

inconceivable), and thirdly, in having control over one’s personal data. For Fried it seems 

that to protect one’s liberty, there must be protections for one’s personal relationships and 

personal data. Yet all three components of Fried’s privacy are important and should be 

considered as interests in privacy.  

Scanlon’s discussions of privacy initially started as a reaction to Thomson’s reductionist 

theory, however, Scanlon also commented on what he believes is important for his concept 
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of privacy. Scanlon’s privacy protections were from the point of a broader interest in 

protecting the private zones; 

‘the interests to which an account of privacy must refer thus include, in addition to 

specific interests in not being seen, overheard, etc., broader interests in having a 

zone of privacy in which we can carry out our activities without the necessity of 

being continually alert for possible observers, listeners, etc.’ (Scanlon, 1975, p. 317) 

Scanlon discussed the idea that such zones of privacy can take many forms, and that the 

norms of privacy do not follow explicit rules due to their constant evolution in society. 

Scanlon built his argument for protecting zones from an interest-based theory, stating that;  

‘I hold, however, that these rights have a common foundation in the special 

interests that we have in being able to be free from certain kinds of intrusions.’ 

(1975, p. 2) 

Scanlon suggested these special interests underlined the social norms from which privacy 

manifests and that these interests are so strong they should be protected by law, even if 

they are not currently. For Scanlon privacy is about protecting an individual from certain 

intrusions, this is a similar approach to those accounts which consider privacy as a right to 

be let alone. The difference between an interest in being let alone and Scanlon’s privacy 

interest is that he mentions private zones, zones in which one can expect to be free from 

intrusion. This is slightly more specific in terms of what should be considered as a privacy 

interest, however, Scanlon stresses that the zones of privacy can change as they do not 

follow explicit rules. What is important to his account is that we have a privacy interest in 

having zones which are free from intrusions.  

Johnson (1994) presented a similar idea of the privacy of zones where his idea of privacy 

was constructed by the legal system. Johnson states that, 
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‘citizens have the right to certain socially defined ‘areas’ within their lives in which 

they can expect an immunity from the judgement of the state.’ (Johnson, 1994, 

p.190)’ 

Westin (1967) also took a similar stance with his comment that an invasion of privacy is any 

infringement upon someone’s personal boundary, where a personal boundary can be 

thought of as many different areas depending on the situation. Westin’s idea of a flexible 

personal boundary is similar to Johnson’s and Scanlon’s idea of privacy of zones. It seems 

that they all suggest we have an interest in having privacy within a certain zone/space, 

where the zone/space is flexible and dependent on the situation. To Johnson it matters that 

the individual is not judged by the state, whereas this isn’t the case for Scanlon’s and 

Westin’s account where they consider the zone of privacy to protect individuals from all 

intrusions/observations. In these accounts it could be suggested that the control of a zone 

is being used to protect some of our other interests in privacy previously considered. For 

example, Fried suggests that we need privacy to have personal relationships, one way to 

ensure this is to have privacy over a zone (1968). When considering privacy accounts which 

suggest a ‘zone’ of privacy it is important to try and draw out why this zone of privacy is 

important and hence, how this shapes the privacy interests. This will be considered in detail 

in Chapter Five, where accounts which consider a ‘zone’ of privacy will be explored in detail 

in order to draw out why this ‘zone’ of privacy is important and what it is trying to protect.  

In more recent accounts of privacy, there has been a shift from considering privacy as 

protecting one singular interest to protecting a range of interests. Many accounts have 

concluded that the nature of privacy is complex and what is important about privacy is the 

protection of a vast array of interests. For example, DeCew (1997) suggests that there are 

three aspects of privacy; informational privacy, accessibility privacy and expressive privacy. 

Informational privacy can be characterised as protection over information about oneself. 
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Accessibility privacy is related to the protection of access to zones/spaces/the observability 

of an individual. Accessibility privacy can overlap with informational privacy in cases where 

acquisition or attempted acquisition of information involves gaining access to the individual. 

Expressive privacy protects an area for expressing one’s self-identity or personhood through 

speech or activity. As with cases before, accessibility privacy could protect an individual’s 

expressive privacy, however, in this case DeCew has been careful to consider both as 

separate interests in privacy. Again this highlights why it is important to consider both as 

this shows what is important about the privacy interests, not just what is protected. By only 

considering the privacy interest of having privacy of a zone, the reasons for this, for example 

expressive privacy would be ignored. This is particularly important considering that the 

privacy of zones which are typically thought of as physical spaces, may no longer be enough 

to protect the privacy of individuals. It may now also be necessary to protect the privacy 

interests in the virtual sphere. If we only consider the protections of the privacy interests 

and not the root interest in privacy, there may be elements of privacy which are not 

transferable into the virtual world. It is essential that not just the methods of protecting the 

privacy interests are considered, but that these are considered alongside the root interests 

in privacy. It is necessary to explore all elements of privacy in order to truly draw out what 

privacy interests are important. For DeCew our privacy interests are in the protection of 

information about oneself, the protection of access to zones, and the protection of areas 

for expressions of one’s identity.  

Moore (2003) took a simpler approach to DeCew (1997) but only considered two interests, 

in personal data and in the observation of physical spaces. He established the interest in 

one’s observation in physical spaces as one of the most cherished rights – ‘a right enshrined 

in law and notions of common morality’ (Moore, 2003, p.215). While the right that protects 

one’s personal data was reflective of the changes in society, in particular the advances in 

technology, the same issue originally excited the interest of Warren and Brandeis (1890). 
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Glancy (2004) and Kato Ku’s (2005) work also considered privacy in regard to two spheres; 

informational privacy and decisional privacy. The sphere of informational privacy is firmly 

established within all recent accounts, with the idea becoming ever more prevalent as 

technology continues to develop. Decisional privacy is considered as the privacy of a space 

for one to reflect, make decisions and develop as a person. This sphere, while specific in its 

use, aligns with the other theorists who have discussed observability as an interest in 

privacy. 

Mills (2008) presented a four-sphere theory developed from legal privacy doctrine. He 

dismissed the two-sphere accounts as he believed they lacked the appropriate depth for a 

true notion of privacy. He believed that privacy was more deeply rooted in human nature 

and that it was required in order to have the ‘freedom of personal autonomy’ (Mills, 2008, 

p.14), one of his four spheres. The other spheres he presented were ‘the right to control 

personal information, the right to control property, the right to control and protect personal 

physical space’ (Mills, 2008, p.14). While Mills suggests that privacy is complex and four 

spheres are required to truly see what is important in privacy, he does not directly consider 

all the interests in privacy previously considered. However, this may be due to the broad 

nature of his first privacy interest, his first interest states that privacy is required for freedom 

of personal autonomy, where such an interest would seem to include previous privacy 

interests in protecting personal relationships and one’s identity. This overarching interest 

seems to be what captures some elements of privacy on his account. Yet this interest is then 

supported by three more specific privacy interests, controlling personal information, 

controlling property and controlling and protecting personal physical space. It seems clear 

that to control/protect these three spheres, privacy is required and hence they are 

important interests. They seem to be elements of his wider privacy interest in the freedom 

of personal autonomy, where this idea is then expressed in terms of more specific interests. 

However, his account does seem to be missing the further discussion of additional specific 
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privacy interests even if these are encompassed within the broad interest. From this account 

it is important to draw out that the broad privacy interest in freedom of personal autonomy 

is significant and allows for the protection of further privacy interests, even if these are not 

directly considered by Mills.   

Other accounts using multiple forms of privacy include Griffin (2008) and Solove (2008), 

Griffin initially established three forms of privacy; information privacy, the privacy of space 

and life and the privacy of liberty. He ascertains these forms of privacy based on his 

understanding of other theories of privacy.   His first step is to discredit, due to a lack of 

specificity, the privacy of space and life. Griffin believes that the issues raised under this 

banner of interests are actually issues of liberty and information privacy rather than the 

need for a privacy of space. Griffin uses examples such as the government not interfering 

with individuals’ use of contraceptives or an individual having an abortion, both classic 

privacy statutes in America, to argue that the basis for having privacy in these cases is due 

to the privacy of liberty rather than privacy of one’s personal space/life. Griffin also argues 

that even when relationships are considered part of a good life which one seeks to pursue 

(Griffin’s definition of liberty), it is the right to liberty that protects this interest not a right 

to privacy (Griffin, 2008, p.238). As such what is important to Griffin is the privacy of liberty 

and the privacy of personal information, where the interest in privacy of liberty protects 

other privacy interests, such as the interest in protecting personal relationships.  

The final privacy account to consider comes from Solove. Solove (2008) considered six types 

of privacy; a right to be let alone – developed from the work by Warren and Brandeis, limited 

access to the self – the ability to shield one’s self from unwanted access, secrecy – the 

concealment of certain matters from others, personal information – the ability to exercise 

control over information about one’s self, personhood – the protection of one’s personality, 

individuality and dignity, intimacy – control over, or limited access to, one’s intimate 
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relationships or aspects of life (Solove, 2008, p.12). Solove does not consider the interest in 

privacy of personal spaces, a notable difference from the majority of the accounts 

considered. Solove’s aim was to explore what is important about privacy rather than how 

privacy is or can be protected. As highlighted earlier, this is important and allows us to truly 

explore what is important when thinking about the interests in privacy. Many of Solove’s 

interests have been considered before in various forms, however, Solove brings out the 

complex nature of privacy and the breadth of interests in privacy that individuals have.  

Drawing on all the above accounts, the following interests in privacy have been considered; 

being ‘let alone’ (Warren and Brandeis 1890, Prosser 1960, Solove 2008), being free from 

intrusions (Scanlon, 1975), having a zone of privacy (Johnson, 1994), having a personal 

boundary (Westin, 1967), having accessibility privacy (protecting access to a zone/space) 

(DeCew, 1997), being free from observation (Moore, 2003), having control and protecting 

physical spaces (Mills, 2008), having control of property (Mills), limited access to self (Solove, 

2008), in control over one’s personal data (Fried, 1970; DeCew, 1997; Moore, 2003; Glancy, 

2004; Kato Ku, 2005; Mills, 2008; Griffin, 2008; Solove, 2008), having secrecy (being able to 

conceal certain matters from others) (Solove, 2008), protecting one’s fundamental 

relationships (Fried, 1970), having control over or limited access to one’s intimate 

relationships and aspects of life (intimacy) (Solove, 2008), in protecting one’s identity 

(Prosser, 1960), having expressive privacy (the privacy to express one’s self-identity) 

(DeCew, 1997), having decisional privacy (privacy over a space for one to reflect, make 

decisions and develop as a person) (Kato Ku, 2005), having personhood (the protection of 

one’s personality, individuality and dignity) (Solove, 2008), protecting one’s dignity 

(Bloustein, 1964), having privacy to protect one’s liberty (Fried, 1970; Griffin, 2008) and 

freedom of personal autonomy (Mills, 2008). This is a huge range of interests. However, 

analytically they do not seem to be necessarily distinct, so let us consider a better way of 
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framing the interests involved. In order to do so, I will return to my discussion of 

fundamental interests from Chapter Two.  

Before simplifying the interests, it is important to consider the three broadest interests in 

privacy considered. These are the interests in protecting one’s dignity (Bloustein, 1964), 

protecting one’s liberty (Fried, 1970; Griffin, 2008), and allowing one to have freedom of 

personal autonomy (Mills, 2008). While these are interests in privacy, they are not specific 

interests. They align very closely with the fundamental interests established in Chapter Two, 

where the fundamental interests are equal concern, respect/dignity, liberty, autonomy and 

welfare. When discussing the thesis account of rights in Chapter Two, it was clear that the 

fundamental interests can only be used to ground specific rights. These concepts are not 

specific and could not be used to ground privacy rights. What the interests set out to protect 

is also considered within the specific privacy rights suggested by other theories. While there 

may be accounts of privacy based in these broader interests, in order to ascertain what is 

important to protect/control within the above accounts of privacy, it is necessary to consider 

the specific privacy interests.  

This thesis is going to argue that privacy is a broad abstract concept which houses the privacy 

interests discussed above, where some of these interests may be considered as rights (see 

section 3.3). Where there are so any elements encompassed within the notion of privacy it 

is important to consider the specific interests in privacy. Without considering the specific 

interests we would never be able to protect privacy in society as established in section 2.3. 

From the vast array of accounts of privacy, it is clear that the term privacy is used loosely to 

describe a wide range of specific interests in which we have to protect our privacy. The 

privacy interests are the specific interests we have related to privacy. We can simplify the 

above privacy interests into the following groups, where the groups are based on what the 

interests set out to protect. Firstly, it is clear that there is an interest in being free from 
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intrusions, where this has typically been considered in regard to physical spaces and 

discussed as the control of personal spaces. While some accounts didn’t specify physical 

spaces, the broad consensus is that there is an interest in having privacy within a personal 

space. This type of privacy is mentioned in nearly all accounts of privacy in some form. Mills 

suggests both control of personal physical space and the control of property as privacy 

interests. However, the control of property will also be considered within the interest in 

controlling/protecting a personal space.  

The next most common element of privacy accounts, our second interest, is the control 

over/the protection of one’s personal data, this is a newer privacy interest that continues to 

become more prominent as technology develops. All modern accounts of privacy consider 

this to be critical to one’s privacy. This also encompasses some elements of Solove’s privacy 

interest in secrecy (the concealment of certain matters from others). Solove’s interest in 

secrecy is also part of the privacy interest in having personal relationships/intimacy and the 

privacy interest in one’s identity. Hence, our third privacy interest, in having personal 

relationships, and having control over or limited access to one’s intimate relationships. This 

is an interest mentioned by several theorists, who consider that instead of assuming that a 

personal space is sufficient to protect all privacy interests, it is critical to draw out what is 

being protected by the privacy interests. The fourth privacy interest is the interest in 

protecting one’s identity. This interest encompasses having privacy to express one’s self-

identity, the privacy for one to reflect, make decisions and develop as a person and the 

protection of one’s personality and individuality. 

The themes of interests are consistent throughout the discussion of the privacy interests 

and it seems intuitive that these interests are important for privacy. Drawing on existing 

accounts I identified these four interests (in being free from intrusions, in the control 

over/the protection of one’s personal data, in having personal relationships and having 



57 
 

control over or limited access to one’s intimate relationships, and, in protecting one’s 

identity where this encompasses having privacy to express one’s self-identity, the privacy 

for one to reflect, make decisions and develop as a person and the protection of one’s 

personality and individuality), as crucial to conceptualising privacy. Now, it is necessary to 

explore how the development of technology has affected these interests. By exploring how 

the development of technology has affected the interests it will allow for conclusions to be 

reached as to which interests have been most adversely affected by the development of 

technology. Chapter Four and Chapter Five will then explore these interests in more detail. 

 Our Privacy Interests and the Threats from Technology  

In section 3.2 it was established that there are a range of privacy interests which can be 

simplified into four distinct categories (the privacy interest in controlling/protecting a 

personal space, the privacy interest in the control/protection of one’s personal data, the 

privacy interest in having/having control or limited access to one’s personal relationships 

and the interest in having privacy in order to express one’s self-identity, to reflect, to make 

decisions, to develop as a person (the protection of one’s personality and individuality)). The 

aim of this section is to establish which of the privacy interests have been affected by the 

threats from technology. In the introduction it was established that technology is harming 

privacy, however, this was considered within a general understanding of the idea of privacy. 

As the privacy interests have now been established, it is important to specify which of the 

privacy interests have been harmed by technology. By identifying the interests that are most 

important for my concerns raised previously, this will set up the final part required in order 

to address the overall thesis question. This chapter will conclude by showing that some of 

the four privacy interests identified above as crucial to conceptualising privacy are 

connected. This will leave us with two privacy interests which have both been significantly 

affected by the development of technology. Chapter Four and Chapter Five will look at these 

interests in more detail.  
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In order to conclude which of the privacy interests have been adversely affected by 

technological advance, examples of developing technology will be analysed. Examples to be 

discussed will include the use of virtual data storage methods (from non-online databases 

to cloud-based systems), data collection/amalgamation and associated analysis tools, 

electronic communications and the use of camera-based technologies (surveillance 

(including wiretapping), care home robots, self-driving cars). When considering the above 

privacy theories in section 3.2 and some of the technologies in Chapter One, it is clear that 

advances in technology are causing privacy concerns. Warren and Brandeis (1890) the 

pioneers of modern privacy literature were initially driven by concerns from the 

development of photographic technologies. More recently, changes in technology have 

been even greater. With the invention of the computer in the early 19th century and the 

World Wide Web in 1989 (McPherson, 2009) the scale of advances is almost exponential. 

While technology has continued to develop, the predominant theories of privacy were 

written significantly before it was common practice to even have a computer in the home. 

While some theories touch upon the ideas of data protection and information privacy, do 

these ideas go far enough to continue to protect an individual’s privacy interests? Many of 

the theories fail to consider or adequately prepare for the integrated use of technology 

within society. As technology continues to infiltrate into societies this gap continues to grow, 

making the associated issues ever more significant. These changes have affected the various 

privacy interests to different extents, to explore this it is useful to consider some specific 

technologies and their impact on the privacy interests considered above.  

The first technological advance to consider is the transition from use of physical to virtual 

data storage methods and associated changes in data collection and amalgamation 

techniques. The transition from physical to virtual data storage methods was made possible 

by the use of digitised databases. These databases made significant improvements to 

organisational efficiency, however, they also presented various issues for individuals’ 
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privacy. Many of the key issues stem from increased ease of access to records (DeCew, 

1997), changes in security protocols, the use of obsolete and misleading data and most 

importantly the potential amalgamation of data and mass data analysis, where data analysis 

methods can include techniques such as automated data collection. Automated data 

collection usually takes place online, and is a method generally encompassed in the term 

data mining. Data mining is an analytic process designed to explore large amounts of data 

in search of patterns and systematic relationships. The process also aims to validate findings 

through the application to new data sets (Dell Software, 2016; Frand, 2015). Specific 

techniques that have had an impact on an individual’s privacy include the use of cookies, 

spyware and deep packet collection. Cookies record data which detail an individual’s 

browsing history. Spyware enables a user to obtain covert information about another’s 

computing activities. Deep packet inspection filters packets as they pass ‘inspection points’ 

typically searching for viruses/spam/intrusion software usually under the pretence of 

collecting statistical data. While the data collected can be useful it again presents numerous 

issues for the current concepts of privacy.  

The major concerns surrounding the technology include the inability to shield personal 

details or searches from collection methods, for example, when conducting online shopping, 

one usually has to agree to the use of cookies. There is also the potential for the disclosure 

of browsing and personal data. However, these concerns are only a small fraction of the 

issue. Another vein of concern comes from the potential for data amalgamation. The risk of 

potential data amalgamation is significantly higher, the more information is available/stored 

virtually. A study published in 2015 found that even when real names and other personal 

information are stripped from large data sets, it is still possible to use just four pieces of 

information to identify a specific person (de Montjoye et al., 2015). The research group 

concluded that if large organisations are going to continue to make anonymous data sets 
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available (data typically omitted includes: names, account numbers, addresses, etc.), they 

should seek to quantitatively attest to the risk of identification,  

‘a data set’s lack of names, home addresses, phone number or other obvious 

identifiers…does not make it anonymous nor safe to release to the public and to 

third parties.’ (de Montjoye et al., 2015, p.537) 

As the threshold for identification and re-identification is so low, it helps to consider the 

ease of amalgamating such data. It is significantly easier to combine data stored virtually on 

a device connected to the internet in comparison to data that is stored physically or data 

that is not recorded at all, for example data shared in conversation.  

When considering the amalgamation of data it is important to consider another point about 

how the collection of data has changed. The collection, processing and selling of personal 

data for data analysis for commercial use is now a business. Data is a new currency and it is 

used for commercial private benefits. There has also been a shift in how personal data is 

collected. When personal data was collected before the invention of computers and the 

internet, the primary data collector in the UK was the government, now the primary 

collector of personal data is private organisations (Shah, 2018). Personal data is being 

collected and stored at rates we have never seen before. The implications on privacy are 

clear when comparing to how data was previously physically stored. In order to successfully 

use, collect or amalgamate data one would have to invest significant resources, to which 

most people would not have access. Using this information, it is clear that data stored 

virtually presents very different risks to data stored physically. The risks differ in part 

because of the potential threats to virtual storage of direct targeting through the use of data 

analysis tools. With the development of technology, data stored virtually is now significantly 

more likely to be targeted than data stored physically. Not only are there more risks, the 

risks to virtual storage of data are also ever evolving, presenting new and very different risks 
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to those considered for physical storage. With the prominence of data stored virtually it 

seems that in order to avoid this risk, one would need a way to protect their personal 

information, however, achieving that level of required protection would be near impossible 

in today’s society, under the current setup pf private data storage.  

There is further risk to personal data when personal data is stored remotely from the 

organisation using cloud storage solutions. The same risks apply when the individual uses 

their own personal cloud storage solutions for their personal data and personal files. Cloud 

storage systems are quickly becoming popular methods of personal data storage, linking 

data and files across multiple devices. When using these systems, it is clear that individuals 

expect a certain level of privacy and protection. However, it is not always clear if this is 

ensured. In the current climate of technology integration within society, the risk of 

identification, by amalgamation or other means is high. These methods have been allowed 

to grow within organisations that store data because of the potential business gains from 

exploiting this range of collected data. However, they do put an individual’s privacy at risk, 

particularly the privacy interest in controlling/protecting one’s personal data. Under such 

intense online scrutiny, one would not be able to remain anonymous. There are many 

reasons one would want to remain anonymous ranging from maintaining personal safety to 

upholding one’s perceived privacy. In extreme cases, the need is paramount - some will need 

anonymity in order to escape from abusive and dangerous pasts. The concerns created from 

the transition from physical to virtual storage and the use of data analysis methods are 

significant and affect several interests. While the interest in remaining anonymous seems 

important, how does that interest compare to the interests in privacy considered in the 

previous section? The interests in privacy considered in the previous section are as follows; 

the privacy interest in controlling/protecting a personal space, the privacy interest in the 

control/protection of one’s personal data, the privacy interest in having/having control or 

limited access to one’s personal relationships and the interest in having privacy in order to 
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express one’s self-identity, to reflect, to make decisions, to develop as a person (the 

protection of one’s personality and individuality). 

It is clear that the development of data storage methods and data collection has implications 

on the interest in controlling/protecting one’s personal data, however, are there 

implications for the other interests? There do not seem to be any implications on the 

interest in controlling/protecting a personal space due to changes in technology, if anything 

the storage of data is moving away from the traditional notion of physical personal spaces 

with data being stored virtually. The risks also appear to be similar pre and post the 

development of technology. If an individual were to try and steal your identity before, they 

might steal a folder of personal data, now they would steal a computer or personal device. 

Are there risks for the interest in having privacy in order to express one’s self-identity, to 

reflect, to make decisions, to develop, to protect one’s personality and individuality? There 

does not seem to be as this does not seem to be an interest which would be affected by the 

storage of personal data. Finally, are there risks to the interest in having/having control or 

limited access to one’s personal relationships? Here, there could be, the interest is in 

pursuing and developing personal relationships, part of developing a relationship may 

involve communications enabled by online websites (typically social networking platforms), 

these communications become personal data. Hence the interest could be affected by the 

changes in methods of data storage.   

The next technological advance to consider is the significant changes to communication 

methods through the use of electronic communications. Electronic communications include 

the use of telephones, email, social networking, VoIP (Voice over Internet Protocol, 

examples of VoIP are services such as Skype and FaceTime). The first developments in 

telephone technology, in particular the use of Caller ID, were initially seen as high privacy 

infringements yet now the use of these systems is seen as the norm (DeCew, 1997).  
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Following Caller ID the first major development in online communications came in the form 

of email. Email started to initiate a change in communication style and habit across society. 

These changes led to the development of online social networks, which have changed the 

means in which society can conduct relationships and interactions.  Many would consider 

the use of email and other platforms to be additional forms of private communications, yet 

this does not always appear to be the case. Beginning with the use of email, email is now 

considered essential in everyday life. Email has raised many concerns which have affected 

various interests in privacy. The first would be the ease of destroying the privacy within 

communications, however, this also raises issues surrounding social norms. It is expected 

that the recipient of the email would keep the contents private, however, this is not always 

the case. Other issues include potential unauthorised access to emails and legal loopholes 

allowing employers access to staff email accounts. In these cases, individuals have interests 

in maintaining their privacy or at least extending their privacy to consider their virtual 

communications. Similar interests are affected through the use of social media. These social 

media enabled zones within the virtual arena create an environment with perceived public 

and private zones, however without any legal or enforced protections, can private areas 

really be considered as private? This dichotomy within the virtual space has also led to 

problems for our current concept of privacy in society. While an individual is free to post 

personal content, the service provider is free to remove this at their own discretion. Data 

can also be shared beyond the initial intended audience and once posted, the possibility of 

data sharing should not be underestimated. Some organisations have also been known to 

scrape large masses of data and store information for the purpose of mass data aggregation 

(Essaid, 2013). The interests overlap with those presented by virtual storage methods but 

also extend to consider privacy within a purely virtual zone. In these cases, the interest in 

the control/protection of personal data has again been affected. However, other interests 

are also affected. There are clear implications on an individual’s interest in having/having 
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control of one’s private personal relationships and there will be some overlap into an 

individual’s interest in the privacy of their personal spaces. For example, social media 

interactions take place in private environments yet can then be public. Also consider if 

someone’s landline phone is wiretapped, they could be conducting calls at home in their 

personal space yet they would not be able to have a private phone call. 

The next major advances to technology have been seen most clearly within techniques used 

for surveillance. Surveillance methods can be classified into the following categories: 

computing, telephone, camera and biometric. Computer-based methods include data 

mining techniques; telephone encompasses telephone tapping and data created by mobile 

devices. Camera-based methods comprise of CCTV, drone and satellite systems, while 

biometric methods are typically found at country border controls and include fingerprint 

scanning and iris scanning. The development of camera-based technologies has also aided 

other technological developments including care robots and self-driving vehicles. Primary 

privacy concerns stem from the storage of information and the sense of removed autonomy. 

Again, by considering the various interests in privacy (the privacy interest in 

controlling/protecting a personal space, the privacy interest in the control/protection of 

one’s personal data, the privacy interest in having/having control or limited access to one’s 

personal relationships, and, the interest in having privacy in order to express one’s self-

identity, to reflect, to make decisions, to develop as a person (the protection of one’s 

personality and individuality)), it seems clear that there are potential issues for all of the 

privacy interests. Firstly, the interest in having privacy in order to express one’s self-identity, 

to reflect, to make decisions, to develop as a person and to protect one’s personality and 

individuality. Camera-based technologies particularly when used in care robots could be 

seen to affect an individual interest in their identity if they feel that they do not have privacy, 

being observed changes how individuals act and present themselves. Surveillance systems 

could also allow for another to see intimate decision-making processes, for example, if 
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someone was to use a mobile device to research information regarding their health. This 

leads on to the interest in controlling/protecting one’s personal data, where it is clear that 

there could be implications. If surveillance methods were used to identify individuals and 

track their movements, would this information be protected and would the individual’s 

privacy be protected? The interest in having/having control over one’s personal 

relationships would be affected by any surveillance which infringes upon one’s perceived 

private space. This is another crossover of implication on one’s privacy interest in 

controlling/protecting a personal space.  

From the above broad discussion on privacy and the development of technology it is clear 

that there are implications on all the privacy interests (the privacy interest in 

controlling/protecting a personal space, the privacy interest in the control/protection of 

one’s personal data, the privacy interest in having/having control or limited access to one’s 

personal relationships, and, the interest in having privacy in order to express one’s self-

identity, to reflect, to make decisions, to develop as a person (the protection of one’s 

personality and individuality)). However, it is also clear that there is overlap between the 

privacy interests themselves especially when considering how the integration of technology 

has moved us from a purely physical world to a physical and virtual world. For example, 

camera-based surveillance can affect someone’s privacy within a physical environment 

whereas computer-based surveillance would affect someone’s life within the virtual sphere. 

Technology is having implications for privacy across both the physical and virtual worlds. 

After considering the development of technology and the effects on the privacy interests, it 

seems that when previous theorists have discussed privacy they have missed a key privacy 

interest. The privacy interests of controlling/protecting a personal space, in having/having 

control of one’s personal relationships and in expressing one’s self-identity, in reflecting, in 

making decision, in developing as a person and protecting one’s personality/individuality 
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have previously been considered as distinct interests with the privacy theories. However, I 

believe that this is wrong. The connection between these interests has been missed as the 

focus has been on privacy within the physical world. Traditionally the interest in 

controlling/protecting personal space has been used as a way to protect the interests in 

having/having control of one’s personal relationships and in expressing one’s self-identity, 

in reflecting, in making decisions, in developing as a person and protecting one’s 

personality/individuality. However, when we consider these privacy interests in the virtual 

space it is clear that physical spaces will not provide protection for the interests within the 

virtual sphere. Personal spaces do not exist online in the same way. Within the virtual world 

boundaries do not exist in the same way that they do in the physical world, as such we need 

to think differently about privacy. We no longer exist in a solely physical world, our lives 

function across the physical and virtual arenas and how we view privacy needs to take this 

into account. When considering the privacy interests and the development of technology it 

seems clear that some of the privacy accounts started to think about this and look into what 

physical spaces were used to protect. This is when the interests in having/having control of 

personal relationships and in expressing one’s self-identity, in reflecting, in making decision, 

in developing as a person and protecting one’s personality/individuality were considered. 

However, when thinking across the physical and virtual world, what seems to be important 

for the three interests (of controlling/protecting a personal space, in having/having control 

of one’s personal relationships and in expressing one’s self-identity, in reflecting, in making 

decision, in developing as a person and protecting one’s personality/individuality) is having 

the opportunity to not be observed.   

Before technology developed, the control of physical spaces was used as a method of 

limiting who could had the opportunity to observe us. This in turn protected the privacy 

interests in having/having control of personal relationships and in expressing one’s self-

identity, in reflecting, in making decisions, in developing as a person and protecting one’s 
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personality/individuality. These interests are still important to privacy, and now that we 

conduct our lives across the physical and virtual worlds, controlling a physical space is no 

longer enough to protect our privacy interests online as the physical and virtual spaces do 

not function in the same manner. However, what seems to be important to these two 

interests is that we have the opportunity to not be observed in order to conduct 

relationships and protect our personality/individuality. Having the opportunity to not be 

observed allows for privacy across both physical and virtual spaces. Therefore, our interest 

in privacy is to have the opportunity to not be observed, where this will be termed the 

privacy interest in unobservability, where one’s unobservability is what is important in both 

the physical and virtual worlds. What the interests in having/having control of personal 

relationships and in expressing one’s self-identity, in reflecting, in making decisions, in 

developing as a person and protecting one’s personality/individuality share is that we 

cannot easily do these things unless we have methods of action that are unobserved and 

where the evidence of these actions is also unobserved. In the past the interest in 

controlling/protecting a personal space was used, but this is no longer sufficient due to the 

developments in technology. We now need to consider our privacy interests not just in 

physical space but in physical and virtual ‘spaces’. As such the interest in unobservability 

(having the opportunity to not be observed) is what is important and is one of the interests 

which has been most adversely affected by the development of technology. This interest is 

the true privacy interest which other theorists have failed to establish. They have missed 

the overlap which is now clear from considering the privacy interests and how they function 

in the virtual world. This interest in unobservability is critical to our understanding of how 

technology has affected the interests in privacy. For this reason, the interest in 

unobservability will be discussed at length in Chapter Five.  

The other privacy interest that has been significantly affected is the interest in the 

control/protection of one’s personal data. As discussed above there are clear implications 
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on this interest which have arisen from the development of technology. The interest was 

significant in modern accounts of privacy and has been affected by almost all technological 

advances. For these reasons this interest must be explored further in order to establish if it 

is possible to protect the interest from the threats it faces. The interest in personal data will 

be explored in Chapter Four.  

Before we look in more detail at the privacy interests, we have accepted an account of 

privacy where privacy is viewed as an abstract concept which houses a range of specific 

privacy interests. Some of these interests may or may not be rights. In order for a privacy 

interest to be considered as a right it would have to be grounded in the fundamental 

interests established in Chapter Two. This thesis will look at two of those interests in detail, 

there may be more privacy interests, however, they will not be discussed here as the focus 

of this thesis is the effects of technology on privacy. Where this is our set up, it could be 

argued that such an account of privacy is reductionist in nature, however, this is not the 

case. We have already in section 3.1 dismissed reductionist accounts and we will briefly 

show how the thesis account is not reductionist in nature. Thomson argues that there is not 

a distinct right to privacy, where the right to privacy is a cluster of rights. The rights in the 

cluster are always overlapped by and can be fully explained by broader rights such as the 

rights over a person, property rights and rights not to be caused distress (Thomson, 1975). 

Thomson does not believe that there is any need to find out what is common within the 

cluster of privacy rights, for Thomson any privacy violation is better understood as the 

violation of a more basic right. In terms of similarity, this thesis also argues that there is not 

one right to privacy, the notion of privacy is abstract and hence under my account of rights 

(see Chapter Two) cannot be considered as a right. The thesis will argue in Chapter Four that 

there is a personal data privacy right and in Chapter Five that there is a personal 

unobservability privacy right. Under my account these privacy interests only give rise to a 

right when they are grounded in the fundamental interests, Thomson does not argue this 
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but suggests that privacy interests are only rights when they are connected to her broad 

general rights. The difference here is that Thomson believes rights are broad in nature which 

allows her to encompass smaller rights within their boundaries. Where privacy is reducible 

to those broad general rights. However, the thesis rights are specific, although grounded in 

abstract fundamental interests, the account does not allow for such general non-specific 

rights. For the thesis account there is also something distinct about privacy, where there are 

specific privacy rights which can be infringed upon. These infringements harm an individual’s 

fundamental interests and not another broad right. The thesis argues for distinct specific 

privacy rights grounded in our fundamental interests opposed to Thomson’s broad general 

rights where privacy is reducible to the general rights.  

 Conclusion  

By initially considering accounts of privacy, it was possible to establish the following 

significant interests in privacy; of controlling/protecting one’s personal data, of 

controlling/protecting a personal space, in having/having control of one’s personal 

relationships and in expressing one’s self-identity, in reflecting, in making decisions, in 

developing as a person and protecting one’s personality/individuality. After establishing the 

privacy interests, it was important to then look at how technology has affected the privacy 

interests. To establish how technology has affected the privacy interests, various examples 

of technological advance were considered; virtual data storage methods (from non-online 

databases to cloud-based systems), data collection/amalgamation and associated analysis 

tools, electronic communications and use of camera-based technologies (surveillance 

(including wiretapping), care home robots). It was concluded that there are significant 

implications on all the privacy interests from the threats of technology. It is also clear that 

there is overlap between the privacy interests themselves especially when considering how 

the integration of technology has moved us from a purely physical world to a physical and 

virtual world. The privacy interests of controlling/protecting a personal space, in 
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having/having control of one’s personal relationships and in expressing one’s self-identity, 

in reflecting, in making decisions, in developing as a person and protecting one’s 

personality/individuality were previously considered as distinct interests. However, after 

analysing the impact of technology on the privacy interests it became clear that what is 

important within these interests in having the opportunity to not be observed. This privacy 

interest has been termed an interest in unobservability and will be discussed in Chapter Five. 

The other interest which was significantly affected by the development of technology is the 

interest in controlling/protecting one’s personal data. This interest will be discussed in 

Chapter Four.  
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4 Personal Data  

In Chapter Three it was established that the privacy interests most affected by the threats 

from technology are the interests in controlling/protecting one’s personal data and in 

unobservability (where the interest in unobservability encompasses the following interests; 

in having/having control of personal relationships and in expressing one’s self-identity, in 

reflecting, in making decisions, in developing as a person and protecting one’s 

personality/individuality). This chapter aims to explore the interest in controlling/protecting 

one’s personal data in more detail. While the interest in controlling/protecting one’s 

personal data is a privacy interest, this does not mean there is a right to control/protect 

personal data. For there to be a right to control/protect personal data the interest needs to 

be grounded by the fundamental interests. Based upon this, it would follow that if the 

dissemination of data sets back individuals’ fundamental interests, then there is a right for 

the data not to be disseminated, and perhaps a right that such data should be protected. 

First consider what it means to disseminate, to disseminate data means the data is being 

made public, where to make data public does not just refer to publishing the information, 

but to any action which results in another person or machine finding out the data. It would 

also follow that if the sharing of data is required in order to not harm an individual’s 

fundamental interests, then the individual should have a right to share this data1. In order 

to not harm an individual’s fundamental interests, it may be required that a specific piece 

of data be shared but only with a limited dissemination.  

This chapter begins from the idea that an individual’s data is personal data if disseminating 

the data (making this data public) has a reasonable chance of setting back that individual’s 

fundamental interests. This definition of personal data allows for an account which accepts 

                                                             
1 For this chapter it is simply acknowledged that there are cases where in order to protect the 
individual’s fundamental interests, the sharing of their personal data would be required. Such 
cases will be discussed in Chapter Six.  
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that individuals are allowed to share their own personal data, and for cases in which it is 

necessary to share someone’s personal data in order to not set back their fundamental 

interests (see Chapter Six for further discussion). It is necessary to expand on the use of the 

phrase ‘reasonable chance’. Where we have used Feinberg in section 2.3 of the thesis to 

define set back, here we are going to extend this in order to define a reasonable chance. For 

Feinberg, there is a reasonable chance not when an action necessarily causes harm in every 

case, but when there are sound grounds for taking it to be that the action creates 

unreasonable risks of harms to other persons. So that there are grounds for accepting harm 

may occur (Feinberg, 1987, p.11).  

It is also necessary to clarify what it means to set back the fundamental interests, where 

setting back/harming the fundamental interests was first discussed in section 2.3. To define 

harm, we use the work of Feinberg in his book, The Moral Limits of the Criminal Law: Harm 

to Others (1987). Feinberg defines harms as the wrongful setback to interests (1987, p.36). 

Harms which are wrongful are the problem for an individual’s fundamental interests, where 

it is the wrong that sets back the fundamental interest and affects someone’s life. In order 

to show that an action is harmful and sets back an individual’s fundamental interests, both 

of the following statements must be correct; firstly, that the action is wrongful and secondly, 

that the result of the action is setting back an individual’s fundamental interests (1987, 

p.36). Such a definition encompassed the fundamental interests as defined in section 2.2. 

As such when the setting back of one’s fundamental interests or harm to one’s fundamental 

interests is mentioned, it is referring specifically to wrongful setbacks to the fundamental 

interests, where harms that are wrongful are a problem for the fundamental interests. In 

order for there to be a right, there must be a reasonable chance that the dissemination of 

the data would set back an individual’s fundamental interests. If it were to be the case that 

any data that potentially could at any point lead to set back of an individual’s fundamental 

interests was considered to be personal data and there was a right to protect such data, the 
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right would become effectively unbounded, questioning its status as a right at all. The right 

must be based on whether the data were to be disseminated/non-disseminated if there is a 

reasonable chance of setting back the fundamental interests. However, this does not mean 

that we forget the potential implications of personal data amalgamation. This presents 

numerous risks to individuals and where personal data can be amalgamated to a point 

where there is a reasonable chance the fundamental interests are set back this needs to be 

taken into account when considering if data should be considered as personal data.  

The thesis definition of personal data also considers the contextual nature of personal data. 

What sets back an individual’s fundamental interests will vary between geographic regions. 

Under the definition of personal data, an individual can still have an interest in their data 

even in cases where their data is not considered personal data. Where their data is personal 

data (an individual’s data is personal data if disseminating the data (making this data public) 

has a reasonable chance of setting back that individual’s fundamental interests), the 

individual has a moral right which the government has the capability to protect (see section 

2.3) whether the government should protect these rights in law will be considered in section 

6.3.  

The definition of personal data established above differs significantly from the traditional 

definitions used in legislation in the UK and EU. This raises a few questions, first, is there any 

data which should be considered as personal data? This question will be considered in 

section 4.1. In order to answer this question, various different examples of data will be 

considered to see if the data is personal data. This section of the chapter will conclude that 

there are examples of data which should be considered as personal data. As there are 

examples of personal data, there will be no need to argue further for a personal data right. 

By defining personal data in terms of the fundamental interests, if there are any examples 

of personal data then there is a personal data right. The next section of the chapter (4.2) will 
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then consider if there are enough legal protections in place in order to protect our personal 

data right. In order to do this, the current set up of legislation and regulation will be 

considered. By considering the current legal protections of personal data (under the EU 

definition) we will conclude if the thesis privacy right (personal data right) has sufficient 

protections or if more needs to be done. Section 4.1 and 4.2 will not be seeking to establish 

the nature of the right, just if there is personal data and hence a right (section 4.1) and if 

personal data is currently protected enough (section 4.2). 

 Is there Personal Data? 

Building from the framework of rights, the fundamental interests, and the privacy interests 

established in Chapter Two and Chapter Three, we know that the privacy interest in 

controlling/protecting one’s personal data is one of the privacy interests which has been 

adversely affected by the development of technology. For ease in this chapter and the rest 

of the thesis, the interest in controlling/protecting one’s personal data will be termed the 

interest in personal data, unless otherwise stated. From the above discussion it follows that 

if the dissemination of an individual’s personal data has a reasonable chance of setting back 

their fundamental interests, then they have a right for the data not to be disseminated. At 

the same time, if the sharing of personal data is required to not set back an individual’s 

fundamental interest then the individual must also be able to do this. The rights surrounding 

personal data are not as simple as just limiting the dissemination of personal data.  This ends 

this chapter’s discussion of the nature of the right surrounding the interest in personal data. 

What the right entails is not the focus of this section, for now it is important to establish if 

there is personal data. 

From here it needs to be established if there is any data which can be considered as personal 

data. To answer this, specific examples of data will be considered in order to ascertain if the 

data has a reasonable chance of setting back an individual’s fundamental interests. By 



75 
 

establishing that there is data which if disseminated could have a reasonable chance of 

setting back someone’s fundamental interests, this will prove that there is personal data, 

and hence that there is a right. When considering the examples, all the fundamental 

interests will be considered. This is because different groups of people may have different 

fundamental interests which could be set back by the dissemination of the data. While the 

right might be the same it is important that various fundamental interests are considered. 

This is supported by DeCew who discusses how different fundamental interests can ground 

the same right (1997).  

Before considering the specific examples in order to establish if there is personal data, it is 

first useful to recap the definitions of the fundamental interests discussed in Chapter Two. 

The fundamental interests of equal concern, respect/dignity, liberty, autonomy and welfare 

are defined as follows. Equal concern is defined in terms of the decisions made surrounding 

the distribution of goods and opportunities, respect/dignity is defined in terms of not being 

treated in an undignified manner/being treated with dignity. The fundamental interest of 

autonomy is the ability to choose a concept of a worthwhile life and the fundamental 

interest in liberty is defined as being free to pursue this idea of a worthwhile life. The final 

fundamental interest, welfare, is defined as a minimum provision for individuals.  

The first example to consider concerns A’s relationship with B, where A and B are sexual 

partners. A and B are adults and are not happy for this information to be freely available. 

Should this data be considered as personal data? Is there a reasonable chance that A or B’s 

fundamental interests of equal concern, respect/dignity, autonomy, liberty or welfare will 

be set back if this information is freely known? The first fundamental interest to consider is 

the fundamental interest in equal concern, where equal concern is the right to equal 

treatment in regard to the decisions made surrounding the distribution of goods and 

opportunities. If another knowing about this information has a reasonable chance of 
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changing how decisions are made about the distribution of goods and opportunities then it 

would seem that the data should be considered as personal data. In some countries, 

someone’s sexual identity has a reasonable chance of impacting how decisions are made 

about their access to goods and opportunities. Therefore, for one to have equal concern, 

one should be able to protect others’ access to the information which might affect their 

treatment. Dworkin suggested that in order to be treated equally one must be able to 

control who has access to such personal information. This fits with how we view personal 

relationships, an individual’s sexual relations do appear to be private and especially when 

they have a reasonable chance of impacting on how one is treated within society. This also 

seems to extend past an individual’s sexual identity. In some other societies there is 

opposition to sexual relations outside of marriage, for instance. If another were to find out 

about such sexual relations, there is a reasonable chance that the individuals would not be 

treated with equal concern or respect/dignity either. If they were to be treated in an 

undignified manner, their fundamental interest in respect/dignity would be impacted. In 

some countries this has a reasonable chance of having direct implication on their lives not 

just their equality. For this reason, it seems that information regarding specific relationships, 

in this case a sexual relationship should be considered as personal data. If such information 

were to be disseminated it is clear that there is a reasonable chance of situations in which 

the fundamental interests would be set back. However, this case is relative, with the 

outcome being influenced by the societal circumstances. While the case is relative, it still 

holds, even in the most liberal countries there are individuals who harbour beliefs that 

discriminate against individuals in homosexual relationships or individuals engaging in pre-

marital sexual relationships. Where there is a reasonable chance of setting back an 

individual’s fundamental interests this constitutes the grounding for a right, even if this 

comes from one bigoted individual or from widespread prejudice. Risks will have to be 

evaluated on a cultural basis. However, while this specific case is an example of personal 
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data, does it hold that all relationship data should be considered as personal data? While 

not everyone will have a right, in order for the individual’s information to be protected by 

the law all relationship information will have to be considered as personal data. If only some 

individuals’ relationship information was protected it would indirectly confer information 

regarding their relationship/sexual identity, putting individuals at risk of setting back their 

fundamental interests. This may not be the case for all personal data, yet, this is the case for 

personal relationship information due to how the information will need to be protected.  

From this example then consider information regarding a friendship, could information 

regarding a friendship across a deeply divided society also be considered as personal data? 

The definition of personal data is that an individual’s data is personal data if disseminating 

the data (making this data public) has a reasonable chance of setting back that individual’s 

fundamental interests, this definition allows for cases where personal data for one 

individual may not be for another. In some cases to protect individuals, it might require that 

all personal relationship data is considered as personal data in terms of the protections 

required for individuals. Generally, friendships may not usually be seen as personal data, yet 

a friendship across a divided society might be. Where a relationship has a reasonable chance 

of impacting an individual’s equality, hence setting back the individual’s fundamental 

interests, this example is an example of personal data. Based on this, there will be cases 

where individuals have a right regarding information about their friendships in specific 

situations, for example, across a divided society. The right given, as discussed earlier, is not 

a legal right but a moral right which could be protected by the government. However, in this 

case does this mean that all information regarding friendships should be considered as 

personal data? In the case of a deeply divided society this may be the case. Yet, hopefully 

such cases are rare and friendships would not necessarily be a standardised piece of 

personal data.  
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Returning to the case of A and B’s relationship, are there further potential setbacks to the 

other fundamental interests? If the data were to be disseminated is there a reasonable 

chance of setting back an individual’s fundamental interest in autonomy, where autonomy 

is defined as the ability to choose a concept of a worthwhile life. In this case A and B value 

building a personal relationship as part of their concept of a worthwhile life. Liberty is 

defined as being free to pursue this idea of a worthwhile life, so if they were unable to 

conduct this relationship due to a lack of privacy surrounding their relationship data, there 

are direct implications on their liberty, this is another set back to the individual’s 

fundamental interests. Consider the final fundamental interest of welfare, if there is a 

reasonable chance of A or B suffering welfare based discrimination because of their 

relationship data then there would be clear implications on their fundamental interests. 

Regardless, in this example, it seems that there is a reasonable chance that A and B’s 

fundamental interests in equal concern, respect/dignity and liberty, have a reasonable 

chance of being set back should their relationship information be made public. Therefore, A 

and B’s relationship information should be considered as personal data. Hence, A and B have 

a right to protect this information.  

Consider the next example; C is HIV positive, C is an adult. Is this information personal data? 

Is there a reasonable chance of setting back C’s equal concern if this information about them 

was disseminated? When there is a stigma towards certain medical conditions, such as HIV 

there is a reasonable chance of implications on individuals’ equality as to how decisions 

regarding their access to goods and opportunities are afforded. This infringement on their 

fundamental interest suggests that C’s HIV status should be considered as personal data. Is 

this the same if there was no stigma towards C’s medical condition? In an idealised society 

there may be no stigma towards medical conditions, however, this is not currently the case. 

There may be some medical conditions without stigma attached, for example, hay fever or 

tonsillitis. In these cases, the fundamental interest in equal concern may not be set back if 
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this information were to be disseminated. However, this does not mean that unless there is 

a stigma surrounding the medical condition it should not be treated as personal data. 

Consider whether there is a reasonable chance of setting back the fundamental interest of 

respect/dignity if an individual’s medical information is shared. Intuitively it seems that for 

someone to be treated with respect/dignity, information surrounding their health/medical 

conditions should not be freely available or made public. In such cases where one’s medical 

information were to be publicly available it seems that there is a reasonable chance of them 

being treated without dignity. From this it seems that there are examples of medical 

conditions which should be considered as personal data due to there being a reasonable 

chance of setting back the individual’s fundamental interest of respect/dignity. Next, is C’s 

fundamental interests of autonomy and liberty set back if others were to know about their 

condition? It seems that it would not affect their decision-making regarding a concept of a 

worthwhile life, however, there may be implications on their liberty (being free to pursue 

this idea of a worthwhile life). If there is a reasonable chance that stigma from others would 

prohibit C from access to opportunities or achieving their view of a worthwhile life then C is 

suffering a set back to their fundamental interest of liberty. The final fundamental interest 

to consider is welfare, is there a reasonable chance of setting back one’s welfare if their 

medical data were to be made public? Welfare is defined as minimum provision for 

individuals. This does not seem to be affected by the dissemination of one’s medical 

information. There may be implications on the distribution of welfare, however, this is our 

fundamental interest in equal concern and not on the welfare interest itself. Based on the 

above there are situations which suggest that there is a reasonable chance of setting back 

an individual’s fundamental interests of equal concern, respect/dignity and liberty should 

their medical information be made available, where in some cases this is due to the stigma 

attached to a condition. There are also risks to an individual’s respect/dignity fundamental 

interest regardless of the medical condition. Where this is true it is clear that there are 
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examples of personal data. As with the example of A and B’s relationships, in order to 

protect some individual’s medical data it would be required that all medical information is 

considered as personal data.   

Consider the next example, D is an adult who is having financial problems. D owes significant 

amounts of money. Should this information be considered as personal data? Does this 

information being made public set back D’s fundamental interests? First consider the 

interest in respect/dignity, is there a reasonable chance that D be treated with dignity 

should it be known that they owe significant amounts of money? Say D is shopping and 

information surrounding those in financial troubles was freely available. D may be treated 

differently, they may be targeted or followed to ensure they don’t steal, or be denied certain 

opportunities/promotions. Should everyone’s financial state be known there is a reasonable 

chance that there is a significant change in how people may be treated which does not align 

with treating individuals with respect/dignity. Based on this it is clear that financial 

information should be considered as personal data. Are there other fundamental interests 

which may be set back should one’s financial information be made public? Deliberate the 

fundamental interest of equal concern, where equal concern considers being respected in 

the decisions about how these goods and opportunities are to be distributed. As with 

medical conditions there is a reasonable chance that people will be treated with stigma due 

to their financial situation, where this may then affect the opportunities they are offered. 

As such, financial information should be considered as personal data. Is the fundamental 

interest of autonomy set back? This information being public should not take away from D 

being able to form a concept of a worthwhile life, but it may affect if they are free to do so 

(liberty), should they not be offered opportunities. There does not seem to set back an 

individual’s welfare fundamental interest, as the fundamental interest is only in minimum 

provision. However, based on the previous setbacks to fundamental interests discussed it is 

clear that financial information should be considered as personal data.  
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The above examples (sexual relations, friendships, medical data and financial data) have all 

been considered as personal data. This proves that the definition is functional in declaring 

information as personal data, but is the definition too all-encompassing to be useful? 

Consider an example which starkly contrasts with the examples considered above. Should 

someone’s hair colour be considered as personal data? Is there a reasonable chance of 

setting back the individual’s fundamental interests if someone’s hair colour were to be made 

public? There does not seem to be any setbacks to their fundamental interest of equal 

concern. Hair colour has not and is not being used to make decisions regarding the 

distribution of goods or opportunities. There does not seem to be any cases where there is 

a reasonable chance of setting back one’s respect/dignity, or one’s ability to choose a 

concept of a worthwhile life (autonomy) or being free to pursue this idea of a worthwhile 

life (liberty). Finally, there does not seem to be any implications on one’s welfare 

fundamental interest. As such this is an example which shows the definition of personal data 

is not all-encompassing.  

This section has established that there is personal data under the following definition; an 

individual’s data is personal data if disseminating the data (making this data public) has a 

reasonable chance of setting back that individual’s fundamental interests. By concluding 

that there is personal data it is clear that there is a right. The nature of this right will be 

considered in section 4.3. Before the nature of the right can be concluded, it is first necessary 

to consider the current protections for personal data in order to answer the question; are 

there enough protections for personal data as defined by the thesis or does more need to 

be done to protect our privacy right?  

 The Protections of Personal Data  

Above it was concluded that there is personal data under the thesis definition (an 

individual’s data is personal data if disseminating the data (making this data public) has a 
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reasonable chance of setting back that individual’s fundamental interests). The next 

question to consider is, are there adequate protections in place to protect personal data 

under the thesis definition or are more protections required? Before continuing it is useful 

to consider what it means to protect personal data. While individuals must be able to share 

their own personal data (this will be discussed in more detail in Chapter Six), others 

(individuals or organisations) should not be able to share the individuals’ data (unless they 

have permission to do so). Protecting personal data is about stopping others from accessing, 

using or sharing another’s personal data without permission. As established in section 2.3 

of the thesis the government has the capability to protect these rights, if the government 

should protect these moral rights will be considered in depth in section 6.3. The government 

currently protects what it classifies as personal data through several pieces of legislation, 

primarily the Data Protection Act (DPA) (1998) and the General Data Protection Regulation 

(GDPR) (2016). By providing an overview of the legislation, we should be able to draw 

conclusions about whether there are adequate protections in place to protect personal 

data. Please note that this thesis will predominantly consider the legal precedents and 

protections in the United Kingdom (UK). As the UK is a member of the European Union (EU), 

regulations produced by the EU apply automatically in addition to UK law, therefore some 

of the legislation/regulation discussed will also apply across the EU. Should the UK leave the 

EU, the UK plans to initially adopt all existing EU legislation before then removing legislation 

it perceives to be unnecessary. This should ensure the continuation of protections for data 

processing and data subjects within the UK.   

The definitions of personal data within the thesis and within UK legislation differ 

significantly. For this reason, when personal data is mentioned in this section of the thesis, 

the definitions used will be annotated as follows. Personal data (T) when discussing the 

thesis version and personal data (L) when discussing the definition of personal data used 

within the DPA and GDPR. The DPA and the GDPR use very similar definitions of personal 
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data and they are as follows, in the DPA personal data is defined as data identifiable to living 

persons in the UK (1998). The GDPR defines personal data in the following manner; 

 ‘‘personal data’ means any information relating to an identified or identifiable 

natural person (‘data subject’); an identifiable natural person is one who can be 

identified, directly or indirectly, in particular by reference to an identifier such as a 

name, an identification number, location data, an online identifier or to one or more 

factors specific to the physical, physiological, genetic, mental, economic, cultural or 

social identity of that natural person.’ (European Parliament & Council, 2016) 

Due to the similarity there is no need to consider separate definitions.  

Once an overview of the protections for personal data (L) have been considered, we will 

look at how the protections will function in the future for personal data (T). In Chapter Three 

it was concluded that the development of technology is posing further risks to the privacy 

interests, as such when considering the protections, it is necessary to look at how and if they 

are future-proofed. By considering each of these points, the section will be able to conclude 

if more needs to be done to protect the right and hence the fundamental interests.   

Before moving on to discuss the legislation in place, it is important to mention that there 

can be other protections at play for personal data (T) as mentioned in Chapter One. Social 

norms can play a role in the protections of personal data (T), however, while social norms 

do work well to protect some rights, relying on them in a fast-moving environment, such as 

that created through the development of technology looks to be problematic. Therefore, 

the focus is on the regulatory norms for this reason, the robust protections of the law are 

required and hence the focus is on whether there are currently adequate protections in 

place to protect personal data (T).  
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In the UK and the EU there is specific legislation enacted to protect personal data (L). For 

this reason, this section of the thesis will not consider the more general right to privacy 

enacted within the European Convention on Human Rights (1953) and the Human Rights Act 

(2000), where the Human Rights Act gives further effect to the rights and freedoms 

guaranteed under the European Convention. The European Convention on Human Rights 

lists a right to privacy in Article 8. This general right to privacy does not provide specific 

protections for personal data (L) as these are encompassed within other pieces of 

legislation. The general right to privacy will be discussed in more detail in Chapter Five 

(section 5.2).  

Current protections in the UK are encompassed in the DPA (1998) (commencement: March 

2000). The 1998 DPA replaced the 1984 DPA and the Access to Personal Files Act (1987). The 

DPA (1998) also saw the UK fall in line with the EU Data Protection Directive (1995). The EU 

Data Protection Directive (1995) has now been superseded by the GDPR (2016) adopted in 

May 2018. The GDPR (2016) will sit alongside the UK’s DPA (1998) to provide protections for 

citizens in the UK. In order to fully understand the reach of the legislation it is necessary to 

consider both the DPA (1998) and the GDPR (2016) in more detail. The DPA (1998) defines 

the processing of data identifiable to living persons in the UK. The DPA provides a way for 

individuals to control their personal information. It should be noted that this legislation does 

not apply to data stored for domestic purposes, for example personal address books and 

there are also exemptions for reasons of national security, crime and taxation. However, 

anyone or any organisation holding or using personal data (L) for any other purpose must 

comply with the Act. Compliance with the DPA is regulated and enforced by an independent 

authority, the Information Commissioner’s Office (ICO). The DPA states that everyone 

responsible for using data has to follow strict rules known as the data protection principles. 

There are eight principles which are as follows (within the quote all references to personal 

data relate to the legislative definition):  
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• ‘Personal data shall be processed fairly and lawfully and, in particular, shall not be 

processed unless- 

• At least one of the conditions in Schedule 2 is met, and  

• In the case of sensitive personal data, at least one of the conditions in Schedule 3 is 

also met.  

• Personal data shall be obtained only for one or more specified and lawful purposes, 

and shall not be further processed in any manner incompatible with that purpose 

or those purposes.  

• Personal data shall be adequate, relevant and not excessive in relation to the 

purpose for which they are processed.  

• Personal data shall be accurate and, where necessary, kept up to date.  

• Personal data processed for any purpose or purposes shall not be kept for longer 

than is necessary for that purpose or those purposes.  

• Personal data shall be processed in accordance with the rights of data subjects 

under this Act.  

• Appropriate technical and organisational measures shall be taken against 

unauthorised or unlawful processing of personal data and against accidental loss or 

destruction of, or damage to, personal data.  

• Personal data shall not be transferred to a country or territory outside the European 

Economic Area unless that country or territory ensures an adequate level of 

protection for the rights and freedoms of data subjects in relation to the processing 

of personal data.’ (UK Government Data Protection Act, 1998) 

In order to clarify, the DPA provides the following definitions: a data subject is an individual 

who is the subject of personal data (L). Schedule 2 are the conditions relevant for purposes 

of the first principle (processing of any personal data (L)) and Schedule 3 are the conditions 
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relevant for purposes of the first principle (processing of any sensitive personal data (L)). 

The DPA does have some notable exceptions which are as follows: 

• National Security (Section 28), any processing for the purpose of safeguarding 

national security is exempt from all the data protection principles.  

• Crime and Taxation (Section 29), data processed for the detection or prevention of 

crime, the apprehension or prosecution of offenders or the assessment or collection 

of taxes. 

• Domestic Purposes (Section 36), data processing only for the purpose of an 

individual’s personal, family or household affairs. 

The first two exemptions for national security and crime and taxation offer a wide remit in 

which the principles can be overturned, this has the potential to allow for privacy violations 

to occur. There have been examples of this in the past with the police overstepping their 

authority, hopefully the legal ramifications of these cases will discourage further 

manipulation of the exceptions (Jones, 2013; Milnes 2016). In most cases for such privacy 

violations to occur a warrant would be required to be authorised by an independent judge, 

this is in part due to the implementation of the Investigatory Powers Act (2016) which will 

be discussed later in this section. For now, assume that these exemptions are used fairly and 

do not take away from the principles of the DPA.  

The Domestic Purposes exception was designed to apply to personal storage of data such as 

others’ addresses in address books. In terms of sharing data on a domestic level this may 

not present the same concerns when compared to the potential of data sharing by large 

organisations who have access to your personal data (T), yet this does mean that there may 

not be some limits to the DPA and its effectiveness for the protection of personal data (T). 

The DPA exemption for domestic purposes relies on the fact that one would not be 

processing the data. The exemption for domestic purposes allows for a wide interpretation 
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and may not have been truly considered within the landscape of technology as it is currently 

used. For example, if an individual were to post photos of the addresses in their address 

book online via social media, would this be against the law? This would have direct 

implications on the individual’s rights and may be not in the spirit of the exemption but does 

that make it illegal? This would be a case that would likely be argued in court. When 

considering the domestic exemption, it is important to think about whether the online 

sphere could be considered domestic. While the internet may be accessed from domestic 

spaces, the virtual world cannot be thought of as domestic due to the nature of the 

interactions which take place within the sphere. In addition to this, all online interactions 

are recorded in some manner, where this data is then stored and processed. These 

interactions do not fit with the domestic exemption. The virtual sphere’s only connection to 

the domestic world is through the portals in which it is accessed.   

Before moving on to consider the protections granted under the GDPR, it is also pertinent 

to note a less obvious limitation within the DPA. The DPA uses the term ‘appropriate 

technical measures’ when considering the protection of personal data. This allows for a very 

wide-reaching interpretation. While it is suitable language in that it allows the legislation to 

adapt somewhat to the changes of technology, it would be difficult in a court to establish 

what level of technical measures is deemed appropriate. As technology changes the 

protections in place will have to change. The question for this limitation seems to depend 

on how it is enforced rather than the wording itself. Once all the legal protections have been 

considered and analysed in relation to the thesis definition of personal data (T), it will then 

be necessary to consider if these regulations will work in the future. This is when it will be 

necessary to ascertain if the terminology in the DPA allows for protections as technology 

presents further threats.  
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The next piece of regulation to consider is the GDPR (2016). The GDPR came into force in 

May 2018, has the full title of Regulation (EU) 2016/679 of the European Parliament and of 

the Council on the protection of natural persons with regard to the processing of personal 

data (L) and on the free movement of such data, repealing Directive 95/46/EC. The GDPR is 

designed to enable individuals to better control their personal data (L) in a modern society. 

The unified rules also hope to benefit the digital single market and utilise the opportunities 

provided, by simplifying regulation into one document and ensuring user trust in 

protections. The regulations were brought in following a survey with participants from 

across the EU (individuals and organisations) which found that 90% of responders wanted 

the same data protections across the European Union not just within their home country 

and that many were concerned about the future of potential conflicts in data protection 

regulations across the member states of the European Union (European Commission, 2016). 

Trust had also started to dwindle following the Max Schrems vs. Facebook case which went 

through the Court of Justice of the European Union and the Snowden leaks in 2013. Max 

Schrems is an Austrian lawyer, author and privacy activist. His activism started after he made 

a request under the European ‘right to access’ provision for Facebook’s records on himself, 

he received a CD containing over 1200 pages of data which he then published online. 

Following this he filed a complaint against Facebook with the Irish Data Protection 

Commissioner (Facebook’s European headquarters is in Ireland).  Facebook was then 

audited under European law and forced to delete some files as well as disable their facial 

recognition software. It was in 2013 Max Schrems filed a second complaint with the 

intention of prohibiting Facebook from further transferring personal data (L) from Europe 

to the United States, given the alleged involvement of Facebook USA with the PRISM mass 

surveillance programme. While this was initially rejected by the Irish Data Protection 

Commission, it was passed to the European Court of Justice. This led to the introduction of 

the EU-US Safe Harbour Principles, in order to provide an adequate level of protection for 
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data produced/collected in Europe. In September 2015, this agreement was declared as 

invalid by the European Court of Justice. This had numerous repercussions in particular 

causing the European Union to reconsider how data is stored abroad. The influence of the 

filings by Schrems played their part in key changes to European legislation, in particular the 

GDPR.    

The key changes pioneered in the GDPR can be categorised under the following headings; 

scope, responsibility and accountability, consent, data protection officer (DPO), sanctions, 

right to erasure and data portability. Beginning with the scope of the regulations, the 

regulations apply to all data controllers and/or processing in the EU as well as all data 

subjects based in the EU. A data controller is defined as ‘a person who (either alone or jointly 

or in common with other persons) determines the purposes from which and the manner in 

which any personal data are, or are to be, processed’ (GDPR, 2016). The regulations extend 

to cover all organisations which process/store the personal data (L) of EU citizens. This 

includes organisations, which have specific national exceptions for reasons such as national 

security. The regulations will also extend to protect individuals when going through police 

procedures, even though police procedures will continue to vary between member states. 

This extension to include all organisations which process and store the personal data (L) of 

EU citizens is significant and has had global implications, international companies have had 

to adapt their procedures if they want to continue to operate within the EU. 

The changes in responsibility and accountability can be summarised in the following points. 

The notice requirements for data protection incidents remain and have been expanded to 

include the retention time for personal data and contact information for the data controller 

and the details of the national data protection officer (DPO). The DPO is a new required role 

introduced under the GDPR. A DPO must be appointed for all public authorities and for any 

organisation where the core activities involve ‘regular and systematic monitoring of data 
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subjects on a large scale.’ (GDPR, 2016) The changes also allow for automated individual 

decision-making including profiling to be contestable. Citizens will now have the right to 

question and fight decisions that affect them that have been made on a purely algorithmic 

basis. Corporate accountability has also extended to include privacy by design and privacy 

by default. This change requires that data protection provisions are designed into the 

development of business process for all products and services, and, if the product allows the 

user to change privacy setting the default must be highest privacy setting available, not that 

that necessarily infers a high level of protection. The regulations also require data protection 

impact assessments to be conducted when there are specific risks to the rights and 

freedoms of data subjects. If the risks are considered high, prior approval of the data 

protection impact assessment from the DPO is required. These changes clarify and extend 

the privacy protections in the legislation.  

The next significant change has been to the manner in which consent is agreed. The GDPR 

states that valid consent must be explicit for all data collected and the purpose of the data 

collected must be given. Article 4 of the GDPR defines consent as;  

‘any freely given, specific, informed and unambiguous indication of his or her wishes 

by which the data subject, either by a statement or by a clear affirmative action 

signifies agreement to personal data relating to them being processed.’ (2016)  

Where data processing is usually considered on an organisational scale. The GDPR also goes 

on to define the terms ‘affirmative action2’ and ‘freely given3’. However, there are some 

                                                             
2 In Recital 25, clear affirmative action is defined in terms of what is and isn’t valid;  

‘this could include ticking a box when visiting an Internet website, choosing technical setting 
for information society or by any other statement or conduct which clearly indicates in this  
context the data subject’s acceptance of the proposed processing of their personal 
data…silence, pre-ticked boxes or inactivity should therefore not constitute consent.’ (2016)  

3 The fact that there must be ‘genuine and free choice’ is emphasised in Article 7(4):  
‘When assessing whether consent is freely given, utmost account shall be taken of the fact 
whether, among others, the performance of a contract, including the provision of a service, 
is made conditional on the consent to the processing of data that is not necessary for the 
performance of this contract.’ (2016) 
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exceptions to required consent, the first exceptions state that under Article 5(1)(b), 

additional processing for archiving in the public interest (as defined by the member state), 

statistical purposes or scientific and historical research generally will be considered 

compatible and therefore exempt from specific consent. This could mean that the data 

controller will not have to remove or rectify data after a data owner or subject has 

withdrawn consent. Another exception to this occurs if the GDPR removes the option to opt-

out of providing consent through inactivity and pre-ticked boxes as a means of providing 

consent. For example, it is now required that consent is given for the use of cookies yet the 

exception applies where cookies are deemed as strictly necessary for the legitimate purpose 

of enabling the use of a specific service requested by the user or subscriber. Changes 

continue with the introduction of set warnings and fines as sanctions; these are significantly 

higher than previous fines issued in relation to data protection offences.  

The GDPR has also removed the right to be forgotten and replaced it with the right to 

erasure. The regulations state that the data subject has the right to request erasure of 

personal data (L) relating to them on a number of grounds. The grounds prominently stem 

from issues of non-compliance with legal standards and include cases where the legitimate 

interests of the controller are overridden by the interest or rights and freedoms of the data 

subject which require protection of personal data (L). The final significant change is to data 

portability. A data subject must be able to transfer personal sensitive data from one 

electronic processing system to another, without being prevented from doing so by the data 

controller. The data must also be stored in a structured and commonly used electronic 

format.  

The above has summarised the key changes which will be implemented by the GDPR. While 

these changes make significant leaps in terms of data protection, especially for data stored 

electronically, there are still major public concerns and limitations, which could impact the 
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effectiveness of the legislation. On top of the exceptions under the consent clause discussed 

above, there are further exceptions to the GDPR as a whole. Member states’ national laws 

provide exceptions for matters of national security and defence, the prevention, 

investigation, detection and prosecution of criminal offences, and the protection of data 

subjects and the rights and freedoms of others are concerned. These reasons can also lead 

to the following obligations being lifted; obligation to inform data subject of processing their 

personal data (L), the duty to reveal certain data processing processes to the data subject, 

the right of the data subject to access their data, the right of access to research data and the 

obligation to ensure basic principles of good data management. The limitations of the GDPR 

are very similar to the limitations of the DPA and will be discussed later in this section of the 

chapter and in section 7.3. The GDPR also uses some vague terminology particularly in 

regard to their definition of personal data (L). In the GDPR:  

‘‘personal data’ means any information relating to an identified or identifiable 

natural person (‘data subject’); an identifiable natural person is one who can be 

identified, directly or indirectly, in particular by reference to an identifier such as a 

name, an identification number, location data, an online identifier or to one or more 

factors specific to the physical, physiological, genetic, mental, economic, cultural or 

social identity of that natural person.’ (European Parliament & Council, 2016) 

The term ‘related to’ also raises several questions. Consider the following situation, E and F 

are friends. This information relates to both E and F, should their friendship be considered 

as personal data (L)? The EU definition of personal data seems to suggest that this 

information should be considered as personal data (L) as it is information which relates to 

an identified or identifiable natural person, however is this the kind of information the EU 

GDPR seeks to consider? Based on the examples the GDPR provides (name, an identification 

number, location data, an online identifier or to one or more factors specific to the physical, 
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physiological, genetic, mental, economic, cultural or social identity of that natural person), 

it is not convincing that a friendship falls within or outside of the GDPR definition of personal 

data. Although this information relates to two identified persons, there are no guidelines 

provided on the interpretation and it is unclear as to how far the definition would reach 

aside from the examples of personal data given. 

This vagueness within the definition of personal data within the GDPR and DPA, play into 

the next question to consider. Do the above legal protections protect personal data (T)? The 

protections detailed above provide a solid legal status for personal data (L), yet does this 

protect personal data (T)? Personal data within this thesis is defined as follows; an 

individual’s data is personal data if disseminating the data (making this data public) has a 

reasonable chance of setting back that individual’s fundamental interests. The thesis 

definition has many advantages in comparison to the GDPR definition, the thesis definition 

is flexible, not limited by technological advance, and sets out to protect what is truly 

important, an individual’s fundamental interests. However, with such a definition there will 

be discrepancies across what is considered as personal data for individuals. How could this 

be protected for in law? As discussed earlier in this chapter (section 4.1) in order to protect 

the right in law it would be necessary to protect data types. For example, in order to protect 

one individual’s sexuality in law it would be necessary to protect all persons’ sexuality. 

Otherwise by protecting just a few persons’ sexuality, it would in fact reveal this information. 

In practice to protect the right surrounding personal data in law it would be required that 

data types are protected. This is what the GDPR and DPA set out to do and despite some 

limitations are doing fairly successfully. However, the GDPR and DPA did not set out to 

achieve this based on the rights surrounding personal data. The legislation started from 

what we currently consider to be personal data and set out how it should be protected, 

rather than arguing what should and should not be considered as personal data based on 

the protection of our fundamental interests. While the practical outcome of the protections 
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has ended up aligning, the routes taken are vastly different. More clarity on how the 

examples of personal data (L) within the GDPR were selected would help to develop legal 

frameworks in the future. Effectively the legal protections of personal data, despite the 

differences in definition, are working to some extent within the current technological 

landscape. This does not mean that the GDPR or DPA is perfect or even that the legislation 

is doing enough.  

For example, consider the following situations. In these cases, is the GDPR doing enough to 

protect personal data (T)? Firstly, data which belongs to multiple persons. The GDPR only 

considers information relating to an individual. There is no consideration of data belonging 

to multiple persons directly within the GDPR. Yet, there are numerous examples of data 

which relates to multiple persons. Examples include but are not limited to; relationship data, 

genetic data and shared financial data. As data related to multiple parties is a common 

occurrence it seems that a definition of personal data (L) should include such data. Consider 

genetic data, the GDPR claims to protect genetic data, yet it is not clear that it does. An 

individual’s genetic data is not unique in that it is not exclusive to an individual. Offspring 

have on average 50% of each parent’s genetic information and siblings (on average) share 

50% of their genetic makeup. With genetic information, it should be noted that although 

the information can relate to multiple parties, there is a separation between the specific 

data relating to an individual and the data that can be inferred from their relations’ genetic 

information. Without access to an individual’s parents or sibling’s genetic data it would be 

impossible to infer the exact origins of an individual’s genetic makeup. As genetic data is 

interlinked there needs to be clear protections in place. Which parts of the data are 

protected? Only having access to one person’s genetic information will still allow us to infer 

information (personal data (T)) about their parents or siblings. Is this information fully 

protected?  It is unclear, and as such needs to be clarified.  
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Next, consider a shared bank account. Here the data is directly related to two individuals 

without making any inferences. In section 4.1 it was concluded that financial data should be 

thought of as personal data (T). Under the GDPR this data is considered as personal data for 

the two individuals but not seen as belonging to both. Neither document considers data 

which belongs to multiple persons, the closest consideration is within the loose definition 

describing personal data as relating to an individual. While this may not be a problem in 

terms of how personal data (T and L) is defined, the GDPR does not give guidance on how 

such data should be treated and hence the protections of shared financial data are unclear. 

Such protections need to be ensured in order to protect this personal data (T). Situations 

surrounding the personal data (T) of multiple persons will be discussed in section 6.6. For 

now, it is enough to draw out that although current protections are working to some extent, 

there are issues which suggest that the current legislation is not doing enough. These issues 

include the lack of clarity on cases of data belonging to multiple persons and how the data 

types which are protected are selected.  

It has already been established that it would be necessary to use data types in order to 

protect personal data (T) in law, however, would the framework of the regulation vary if the 

starting point was the thesis definition of personal data? Using a framework which considers 

the potential setbacks to the fundamental interests when defining personal data may vary 

the examples of personal data given, likely it would lead to the expansion of this list. 

Hopefully, it would also engage law makers to consider which data types would cause 

setbacks to individuals’ fundamental interests. This would also provide a stronger backing 

for data which should be considered as personal data (T) and allow for true discussion on 

what should/should not be considered as personal data (T). Such a framework could also 

allow for easy discussion of new data types when they develop, it should also be easy to add 

these quickly into law when required. Such a framework could also provide more guidance 

on issues such as data from multiple persons. 
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The thesis definition of personal data states that when there is a reasonable chance of 

setting back the fundamental interests the data should be considered as personal data. This 

moves the definition away from focusing on specific data types, where what may be 

personal data (T) for one is not for another. However, in order to protect individuals, data 

types must be used. Where do we draw the line for the protections of personal data (T)? For 

example, in section 4.1 we concluded that personal relationships hence sexuality/sexual 

identity should be considered as personal data (T), where this is estimated to be personal 

data (T) for a minority of the population. Suppose there is a piece of information that should 

be considered as personal data (T) for one person within the population? Should this be 

protected? The rights that are grounded in the fundamental interests are moral, not legal, 

where the moral rights would need legal protections in order to ensure some protections. 

Where the rights are moral it follows that even if only one person is affected, then the piece 

of personal data should be protected. This is the only way to ensure that individuals’ 

fundamental interests are not set back. Section 2.3 of the thesis concluded that the 

government has the capability to protect these rights, section 6.3 will look in more detail at 

if these are examples of personal data which should be legally protected.  

Although the current legislation is functioning to protect personal data (T) there are still 

concerns; firstly, about the exemptions in place, secondly, how the law functions, thirdly, 

the future of the law as technology continues to develop. The exemptions in the law have 

caused some concerns across the public/media. Concern has grown in the UK following the 

2013 Snowden leaks and the introduction of the Investigatory Powers Act 2016 (IPA) 

(Secretary of State for the Home Department, 2015). After the Snowden leaks, which 

revealed details of surveillance systems across the USA and UK/EU, there is a consensus that 

the exceptions allowed by the GDPR/DPA are too open for abuse. The abuse of the laws 

would allow for some people’s personal data (T) to be unprotected, such situations would 

set back their fundamental interests. While it may not be a case of dramatically changing 
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the law, it may be necessary to ensure that the exemptions cannot be abused. It is also 

important to note that the exemptions being potentially abused are those in place for issues 

of national security and crime. There is not a narrative on concern surrounding the 

exemptions for domestic purposes, yet this could also present issues for individual’s 

fundamental interests.  

The second exemption concerns how the law functions. For example, consider Facebook 

who let advertisers target users based on sensitive interests (Hern, 2018). Facebook uses 

data analysis techniques to allow advertisers to target users it thinks are interested in 

specific subjects. Facebook lists some of the interest subjects on its information page for 

advertisers, they include; homosexuality, Islam, liberalism, football, London, cats. Some of 

the interest subjects are marked out as sensitive (personal) data under the GDPR. Facebook 

demonstrates that it knows there is a difference between interests and sensitive interests, 

as advertisers have the ability to exclude users based on their interests but not on sensitive 

interests. Facebook argues that classifying a user’s interests is not the same as classifying or 

collecting their personal data (L). As such this information is excluded from the protections 

granted to personal data (L). This information is at higher risk of being hacked, accessed or 

sold and Facebook would not be penalised. The Information Commissioner’s Office has 

stated that; 

‘this type of data could create more significant risks to a person’s fundamental rights 

and freedoms, for example, by putting them at risk of unlawful discrimination’ 

(Hern, 2018).  

However, Facebook is not breaking the law. This is just one example, which shows that the 

protections are not working for all personal data (T). Individuals’ fundamental interests are 

at risk. This could be considered as a new data type which should then be encompassed 

under the legal framework in order to protect individuals’ fundamental interests. The legal 
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system needs to put in place regulation which can allow for individuals to protect their 

fundamental interests.  

This example leads on to the final concern which looks to the future. By using language such 

as ‘appropriate technical measures’ the legislation has tried to remain flexible enough to 

deal with technological advances. However, not all future proofing works, as seen in the 

Facebook example. The future of the technology is an unknown quantity and while it can be 

assured that there will be significant improvements in the speed and capacity of devices, we 

must be prepared for a step change in technology. Following such a change, similar to the 

initial foray into the digital era, there must be the acceptance that all current legislations 

and protections could become obsolete. Will changes to the regulations be quick enough 

should such a step change occur? Currently in the UK and EU changing the law takes a 

significant amount of time. The GDPR was first agreed in 2016 yet not implemented until 

2018, over two years later. Two years is a significant time period for technology, especially 

if technological step changes are occurring. Aside from making it more efficient to enact 

changes to laws regarding personal data (T), is there anything else which can be done? 

One option would be to ban technologies until their risks to the fundamental interests can 

be fully evaluated. Consider if we treated the legislation for technology in the same manner 

as the legislation for prescription drugs in the UK. In the UK the use of all drugs is prohibited 

until the drugs have been through a thorough approval process (Medicines and Healthcare 

Products Regulatory Agency (UK), 2012). While this process would be effective in limiting 

the impact of technology on privacy, it would have dramatic consequences on industry. By 

requiring an approval process, the length of time from developing a product/technology and 

getting it to market would increase significantly. This would push technological 

development away from the UK into countries where such an approval process was not 

required. Only once a product was established and/or successful would an organisation look 
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to put it through an approval process, a process which would likely be time consuming 

and/or costly. While development would likely move away from the UK, the pace of global 

technological change wouldn’t halt, and the UK would start suffering from a developmental 

void and brain drain as highly skilled engineers and programmers moved away from the UK 

in order to best utilise their skill set. To prevent this all states would have to agree to prohibit 

technology until it has been approved, this could be done by organisations such as the EU 

yet this seems unlikely as technological development is rapid and supports many countries’ 

economies. This method of legislation is drastically different from the current model. Such 

a method of legal protection would ensure that there is time to consider the implication of 

the device on the fundamental interests, yet, the end point may be the same as current 

legislation. Once a device is approved, it would be on specific conditions surrounding the 

protection of data, if the technology creates/records/stores personal data (T). Could the 

same be achieved from legal protections that are simply more reactive to changes in 

technology? The use of regulation rather than legislation as a solution to this problem will 

be considered in Chapter Six and Chapter Seven.  

In this section of the chapter we have concluded that in order to protect personal data (T 

and L) the use of data types will be required. The current legal protections do seem to be 

functioning fairly well in terms of the protections they provide for personal data (T), 

however there are some issues. For example, the data Facebook attributes to users (interest 

subjects) is data which has a reasonable chance of setting back an individual’s fundamental 

interests, hence, this data is personal data (T) yet has no protections under the current legal 

framework. There are other issues which stem from how the law is used and implemented 

and the risks from technology in the future. The legal protections themselves do not provide 

full protection for the right or the fundamental interests. It is clear that more work needs to 

be done to protect this right in order to protect individuals’ fundamental interests. 
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 Conclusion 

This chapter set out to answer two key questions; firstly, is there personal data, and 

secondly, is personal data adequately protected? In section 4.1 it was concluded that there 

is personal data when personal data is defined as follows; an individual’s data is personal 

data if disseminating the data (making this data public) has a reasonable chance of setting 

back that individual’s fundamental interests. This conclusion was reached after considering 

several examples of data in order to ascertain there is data which if disseminated has a 

reasonable chance of setting back an individual’s fundamental interests.  Once it was 

established that personal data exists it was necessary to consider if the right surrounding 

personal data is protected enough. From the discussion in section 4.3 it is clear that current 

protections for personal data seem to be working to some extent for personal data as 

defined by the thesis. This is in part because data types will need to be used in any legal 

protections for personal data (T and L). It was also accepted that even if the definition of 

personal data was altered to that of the thesis definition, to protect the fundamental 

interests and the personal data privacy right, the use of data types would still be required. 

Despite the legal protections generally being effective more needs to be done to protect the 

rights surrounding personal data in order to fully protect the fundamental interests/privacy 

right. These protections must be able to deal with the concerns, particularly those 

surrounding the application of the legal protections and the future proofing of the law.  

Note that from now on all references of personal data will refer to the thesis definition of 

personal data unless otherwise stated.   
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5 Personal Unobservability  

As Chapter Four looked in more detail at the privacy interest in personal data, this chapter 

is going to look at what we termed in Chapter Three our interest in unobservability. This 

interest encompasses the following interests, controlling/protecting a personal space, in 

having/having control of one’s personal relationships and in expressing one’s self-identity, 

in reflecting, in making decisions, in developing as a person and protecting one’s 

personality/individuality. Before technology developed the control of physical spaces was 

used as a method of limiting who could observe us. This in turn protected the privacy 

interests in having/having control of personal relationships and in expressing one’s self-

identity, in reflecting, in making decisions, in developing as a person and protecting one’s 

personality/individuality, where what is important, across both the physical and virtual 

worlds, is having the opportunity to be unobserved. Hence, our interest in privacy is to have 

the opportunity to not be observed, where this will be termed the privacy interest in 

unobservability. But what does it mean to be observed? To be observed encompasses being 

watched, recorded or surveyed in any manner. Where there are threats to the encompassed 

interests from technology, being observed includes records of the 

activities/communications of what was observed. These records are considered within the 

interest in unobservability. This interest in unobservability is a critical privacy interest yet 

has been ignored by other theorists, this is in part due to many privacy theories being 

established before the development of technology hence missing what is actually important. 

What is important is that individuals have the opportunity to not be observed not that 

physical spaces are protected. Where privacy theories have been developed more recently, 

the theorists have failed to consider how technology has affected the privacy interests and 

what is important to protect across both the physical and virtual worlds.  
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As with the interest in personal data, there are cases of us being observed where there is no 

harm to our interest in unobservability. There are also cases where we are observed and 

this sets back an interest of ours but it does not harm our fundamental interests. Finally, 

there are cases where we are observed and this sets back/harms our fundamental interests. 

Note, we are using the definition of harm established in section 2.3. When the setting back 

of one’s fundamental interests or harm to one’s fundamental interests is mentioned, it is 

referring specifically to wrongful setbacks to the fundamental interests, where harms that 

are wrongful are a problem for the fundamental interests. In situations where we are 

observed and this harms our fundamental interests, we have a right to protect our 

unobservability/to having the opportunity to not be observed, where this right is grounded 

in our fundamental interests. I am going to term these situations ‘personal unobservability’. 

Just as we have personal data (an individual’s data is personal data if disseminating the data 

(making this data public) has a reasonable chance of setting back that individual’s 

fundamental interests), we have personal unobservability; an individual has personal 

unobservability in situations where not having the opportunity to be unobserved has a 

reasonable chance of setting back that individual’s fundamental interests. Hence, we have 

a right not to be observed4. In order for there to be a right, there must be a reasonable 

chance of setting back the individual’s fundamental interests should they not have the 

opportunity to be unobserved. As in Chapter Four, we are using Feinberg to define 

reasonable chance; For Feinberg, there is a reasonable chance not when an action 

necessarily causes harm in every case, but when there are sound grounds for taking it to be 

that the action creates unreasonable risks of harms to other persons. So that there are 

grounds for accepting harm may occur (Feinberg, 1987, p.11). 

                                                             
4 As in Chapter Three, there may be cases where to protect an individual’s fundamental 
interests they need to be observed. These cases will be discussed in Chapter Six, for now, it 
is simply acknowledged that such cases exist.  
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This chapter seeks to explore the interest in personal unobservability in detail. Firstly, it 

needs to be established that there are situations where individuals have personal 

unobservability. This will be addressed in section 5.1. To establish if personal unobservability 

exists, various examples will be considered. If there is a reasonable chance of setting back 

the fundamental interests in some situations, then it will be clear that just as personal data 

exists, so does personal unobservability. Following this, section 5.2 will look at the 

protections of personal unobservability in law. This section will try to establish if personal 

unobservability is protected under current legal protections. As section 2.3 highlighted, the 

government has the capability to protect these rights and whether the privacy rights are 

rights the government should protect will be considered in Chapter Six.  

 Is there Personal Unobservability?  

In order to ascertain if there is personal unobservability, this chapter will look at the three 

privacy interests5 encompassed within the interest in unobservability in more detail. Firstly, 

to show that the real issue is unobservability, not the independent interests and secondly, 

that there are times when not having the opportunity to be unobserved has a reasonable 

chance of setting back our fundamental interests, where in such cases this is termed 

personal unobservability and we have a right to have the opportunity to not be observed. 

To show that there are cases of personal unobservability, it needs to be clear that there are 

situations where there is a reasonable chance of setting back the individual’s fundamental 

interests should the individual not have the opportunity to be unobserved. This first section 

of the chapter will look at various privacy theories in order to fully explore the nature of the 

interest. After discussing each element of the interest, the chapter will then consider if there 

are any examples of personal unobservability.  

                                                             
5 The interest in controlling/protecting a personal space, the interest in having/having control 
of one’s personal relationships and the interest in expressing one’s self-identity, in reflecting, 
in making decisions, in developing as a person and protecting one’s personality/individuality. 
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To clarify before beginning the discussion of the interests, the fundamental interests are 

defined as follows; equal concern is defined in terms of the decisions made surrounding the 

distribution of goods and opportunities, respect/dignity is defined in terms of not being 

treated in an undignified manner/being treated with dignity. The fundamental interest of 

autonomy is the ability to choose a concept of a worthwhile life and the fundamental 

interest in liberty is defined as being free to pursue this idea of a worthwhile life. The final 

fundamental interest, welfare, is defined as a minimum provision for individuals. In order 

for there to be a right there needs to be a reasonable chance of setting back the individual’s 

fundamental interests, where a reasonable chance is required in order to protect the 

individual’s fundamental interests and also to consider the contextual nature of personal 

unobservability. When considering examples in order to ascertain if there are situations 

where individuals have personal unobservability, there will be cases where setbacks to 

multiple fundamental interests will be considered. Setting back an individual’s fundamental 

interests may affect people differently, therefore it may be necessary to explore the 

potential implications on the various fundamental interests. Such an approach is supported 

by DeCew who discusses how different fundamental interests can ground the same right 

(1997).  

5.1.1 The Interest in Controlling/Protecting Personal Space  

This section of the chapter is going to first explore the interest in controlling/protecting 

personal space in more detail to show what this interest entails and that what is important 

is our interest in having the opportunity to not be observed (our interest in unobservability). 

Once this is established various examples will be considered in order to assess if there are 

cases of personal unobservability related to the interest in controlling/protecting personal 

space.  
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The first step is to establish what the interest in personal space entails. To do this various 

privacy accounts which consider the interest in controlling/protecting personal space will be 

considered (Scanlon (1975), Johnson (1994), Moore (2003), Mills (2008) and Solove (2008)). 

Although there were more accounts listed in section 3.2 as discussing the interest in 

personal space, many of the accounts are similar and hence a streamlined approach will be 

used in this section. When considering these accounts, the aim will be to draw out what is 

important about personal space, and how the various accounts protect the fundamental 

interests. It has already been highlighted that in many cases the interest in 

controlling/protecting personal space was used to protect the other privacy interests, where 

controlling/protecting personal physical space was enough to protect the other interests 

until technology started developing. Where accounts differ, it is critical to highlight what is 

important for the specific account and how they relate to the protection of the fundamental 

interests. In accounts that only consider the physical world, it will also be necessary to 

consider how they could be used to protect the fundamental interests in the virtual world. 

The privacy accounts which consider the interest in controlling/protecting personal space 

are not written in relation to the framework of rights and fundamental interests used in this 

thesis. Yet for there to be personal unobservability and hence there be a right, there must 

be a reasonable chance of setting back the fundamental interests as discussed above.   

The first account to consider comes from Scanlon (1975). Scanlon’s (1975) account of privacy 

suggested that the right to privacy is comprised of various rights, in which the various rights 

‘have a common foundation in the special interests that we have in being able to be free 

from certain kinds of intrusion.’ (Scanlon, 1975, p.315) He went on to highlight the interests 

that an account of privacy must include, these interests included the norms of when, where, 

and in what ways we may and may not be observed, listened to, questioned, and in other 

ways tracked. The discussion of observation is seen early in Scanlon’s privacy account, where 

the control of access to space is then used to control the observation of an individual. The 
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norms he mentions throughout his theory refer to the social norms which he uses to 

underline his various privacy interests. The interests listed by Scanlon are specific, yet, 

Scanlon went on to conclude that there is a broader interest in having a zone of privacy in 

which one can carry out activities without disturbance. His zone of privacy allows one to 

carry out activities without the necessity of being continually alert for possible observers. 

This broader interest incorporates Scanlon’s specific interests of the norms of when, where, 

and in what ways we may and may not be observed, listened to, questioned, and in other 

ways kept track of, into one.  

Based on his norms of when, where and in what ways we may and may not be observed, 

listened to, questioned, and in other ways kept track of, Scanlon considers personal spaces 

to be areas which should be free from intrusion. His account considers the idea of ownership 

in relation to the zone/space one wishes to control, where ownership is considered in terms 

of articles, such as property;  

‘ownership is relevant in determining the boundaries of our zone of privacy, but its 

relevance is determined by norms whose basis lies in our interest in privacy, not in 

the notion of ownership.’ (Scanlon, 1975, p.5) 

When considering ownership, his account does not consider spaces outside of the physical 

world, this is in part due to the time in which Scanlon was writing. He seems to suggest that 

an individual’s property or home should be, because of the constraints of social norms, 

where one has their zone of privacy under his definition. He does not develop his idea of a 

zone of privacy further than this, however, this is predominantly due to his concentration 

on the interest in privacy itself. His paper began as a response to the reductionist privacy 

theory presented by Thomson (1975). Scanlon’s criticism suggested that one major 

weakness of Thomson’s was to rely on property rights to protect privacy, yet, in these cases 

he has a reliance on the concept of ownership. Scanlon’s zone of privacy does not require 
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one to have a home, the zone of privacy is flexible, even if he seems to suggest that the 

home, due to various social norms, would be a space protected from certain intrusions. 

What is important here is that although Scanlon considers a home as an area which should 

be free from intrusions, his account is not bound by this. What is important is that the 

individual is free from intrusions in order to protect their privacy (for Scanlon) and 

fundamental interests (this thesis), where protecting one’s privacy would allow one to 

have/have control of their personal relationships and to express one’s self-identity, to 

reflect, to make decisions, to develop as a persona and to protect one’s 

personality/individuality.  

When Scanlon was writing his account of privacy, he was writing before the mass 

introduction and acceptance of the virtual world within society. During this time there were 

fewer threats to the intrusion of one’s personal spaces outside of the physical world. Now, 

there are numerous methods of intruding into one’s space without physically intruding, for 

example, wiretapping, remote camera access, computer microphone/camera hacking, etc. 

In addition to these threats society now conducts life within the virtual world, a space where 

in order to protect one’s privacy one would need to be free from intrusions for Scanlon’s 

account. For Scanlon’s account it is important that one cannot be intruded on in any manner 

in order to protect their privacy. Scanlon commented on the implications of developing 

technology on the interest in a zone of privacy, alluding to the fact that privacy should adapt 

to encompass the development of technologies. However, Scanlon does not comment on 

this further and seems to limit all discussion to physical spaces. From the vague comments 

it is clear that his account can be applied to other less traditionally defined spaces, such as 

those within the virtual arena, so long as they would be considered as a private space within 

his theory of social norms. Scanlon is not concerned with his account being extended to the 

virtual world. What remains the same is what Scanlon views as important, that one be free 

from certain types of intrusion in order to protect their privacy.  
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Another theorist who discusses a similar idea of zones of privacy is Johnson (1994). 

Johnson’s account presented a similar idea, yet, rather than an account stemming from the 

interest in privacy, Johnson’s account was constructed within a legal framework. Johnson’s 

account is discussed here, rather than in the legal section of this chapter as the legal section 

(section 5.2) explicitly deals with current legal protections of the interest not legal accounts 

of the interests in privacy. Johnson’s legal framework is based on the United States legal 

system, and this should be taken into account when considering his interpretations of 

privacy within the legal framework. Johnson’s theory of privacy states that; 

 ‘citizens have the right to certain socially defined ‘areas’ within their lives in which 

they can expect an immunity from the judgement of the state.’ (Johnson, 1994, 

p.190)  

By using the term socially defined areas, a non-technical term, Johnson predicts that the 

following areas would be likely contenders for immunity from judgement of the state; one’s 

home, one’s luggage, one’s body, one’s personal life (including personal relationships), one’s 

financial records and one’s telephone conversations. Here the limitations of his hypothesis 

are to the reach of the state, Johnson expects social norms to protect individuals from non-

government interference.  

In comparison to other legal interpretations of personal privacy, Johnson moved away from 

the initial legal concept of privacy as a right to be let alone presented by Warren and 

Brandeis (1890). Warren and Brandeis’ account had several weaknesses in that without 

some interference there could be no effective government, Johnson sought to correct this 

by focusing on areas in which one can maintain their privacy. Johnson’s theory allowed for 

the extension of its application within a modern society with a functioning government. 

However, by using the term socially defined areas, Johnson is not clear on specific areas 

which could be protected, he sets out examples to infer likely contenders. The issue here is 
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not with the term socially defined areas, but that Johnson has not defined the term. Scanlon 

uses social norms to define these areas and it seems that Johnson’s approach is similar, 

based on his examples of likely contenders. Without definition of the term there is the 

potential that Johnson’s account of socially defined ‘areas’ in which individuals can expect 

an immunity from the judgement of the government could become too broad and 

ineffective in protecting what is important to Johnson.  

The above accounts take very different approaches, Scanlon presents an account based on 

the interest in privacy while Johnson’s account is grounded in the legal framework of privacy 

rights. What is important to Scanlon is being free from intrusion, while for Johnson what is 

important is that one has immunity from the judgement of the state. Johnson’s account also 

does not consider technological advance in any detail, yet in order to give an individual 

immunity from the judgement of the state, protections would be required in the virtual 

world. Nowadays the government and law enforcement agencies can access an individual’s 

online browser history under the various legal exceptions as part of a targeted investigation 

(Investigatory Powers Act, 2016). This does not sit well with Johnson’s account, the right 

must be protected across the physical and virtual sphere. When considering what is 

important to Johnson (that individuals have immunity from the judgement of the 

government), this can be achieved by controlling an individual’s unobservability. By having 

control of one’s unobservability, the individual has immunity from the judgement of the 

government in both the physical and virtual world. Again, what is important in both 

Scanlon’s and Johnson’s account is encompassed within the interest in unobservability. 

Should there be examples of personal unobservability, the individual will have a right to 

protect their fundamental interests, hence, their unobservability.  

The theories from Scanlon (1975) and Johnson (1994) only consider privacy as a singular 

concept, the next theories discussed all consider privacy as a concept comprising of smaller 
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specific interests. This is closer to the theory presented in this thesis, which shows the 

complex nature of application of the term privacy. For example, Moore’s account (2003) 

considers two specific interests in privacy, data control and physical control. His paper 

sought to prove that privacy is fundamentally valuable, in that privacy is a right grounded in 

human well-being and flourishing. To do this he considered his two specific interests, data 

control and physical control. When discussing physical control, Moore focused on the idea 

of bodily privacy, which he understood as a right to control access to ‘one’s body, capacities, 

and power’ (Moore, 2003, p.215), Moore considered this as one of our ‘most cherished 

rights – a right enshrined in law and notions of common morality.’ (Moore, 2003, p.215) 

When considering data control, Moore focused on the ability to regulate access to sensitive 

personal information. Moore saw the control of personal data as a new right, which was 

necessary due to changes in society, in particular the advances in technology. He considered 

the control of access to one’s body, capacities and power, alongside the control of personal 

data as essential parts of human flourishing or wellbeing, without such controls one would 

not have privacy or be able to flourish/live happily. Moore’s interest in personal data is part 

of the other privacy interest highlighted in this thesis (Chapter Four). His second interest in 

physical control has elements similar to the interest in unobservability. It is important to 

draw out what Moore’s interest in physical control allows control over and what the interest 

seeks to protect. The control over capacity and power seems to extend Moore’s interest in 

physical control beyond the physical body, yet, Moore does not set out specific definitions 

for one’s capacity or one’s power. Based on this it seems that Moore’s second privacy 

interest concerns the privacy of one’s body. Moore does consider the implications of 

technology in his interest in data control, however, he does not consider technology in 

relation to physical control or control of one’s body. However, there are ever increasing 

cases of sexual abuse happening online (National Crime Agency (Think U Know), 2018). The 

predator can remotely target individuals regardless of their physical location. However 
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many physical controls are in place, physical controls will not fully protect an individual’s 

privacy in their body. What seems to be important to Moore is privacy of one’s body, yet 

this cannot be achieved through physical controls. To protect the privacy of one’s body 

something more must be controlled. Again, in order to protect the privacy of their body 

individuals must be able to protect their unobservability. This is what would allow 

individuals to protect the privacy of their body across the physical and virtual worlds. The 

interest in unobservability captures what is important to Moore’s account of physical 

control.  

The accounts from Mills (2008) and Solove (2008) also consider privacy as having various 

elements. Mills suggested a four-sphere theory of privacy from legal doctrine, the spheres 

were as follows; freedom of personal autonomy, the right to control personal information, 

the right to control property and the right to control and protect personal physical space.  

The interest in controlling personal information has been discussed previously (Chapter 

Four). The other interests; freedom of personal autonomy, the right to control property and 

the right to control and protect personal physical space, need to be discussed to see if they 

are part of the privacy interest in observability. The freedom of personal autonomy, 

concerns being free (within reason) to conduct personal relationships and to develop one’s 

identity. While this may not concern personal space, this will be discussed as an element of 

the interest in unobservability in sections 5.1.2 and 5.1.3. The interests in the right to control 

property and the right to control and protect personal space are similar in what they regard 

to be important. The separation is required under Mills’ account based on privacy within 

legal doctrine. Within Mills’ account the right to control property and the right to control 

and protect personal space concern the individual being observed when considering the 

interests in relation to privacy. There are other situations where the ownership of property 

is required for legal reasons, yet, these do not feature in regard to what is important for 

reasons of privacy. When looking at these interests where what is important is to allow 
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someone to have a private space in which to conduct their affairs, it is clear this can be 

achieved for reasons of privacy through controlling their unobservability. Again, the interest 

in unobservability is what is important for individuals’ privacy.  

Solove’s theory considered six types of privacy; a right to be let alone (developed from the 

work by Warren and Brandeis), limited access to the self (the ability to shield one’s self from 

unwanted access), secrecy (the concealment of certain matters from others), control over 

personal information (the ability to exercise control over information about one’s self), 

personhood (the protection of one’s personality, individuality and dignity), intimacy (control 

over, or limited access to, one’s intimate relationships or aspects of life) (Solove, 2008, p.12). 

For many of these types of privacy what is important is captured in the interest in 

unobservability. Starting with the right to be let alone, while this is a broad interest, what 

seemed to be important to Warren and Brandeis was to not be interfered with. Although 

this had some weaknesses, in order to not be interfered with it would be required that you 

were not observed. Hence this type of privacy is captured in the interest in unobservability. 

Solove’s next type of privacy is limited access to self, here again this relates to the privacy 

of one’s body, where what is important is captured in the interest in unobservability. For 

the next interest, secrecy (the concealment of certain matters from others) what is 

important is that one can conceal the happening and evidence of their activities. The 

happening of activities is captured in the interest in unobservability, as is the hiding of 

evidence. Unobservability as an interest is more than just limiting one’s unobservability at 

the time, it includes the records of what the individual has done, their activities, the 

situations, etc. As such this interest is included in the interest in unobservability. The next 

interest, control over personal information has been considered in Chapter Four. The other 

interests mentioned by Solove will be discussed in sections 5.1.2 and 5.1.3. From the above 

it is clear that some of the interests listed by Solove, and what is important about them, are 

encompassed within the interest in unobservability.  
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When considering the above accounts, it has become clear that what is important in the 

accounts of the privacy interest in controlling/protecting a personal space is encompassed 

in the interest in unobservability. Personal space has been used as a method of protecting 

other privacy interests and the fundamental interests. The true interest is in unobservability, 

where having the opportunity to be unobserved allows for privacy across both the physical 

and virtual spheres. Before we move on to establish if there are cases of individuals having 

personal unobservability, it is important to note one of the key differences between the 

personal spaces and personal unobservability. The idea of personal spaces in the above 

accounts has often inferred that there is an explicit and distinct divide between public and 

private spaces. Where technology has integrated into our lives and the divide between 

public and private spaces, particularly, in the virtual world is no longer as clear. The thesis 

definition of what is private, when someone has personal unobservability, does not map 

onto the traditional ideas of public and private spaces. This is useful as the divide between 

public and private spaces is eroding. Under the thesis account of personal unobservability, 

something can be private even if it is occurring within a traditionally public space. What 

makes something private depends on whether there is a reasonable chance of setting back 

the fundamental interests rather than where such actions take place. To be clear, the thesis 

is not concerned with the traditional public/private divide. What is important is the 

reasonable chance of setting back an individual’s fundamental interests. This should be 

considered when thinking about the examples and if there are cases where individuals have 

personal unobservability.  From here, it needs to be established if there are cases of personal 

unobservability in relation to areas which might have typically been defined as personal 

spaces, where an individual has personal unobservability in situations where not having the 

opportunity to be unobserved has a reasonable chance of setting back that individual’s 

fundamental interests.  
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Consider the first example, does the individual have personal unobservability? An individual 

is using a toilet in a public bathroom. In this case if the individual does not have the 

opportunity to be unobserved, does this set back their fundamental interest of equal 

concern? Their equal treatment in regard to the decisions surrounding the distribution of 

good and opportunities does not seem to be affected by their use of a toilet in a public 

bathroom. Next consider if there is a reasonable chance of setting back the fundamental 

interest in respect/dignity if the individual were to be observed using the toilet. The 

fundamental interest in respect/dignity is defined in terms of not being treated in an 

intuitively undignified manner. If one were to be observed while using the toilet, this does 

not seem to be treating them with respect/dignity, it seems that if they are to be observed 

in this situation then their fundamental interest in respect/dignity has a reasonable chance 

of being set back. Using the definition of autonomy as the ability to choose a concept of a 

worthwhile life, it does not seem that their fundamental interest has a reasonable chance 

of being set back if they were to be observed and the same is true of their fundamental 

interest of liberty (being free to pursue this idea of a worthwhile life). The final fundamental 

interest is welfare, does being observed have a reasonable chance of setting back their 

minimum provision? This does not seem to be the case, regardless, being observed has a 

reasonable chance of setting back their respect/dignity fundamental interests. Hence, in this 

situation the individual has personal unobservability.  

A similar example to this situation is the use of a hotel room. When staying in a hotel room 

should the individual not have the opportunity to be unobserved is there a reasonable 

chance of setting back their fundamental interests? There does not seem to be a set back to 

their fundamental interest of equal concern. Unless the individual were to be observed 

conducting an activity which would result in them being discriminated against politically (in 

terms of the distribution of goods and services). There is the potential for there to be a 

reasonable chance of setting back their fundamental interest of equal concern, depending 
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on the activities being conducted by the individual. Should the individual just be sleeping 

alone, then it does not seem that there is a reasonable chance of setting back the individual’s 

fundamental interest of equal concern. Consider the next fundamental interest, is there a 

reasonable chance of setting back the individual’s fundamental interest of respect/dignity 

should they not have the opportunity to be unobserved while using the hotel room? To 

observe anyone without permission when they expect not to be or to remove them of the 

opportunity to be unobserved, does not seem consistent with treating someone with 

respect/dignity. It would also be disrespectful to not give them the opportunity to be 

unobserved while they carried out intimate activities. In such a situation there is a 

reasonable chance of setting back the individual’s fundamental interests. Next, is there a 

reasonable chance of setting back the fundamental interests of autonomy and liberty should 

the individual not have the opportunity to be unobserved? This may depend on what it 

means to use the hotel room, where examples surrounding the other interests (the interest 

in having/having control of one’s personal relationships and the interest in expressing one’s 

self-identity, in reflecting, in making decisions, in developing as a person and protecting 

one’s personality/individuality) are encompassed within the interest of unobservability. 

These will be discussed in section 5.1.2 and 5.1.3 respectively. The example of an individual 

using the hotel room is similar to examples of the home, both spaces may have traditionally 

been considered personal spaces. 

The home is a general term, which this thesis will not seek to define, however, if an 

individual has a situation where they have personal unobservability while in their home, this 

does not mean they will always have personal unobservability at home. There is clearly a 

difference between the living room and a bedroom, and personal unobservability across the 

home is not required for one to still have personal unobservability in specific situations. As 

highlighted earlier in this section, the privacy interest in unobservability moves away from 

the idea of protecting spaces as a way of protecting privacy. What is important in the interest 
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in personal spaces is captured in the interest in unobservability. Should there be activities 

for which one has personal unobservability then personal spaces may be used as a method 

of protecting the right, however, this does not mean the space has the claim independently. 

When thinking about the right surrounding personal unobservability, while the right moves 

away from relying on specific spaces, legal protections for the right do not. The protections 

in place for the right will be discussed in detail in section 5.2.  

As the thesis is looking at the implications of technology on privacy, it is important to 

consider an example which relates to a ‘personal space’ online. G stores all their personal 

photos on virtual hard drive (OneDrive, DropBox, GoogleDrive, etc.), if these photos were to 

be observed is there a reasonable chance of setting back G’s fundamental interests? In the 

cases of these virtual hard drives, users will enter into an agreement with the service 

provider, where this will include a privacy agreement. Under such agreements the user will 

have the opportunity to not be observed. This is usually ensured through the use of 

password protection, encryption, two-factor authentication, etc. While this is a binding 

agreement in place with the service provider, this does not mean that one has personal 

unobservability/a moral right in these situations. Let us consider if they have personal 

unobservability. Should they have personal unobservability, it might be necessary that 

further protections are utilised in order to protect the individual’s fundamental interests. In 

this situation, whether G has personal unobservability would depend on the photos. It 

seems likely that there will be photos which, if observed, have a reasonable chance of setting 

back G’s fundamental interests. For example, G might have photos which reveal private 

friendships or personal data. Should these be observed, there is a reasonable chance of 

setting back their fundamental interests of equal concern, respect/dignity and liberty. 

Should there be such photos, G would have personal unobservability. What does this mean 

for the protection of the photos? Section 6.3 will consider in more detail the cases the 

government should seek to protect using legal methods based on their capability to do so 
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(section 2.3). In any case, regardless of whether G has or does not have personal 

unobservability, the service provider should still protect their virtual hard drive under the 

conditions G agreed to. Should further legal protections be required in cases where G has 

personal unobservability, this would have to be enforced by the government.  

From the above examples, it is clear that these are examples of personal unobservability. By 

considering the various accounts’ which discussed personal space, it was concluded that 

what is important in these accounts is encompassed within the interest in unobservability. 

This is particularly clear when considering the effects of technology on the interest. Where 

technology is developing, the interest in personal space is no longer just being applied to 

physical spaces and it is clear what is important for the privacy theorists is encompassed 

within the interest in unobservability. By considering examples it is clear that there are 

already situations of personal unobservability.  

5.1.2 The Interests in Expressing One’s Self-Identity, in Reflecting, in Making 

Decisions, in Developing as a Person and Protecting One’s 

Personality/Individuality  

This section of the chapter will first establish what the interest in expressing one’s self-

identity, in reflecting, in making decisions, in developing as a person and protecting one’s 

personality/individuality entails, and that what is important about these interests is 

encompassed within the interest in unobservability (having the opportunity to be 

unobserved). From previous discussion in this chapter and Chapter Three, it is clear that the 

interests in expressing one’s self-identity, in reflecting, in making decisions, in developing as 

a person and protecting one’s personality/individuality, have in the past/traditionally been 

protected through the use of personal spaces. Yet protecting personal spaces no longer 

protects the interests due to the development of technology. What is important to these 

interests is that we have the opportunity to not be observed, so we can act on these 
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interests. In order to protect our fundamental interests, we must be able to protect our 

interest in having the opportunity to be unobserved (unobservability), where we can have 

an interest in our unobservability and we can also have personal unobservability (an 

individual has personal unobservability in situations where not having the opportunity to be 

unobserved has a reasonable chance of setting back that individual’s fundamental 

interests).  Once it has been concluded that what is important to the privacy interests (in 

expressing one’s self-identity, in reflecting, in making decisions, in developing as a person 

and protecting one’s personality/individuality) is having the opportunity to not be observed, 

the section will then consider examples to assess if there are situations based on the interest 

in expressing one’s self-identity, in reflecting, in making decisions, in developing as a person 

and protecting one’s personality/individuality where an individual could have personal 

unobservability.  

In Chapter Two it was established that the following accounts consider the interests in 

expressing one’s self-identity, in reflecting, in making decisions, in developing as a person 

and protecting one’s personality/individuality; Prosser (1960), Bloustein (1964), DeCew 

(1997), Glancy (2004), Kato Ku (2005), Mills (2008), Griffin (2008) and Solove (2008). 

However, it is not necessary to review all the accounts in order to draw out what is important 

to the interests. Many accounts are similar and draw the same conclusions, hence a 

streamlined approach will be used. The following accounts will be considered; DeCew (1997) 

and Solove (2008). These accounts have been selected for the diverse nature of discussion 

surrounding the interest across a wide time frame (in relation to technological 

development).  

DeCew (1997) considers three aspects of privacy, informational privacy, accessibility privacy 

and expressive privacy. Informational privacy is concerned with personal data so won’t be 

discussed here. Accessibility privacy concerns cases where acquisition or attempted 
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acquisition of information involves gaining access to the individual, it extends to cases where 

gaining information is not relevant but physical access is at stake. Here there is an overlap 

with informational privacy in situations where physical access is involved in the acquisition 

or attempted acquisition of personal data. As the interest in personal data is discussed in 

Chapter Four, what is drawn out of DeCew’s accessibility privacy here will solely concern the 

interest in unobservability. Expressive privacy is privacy protecting a realm for expressing 

one’s self-identity or personhood through speech or activity. In order to have expressive 

privacy one might seek to control their accessibility privacy in DeCew’s terms, or their 

personal space when considering the definitions provided by other privacy accounts. For 

example, one might be expressing their self-identity through an activity in their bedroom, 

here under DeCew’s aspects of privacy, the situation concerns both expressive privacy and 

accessibility privacy. Although expressive privacy includes protecting a realm for expressing 

one’s self-identity or personhood through speech and activity, this is then further supported 

by controlling one’s accessibility. DeCew considers these aspects of privacy to highlight 

different key elements of privacy but accepts that there is some overlap. She believes that 

her three aspects of privacy give a comprehensive overview of privacy as an important value 

that provides a shield for us in a variety of contexts. But it is only useful when augmented 

with a strategy for practical moral and legal assessment. The strategy she endorses is to 

begin with a presumption of a reasonable expectation of privacy in the contexts and types 

of cases described, while acknowledging that social, legal and moral considerations may 

require that the presumption be overridden. DeCew does not set out to make any rights 

claims, just to define what she perceives to be the privacy interests.    

Let us explore the privacy aspect of expressive privacy further, DeCew defined expressive 

privacy as privacy protecting a realm for expressing one’s self-identity or personhood 

through speech or activity. DeCew does not fully define these terms, however she further 

explains expressive privacy as follows;  
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‘This privacy protects the ability to decide to continue or to modify one’s behaviour 

when the activity in question helps define oneself as a person, shielded from 

interference, pressure, and coercion from government or other individuals. Self-

expression is critical for the self-regarding acts of the type Mills described, as well 

as for intimate relationships, reproductive and family issues, and lifestyle choices 

that help define oneself and one’s values…While one’s political or religious 

commitments or career concerns may not be intimate, they may well be relevant to 

one’s development of self-identity in a way that makes it reasonable to expect that 

choices and activities related to those commitments be viewed as presumptively 

private.’ (DeCew, 1997, p.77) 

This description allows us to infer what is important to DeCew for expressive privacy, where 

for self-identity this includes one’s political or religious commitments, one’s self-expression, 

one’s intimate relationships and lifestyle choices. Here DeCew is using the term realm rather 

than space in order for her account to be applicable across the physical and virtual worlds. 

One of DeCew’s main concerns was the effect of technology on privacy. By looking at her 

account, what needs to be established is what is important about expressive privacy. Is such 

privacy required in order to protect the fundamental interests? As DeCew’s account is not 

seeking to establish any privacy rights, a connection to rights was not considered in her 

account. Within this realm is personal unobservability required in order to protect the 

fundamental interests? Beginning with expressing one’s self-identity, is there a reasonable 

chance of setting back the fundamental interest of equal concern? Where equal concern is 

defined as the distribution of goods and opportunities, there does not seem to be a 

reasonable chance of setting back this fundamental interest, unless there is a situation 

where expressing oneself results in political discrimination. Here there is a reasonable 

chance of setting back the individual’s fundamental interest of equal concern. There is also 

a reasonable chance of setting back the fundamental interest in respect/dignity, several of 
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the things important to DeCew have a reasonable chance of setting back an individual’s 

respect/dignity. The action of being free to pursue one’s idea of a worthwhile life (liberty) is 

also at risk without the opportunity to be unobserved. Where an individual’s idea of a 

worthwhile life involves expressing and developing one’s self-identity, their self-expression, 

etc. then not having the privacy to develop these attributes risks setting back their 

fundamental interests, should they not be able to conduct these activities. It is clear that 

one needs to be free from observation in order to protect their fundamental interests of 

equal concern, respect/dignity and liberty. As the account of unobservability encompassed 

DeCew’s interest in expressive privacy for self-identity, there is no need to have a separate 

expressive privacy. The interest in observability achieves this independently capturing what 

is important for the expressive privacy interest in expressing one’s self-identity. 

Consider another account, Solove’s account has been discussed above and consists of the 

following six types of privacy; a right to be let alone, limited access to the self, secrecy, 

control over personal information, personhood, intimacy (Solove, 2008, p.12). The interest 

that is important when considering the privacy interest in identity and decision-making, is 

Solove’s privacy interest in personhood, the protection of one’s personality, individuality 

and dignity. DeCew also uses similar terminology to Solove, yet defines personhood as part 

of the privacy interest in expressive privacy which encompasses elements of identity and 

self-expression/personality.  In Solove’s account one’s identity is considered as one’s 

personality and individuality. Solove’s account does not considered how the privacy 

interests are protected, simply that these interests are privacy interests which technology is 

affecting. Based on this it is important to consider the privacy interest in personhood and 

the threats from technology. A person needs to have virtual spaces where they are free to 

express their personality/individuality and where they have the opportunity to be 

unobserved. When there is a reasonable chance of setting back the fundamental interest 

they have a right surrounding their unobservability.  
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From the above discussion it is clear that what is important to the privacy interest of identity 

and decision-making across both the physical and virtual worlds is captured in the interest 

in unobservability. Previous accounts have focused on either a too narrow interest or failed 

to consider the bigger picture. Based on this it is now important to establish if there is a 

reasonable chance of setting back the fundamental interests based on the interests in 

identity and decision-making. Where there is a reasonable chance of setting back the 

fundamental interests then there is a right surrounding the interest.  

Consider G, G wants to express their personality and identity privately through music. They 

do this by playing a musical instrument, where their concept of a worthwhile life includes 

playing their musical instrument. In this situation do they have personal unobservability? If 

they were to be observed there does not seem to be any implications on their fundamental 

interest of equal concern, where the fundamental interest of equal concern is the right to 

equal treatment in regard to the decisions made surrounding the distribution of goods and 

opportunities. It also does not seem that there would be implications on their fundamental 

interest of respect/dignity (being treated with equality). While G may perceive expressing 

themselves musically as part of their concept of a worthwhile life there is no implication on 

their fundamental interest in autonomy. Being observed in this situation would not infringe 

upon how they choose their concept of a worthwhile life. The fundamental interest in liberty 

is defined as being free to pursue one’s idea of a worthwhile life. If due to being observed 

and not having the opportunity to be unobserved, G was unable to express them self, there 

is a reasonable chance of setting back their liberty fundamental interest. Consider the final 

fundamental interest, welfare. There does not seem to be a reasonable chance that the 

fundamental interest of welfare would be set back, as the fundamental interest in welfare 

is defined as the minimum provision required to enable the exercise of one’s autonomy. 

However, as there is a reasonable chance that the fundamental interest in liberty will be set 
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back, G has personal unobservability. This is all this section seeks to establish. This section 

of the thesis does not consider the implementation of this right, for this see Chapter Six.  

Next it is important to consider an example which does involve technology. Consider 

someone who is making a list regarding their politics, they are making their list on a 

computer, the individual’s political opinions are controversial. Hence, there is a reasonable 

chance of setting back their fundamental interests of respect/dignity and liberty should this 

list be observed by another. Because of the reasonable chance of setbacks, there is no 

difference between the situation where the list exists physically and that where it exists 

virtually, in either case the individual has personal unobservability. Personal unobservability 

traverses both the physical and virtual worlds, in this example, there is a reasonable chance 

of setting back the individuals fundamental interests of respect/dignity and liberty 

regardless of the place in which the list is created.  

Consider a further example. An individual expresses their identity through their alter ego on 

an online role player game (RPG). Is there a reasonable chance that their fundamental 

interests will be set back if they are observed? There does not seem to be a reasonable 

chance that their fundamental interests of equal concern or respect/dignity have a 

reasonable chance of being set back. However, their fundamental interests could be set back 

if linking the character to the individual resulted in them not being treated with dignity.  For 

example, should the alter ego reveal the true sexual identity of the individual and impact if 

they are treated with equality then there is a reasonable chance of their fundamental 

interests being set back. Is there a reasonable chance of setting back the individual’s 

fundamental interest in autonomy? By playing the game this does not impact on one’s ability 

to choose a concept of a worthwhile life, so no setbacks to the fundamental interests. Is 

there a reasonable chance of setting back an individual’s liberty? There is a reasonable 

chance of setting back to the individual’s liberty where not having the opportunity to be 
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unobserved stops them from being free to pursue their idea of a worthwhile life, as there is 

with G and their musical expression. There is not a reasonable chance of setting back the 

fundamental interest of welfare. Based on the reasonable chance of setting back the 

fundamental interest of liberty and potentially respect/dignity, the individual has personal 

unobservability in this specific situation. This concludes that there are examples of personal 

unobservability within the virtual sphere, where such examples have arisen as a result of 

the technology. From the privacy theories and examples, it is clear that what is important in 

the interests in self-identity, developing as a person, personhood (as defined by DeCew), 

personality/individuality are encompassed within the interest in unobservability and that 

there are examples of personal unobservability in relation to the interest. 

5.1.3 The Interest in Having/Having Control of One’s Personal Relationships 

The next interest to consider is the interest in having/having control over one’s personal 

relationships. Firstly, this section will try to establish what the interest in having/having 

control over one’s personal relationships entails and if this is encompassed within the 

interest in unobservability. As with the previous interest (in expressing one’s self-identity, 

in reflecting, in making decisions, in developing as a person and protecting one’s 

personality/individuality) if what is important is encompassed within the interest in 

unobservability, examples will be considered to ascertain if there are situations where 

individuals can have personal observability. As with the interest in expressing one’s self-

identity, in reflecting, in making decisions, in developing as a person and protecting one’s 

personality/individuality, the interest in having/having control over one’s personal 

relationships was in the past protected through the protection of personal spaces. However, 

personal spaces are no longer enough to protect the interest due to the development of 

technology. What seems to be important from the interest in personal space is that 

individuals have the opportunity to be unobserved so they can conduct their personal 

relationships. In order to protect our fundamental interests, we must be able to protect our 
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interest in having the opportunity to be unobserved. This prevents the reasonable chance 

of setting back our fundamental interests.   

Accounts which consider the interest in personal relationships as one of the privacy interests 

come from Fried (1968) and Solove (2008). Fried’s account starts by rejecting Bloustein’s 

account of privacy (1968). Fried’s account rejected Bloustein’s account that privacy just 

related to the fundamental interest of dignity, instead suggesting that privacy has relations 

to the following ‘most’ fundamental interests: respect, love, friendship and trust (Fried, 

1968, p.477). Fried suggests that privacy is not just ‘good technique’ for furthering these 

fundamental relations, but, without privacy these relations are simply inconceivable. Fried 

believes that a context or possibility of privacy is required for their existence and that the 

interests of respect, love, friendship and trust comprise a system of ‘dispositions, beliefs and 

attitudes’which are organised according to identifiable principles (Fried, 1968, p.477). 

Although they differ from each other, they each build on a common conception of 

personality and its entitlements.  

‘This conception is a moral conception of the basic entitlements and duties of 

persons in regard to each other, and the structure of that conception is articulated 

by what I call the principle of morality and the correlative attitude of respect.’ (Fried, 

1968, p.477) 

Fried suggests that privacy is necessary for the interests of respect, love, friendship and trust 

and without these there is not only a threat to privacy but a threat to a person’s integrity. 

However, Fried does not detail what privacy should entail. It is first useful to see how Fried’s 

interests of respect, love, friendship and trust align with the fundamental interests in order 

to establish if privacy interests also set out to protect the fundamental interests as the 

privacy interests of this thesis do.  
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The interests of respect, love, friendship and trust do align with the fundamental interest of 

respect/dignity. To treat someone intuitively with dignity is to also treat them with respect, 

one of Fried’s key components of privacy. By treating someone with respect, this then allows 

for the individual to form friendships, to build trust and to love. Fried’s interests are 

narrower than those of the fundamental interests and as such do not extend to the 

fundamental interests of autonomy, liberty and welfare. However, it is worth considering if 

Fried’s values can be protected by the interest in unobservability. Without privacy Fried 

believes that developing and maintaining relationships is impossible. However, is having the 

opportunity to be free from observation enough to allow individuals to form and maintain 

personal relationships? In order to form and maintain a personal relationships levels of 

intimacy are required, this would not be possible unless the individuals had the opportunity 

to be unobserved. Hence, where an individual is free from observation, it is possible for 

them to form a relationship with another. By having the opportunity to not be observed we 

can capture what is important in Fried’s account. For Fried one needs privacy for the 

interests of respect, love, friendship and trust. This can all be achieved through the interest 

in unobservability, hence what is important to Fried’s account is captured in the interest in 

unobservability. This can also apply across the physical or virtual spheres, some may use 

online communication platforms in which to build relationships. Although it has been 

mentioned before, it must be made clear that the interest in unobservability does not just 

hold instantaneously, evidence of activities is also encompassed in the interest. For 

example, should individuals meet online and build their relationship via email, where there 

is a reasonable chance that should they be observed their fundamental interests would be 

set back, they have personal unobservability and a moral right not to be observed. This right 

holds not just at the time of the communication but for all evidence of the communication. 

Evidence of the communication would have the same implications on the fundamental 

interests and such setbacks must be avoided. 
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The next account to consider comes from Solove. This account has been discussed before. 

One of their interests directly considers an element of having/having control of personal 

relationships (Solove’s interest in intimacy - control over, or limited access to, one’s intimate 

relationships or aspects of life) and another of the interests has an overlap with the interest 

in personal relationships (Solove’s interest in secrecy – the concealment of certain matters 

from others) (Solove, 2008, p.12). In terms of having/having control of personal 

relationships, intimacy can be a key element of some relationships. The concealment of 

certain matters from others, can also be related to the interest in having/having control of 

personal relationships, where in order to build relationships, individuals may choose to 

share some information with some but not others. To build relationships and to be able to 

share information with others, what is important is that the individuals are free of 

observation so they can conduct these activities. The same is true of intimacy, in order to 

be intimate, the individuals need privacy/to not be observed. In both these cases, limiting 

one’s observation is what protects what is important to Solove’s interests.  

With both these accounts what is important about the privacy of relationships is captured 

within the interest in unobservability. Next, it is important to consider whether there are 

examples of personal unobservability based on the interest in having/having control of one’s 

personal relationships. Where there is personal unobservability, there is a moral right 

surrounding the interest in personal unobservability in order to prevent setting back the 

fundamental interests. Consider the first example, of one’s communications with another, 

where these communications are essential to building and maintaining a personal 

relationship between two individuals. Beginning with letters, is there a reasonable chance 

of setting back the individual’s fundamental interests should their letters be read? There are 

situations where if the relationship were to be made public there is a reasonable chance of 

setting back an individual’s equal concern. For example, in a society where homosexuals are 

discriminated against and their letters being made public opened them up to discrimination, 
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there is a reasonable chance of serious setbacks to their fundamental interest of equal 

concern and respect/dignity. Equal concern has a reasonable chance of being setback due 

to the potential discrimination in regard to political decisions. The fundamental interest of 

respect/dignity has a reasonable chance of being setback in regard to discrimination faced 

by homosexuals within society.  Being able to build relationships and develop oneself is also 

critical to liberty in that one must be free to pursue one’s idea of a worthwhile life. 

Relationships and personal development can form part of one’s concept of a worthwhile 

life, as to have autonomy is to choose the concept of a worthwhile life, where this may 

include building relationships as described above. Should the individual’s letter be read or 

made public, this has a reasonable chance of setting back their fundamental interest in 

autonomy and liberty as they would not be able to build and maintain their personal 

relationships. As there is reasonable chance of setting back the fundamental interests 

should the letters be observed, the individuals have personal unobservability. Consider 

another method of communications, this time a telephone call. Again, such communications 

are required in order to have, build and maintain their personal relationship. As with the 

letters, the potential set backs to the fundamental interests are the same, again, there is 

personal unobservability. This application can be extended to other methods of 

communication including but not limited to; email, text messages, video communication 

platforms, VoIP platforms (Voice over Internet Protocol) social networking platforms, etc. 

Social networking platforms enable both mass and private communications and the 

difference is important, the potential setbacks to the fundamental interests will differ 

depending on the nature of the communications, either public or private.  

From the above examples of various different methods of communication, it is clear that 

there is personal unobservability related to the interest in having/having control of one’s 

personal relationships. The examples also stretch across the physical and virtual worlds, 

showing that there are examples of personal unobservability in both cases. The above 
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section of the chapter has shown that what is important to the interests in having/having 

control of one’s personal relationships is encompassed within the interest in unobservability 

and that there are cases of personal unobservability.  

5.1.4 Conclusions  

The aim of the above sections was to consider various accounts of privacy and their interests 

in order to ascertain the nature of the interest in unobservability and if there are cases of 

personal unobservability. The accounts considered the following interests in privacy; the 

interest in controlling/protecting a personal space (section 5.1.1), the interest in 

having/having control of one’s personal relationships (section 5.1.3) and the interest in 

expressing one’s self-identity, in reflecting, in making decisions, in developing as a person 

and protecting one’s personality/individuality (section 5.1.2). Each section first explored the 

interest with the aim of capturing what is important for that interest. Then the sections 

considered if this is encompassed within the interest in unobservability. The sections 

concluded that what was important about the interests was captured in the broader interest 

in unobservability. The sections then considered various examples across the physical and 

virtual spheres and concluded that in all cases there are examples of personal 

unobservability.  

 The Protections of Personal Unobservability  

This section of the chapter aims to explore the current legal protections of personal 

unobservability. It has been established in section 2.3 that the fundamental interests can be 

protected by the government, for now, our aim is to establish if the current legal protections 

are sufficient in order to protect the right and hence the individual’s fundamental interests. 

Whether these are situations the government should protect now in order to protect the 

fundamental interests will be discussed in Chapter Six. When considering the current legal 

protections of personal unobservability, there are no specific laws in place, as there are for 
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the protection of the personal data. However, there is some legislation which directly and/or 

indirectly has some protections for personal unobservability. The protections are limited 

and non-specific in part due to the development of privacy law in the UK and due to the fact 

personal unobservability is an original privacy right which has not previously been 

considered.  

Before detailing the specific legal protections, it is useful to have an overview of privacy law 

in the UK. This overview sets up the development of general legal privacy protections in the 

UK and the more specific protections; where some of the specific protections have not 

always been designed to protect privacy explicitly. After looking at a brief overview of the 

development of privacy law in the UK and general privacy protections, specific protections 

for the interests discussed in section 5.1 will be considered (the interest in 

controlling/protecting a personal space, the interest in having/having control of one’s 

personal relationships and the interest in expressing one’s self-identity, in reflecting, in 

making decisions, in developing as a person and protecting one’s personality/individuality).  

The first mention of privacy explicitly in UK law was in a report by Justice entitled Privacy 

and the Law (1970). This report establishes that in the UK there is ‘no general right to privacy 

in common law.’ (Justice, 1970, p.8) However, alongside this statement, the report did 

amalgamate other indirect protections of privacy. It listed the following alternative civil 

remedies within common law: trespass, defamation, copyright, passing off, wilful infliction 

of physical harm, breach of confidence, negligence, and other indirect protections through 

legislation – such as specific provisions and civil actions for breach of statutory duty (p.8-

17). 

As a response to the Justice report, The Younger Committee, chaired by Sir Kenneth Younger 

examined issues relating to personal privacy. These issues included alleged breaches of 

privacy in the press (1972). The committee recommended that the Press Council make 
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changes to build up a body of case law understood by the industry and to codify how 

individuals’ privacy should be treated (1972). However, the committee did not unanimously 

agree with the recommendations and a minority report was also published. The minority 

report suggested the introduction of a general privacy law, where this law was to provide 

individuals with proper protections from unjustified press intrusion (Leveson, 2012). Two 

years after the Younger Committee reports, The Royal Commission, also known as The 

MacGregor Commission (1974), was formed to discuss the recommendations of the reports. 

This commission was granted under the continued backdrop of concern at the behaviours 

of the press. The discussions of The Royal Commission led to two Private Members’ Bills 

being put to Parliament in 1989. The main focus of both bills was to address the intrusive 

practices conducted by journalists and the lack of reparation for victims. The first Bill was 

presented by John Browne MP, the bill proposed the introduction of a privacy tort. His 

privacy tort was seen as a means of providing individuals with protection from unwarranted 

press intrusion. The second Bill presented by Tony Worthington MP proposed the creation 

of a statutory Press Commission Appeal Tribunal. Neither Bill was successful, yet both 

pushed forward the need for another Committee to explore the notion of Privacy in the 

general context of press intrusion and regulation (Leveson, 2012, p.207). Sir David Calcutt 

led The Calcutt Committee which published its report Privacy and Related Matters in June 

1990. The conclusions of these reports all ended in discussion of press behaviour rather than 

individuals’ privacy. While the two are linked, none of the reports have made significant 

progress towards independent privacy legislation in the UK.  

As a reaction to the above report, common law in the UK has followed a conservative 

approach to the protection of privacy. The courts have been reluctant to develop a general 

cause of action for the protection of privacy. By taking such a stand the courts have tried to 

push parliament to recognise a privacy right, rather than effectively establishing privacy 

precedents through the use of case law. Between 1997-1998 Parliament enacted three 
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statutes which shaped our current legal privacy protections. The first of these statues was 

the Protection from Harassment Act 1997. The Protection from Harassment Act provided 

recompenses for invasions of privacy which involve conduct that the defendant knows or 

ought to know amounts to harassment. In addition to these protections, the Act protects 

against both the publication and the conduct of the press in obtaining information. This will 

be discussed further in section 5.2.2. The second Act was the Data Protection Act of 1998, 

which was discussed in Chapter Four (section 4.2), which set out standards for processing 

personal data and provided remedy where privacy is invaded. The final enactment was the 

Human Rights Act (1998). Encompassed within this act was a general right to privacy, this 

enactment was an important stage in the path to the development of legislation to protect 

individuals’ privacy in the United Kingdom. This right to privacy is the right also enshrined 

within the European Convention on Human Rights (Council of Europe, 1950). The Human 

Rights Act simply gives further effect to the rights and freedoms guaranteed under the 

European Convention in the UK. The Human Rights Act (1998) will be discussed in section 

5.2.1. The introduction of these Acts of Parliament signalled a recognition of the need to 

bolster privacy rights, however, the Government of the time made it clear that it anticipated 

that the Courts would bear the responsibility of developing specific privacy law 

appropriately, in particular in regard to the Human Rights Act (1998). These developments 

are highlighted in the final seminal report which considers privacy and privacy rights in the 

United Kingdom, The Leveson Inquiry (2012).  

The Leveson Inquiry is the most recent overview of the state of privacy in UK law. An 

overview of this report will be briefly considered before moving on to discussed of the 

specific privacy protections and if they are sufficient to protect personal unobservability. 

The Inquiry was wide reaching and has had significant public impact, the report looked into 

the philosophy of privacy in order to reach its conclusions as a judicial public inquiry into the 

culture, practices and ethics of the British press following the News International phone 
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hacking scandal. Due to the nature of the phone hacking scandal, the Leveson Inquiry 

included significant discussion of the nature of privacy, privacy legislation in the United 

Kingdom and the right to privacy itself. On privacy, the Leveson Inquiry highlighted the need 

for privacy in order to have personal autonomy, where personal autonomy was defined as 

individuals having a sphere in which they can exercise individual choices without 

interference from others, including the government (Leveson, 2012, p.73). Note the 

difference in the definition of autonomy between that of the Leveson Inquiry and that of 

the thesis fundamental interest in autonomy. The definition of autonomy in the Leveson 

Inquiry encompasses what the thesis defines as autonomy and liberty (where the 

fundamental interest in autonomy is the ability to choose a concept of a worthwhile life and 

the fundamental interest in liberty is defined as being free to pursue this idea of a 

worthwhile life). The Inquiry states that the existence of a private sphere is vital for human 

development, 

‘it is the space in which individuals are able to experiment with preferences and 

build personal relationships beyond public scrutiny and judgment. Violations of the 

private sphere prevent individuals from obtaining these benefits. The private sphere 

is also critical to personal autonomy as a space over which an individual exercises 

control. To invade someone’s privacy disregards that individual’s choices as to when 

and by whom he or she will be seen and what personal information he or she will 

divulge.’ (Leveson, 2012, p.73) 

This analysis of privacy has similarities with the account of privacy presented in this thesis, 

this is seen in the interests considered (data and private sphere). However, Leveson’s 

account is not limited to considering the moral right which is grounded in a reasonable 

chance of setting back the fundamental interests.  
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The Leveson interpretation of privacy shows that there is a broader consensus that this is 

the view of privacy we should adopt in society. The Inquiry also discussed conflicts between 

various rights, for example, if an individual is seeking to conceal their criminal conduct, there 

will be a conflict between their privacy and the public interest in law enforcement. Here, the 

Inquiry concluded that a balanced result would be a partial and not complete invasion of 

privacy, one which is carefully detailed in law, where, even in prison there are basic 

guarantees of human dignity. However, the Inquiry highlighted how such a balanced result 

is not always implemented when the interest in privacy conflicts with other interests, in 

particular with the press interest. Although the Leveson Inquiry spent significant time 

explaining the value of privacy, and producing a comprehensive document of current privacy 

legislation and the extent and implications of the European Convention of Human Rights 

legislation, the final report steers clear of recommending an extension of civil law to include 

specific privacy protections (Leveson, 2012, p. 1810), a view which has been echoed in the 

various other privacy reports commissioned by the Government. While such civil law may 

be beneficial, there is still discussion surrounding the correct implementation. 

Now that the background to privacy law in the UK has been established, it is time to look at 

the protections in place for personal unobservability. To do this, the law has been broken 

down to consider what it actually protects in terms of personal unobservability. Firstly, there 

are the general legal protections for personal unobservability (section 5.2.1), then the legal 

protections for personal unobservability related to personal spaces (section 5.2.2), legal 

protections for personal unobservability related to self-identity and one’s 

personality/individuality (section 5.2.3) and finally, legal protection for personal 

unobservability related to personal relationships (section 5.2.4).  
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5.2.1 General Legal Protections for Personal Unobservability  

The overarching general piece of legislation which protects personal unobservability in some 

respect is the 1998 Human Rights Act. Note that the Human Rights Act (1998) is not limited 

in the same way as personal unobservability is and this affects how the right is protected. 

When the Human Rights Act (1998) was introduced it incorporated the European 

Convention on Human Rights into UK law. Article 8, the right to respect for private and family 

life states that ‘everyone has the right to respect for his private and family life, his home and 

his correspondence’ and 

 ‘there shall be no interference by a public authority with the exercise of this right 

except such as is in accordance with the law and is necessary in a democratic society 

in the interests of national security, public safety or the economic well-being of the 

country, for the prevention of disorder or crime, for the protection of health or 

morals, or for the protection of the rights and freedoms of others.’ (1998) 

The breadth of Article 8 and the definition of ‘private and family life’ has been analysed 

extensively in case law. The European Convention on Human Rights states that;  

‘private life is a broad term not susceptible to exhaustive definition, however, it 

includes elements such as gender identification, name and sexual orientation, 

sexual life, mental health, the right to identity and personal development and to 

establish and develop relationships.’ (Leveson, 2012, p.1865) 

Case law has also established that the protection of reputation is also covered under Article 

8 (Leveson, 2012, p.1865). Looking at the more general wording of Article 8, Leveson 

concluded the phrase ‘the right to respect for…private…life’ requires more than just the 

government refraining from interfering with individuals’ private lives but also entails some 

positive obligations. These positive obligations are to ensure the effective enjoyment of a 

private life by those within the government’s jurisdiction. These positive obligations may 
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require the facilitation of positive measures designed to secure a respect for individuals’ 

private life, where this can extend to the sphere of individual’s personal relationships 

(Leveson, 2012, p.1865). 

Other sections of the Human Rights Act (1998) can also relate to privacy, for example, 

Section 12 of the Act. Section 12 was brought in under concerns that Article 8 might limit 

the freedom of expression by imposing restraint on the press. This amendment was 

introduced to protect press freedom in a manner which was consistent with the Convention. 

Section 12;   

‘provides that the court must have particular regard to the importance of the 

Convention right to freedom of expression and, in particular where the proceedings 

relate to material which the respondent claims, or which appears to the court, to be 

journalistic, literary or artistic material the court must have regard to the extent to 

which the material has, or is about to become available to the public, or it is, or 

would be, in the public interest for the material to be published and any relevant 

privacy code.’ (Leveson, 2012, p.1850)  

Here the courts must pay regard to relevant privacy codes when considering proceedings 

which relate to journalistic material. For example, if a newspaper has breached the 

provisions of the Press Complaints Commission Code, this should factor into the court’s 

decision making. This means that the regard of privacy is being considered in court decisions. 

The Human Rights Act provides a general legal protection for privacy within Article 8 and a 

more specific protection for privacy in regard to the press and subsequent court decisions 

within Section 12. 

However, the introduction of the Act did not result in an automatic recognition of a general 

tort of invasion of privacy (Leveson, 2012, p.1865), again it was simply another stepping 

stone in privacy legislation that needed significant clarification and development which has 
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taken place in subsequent case law. While most of the clarifications were captured in case 

law, the Leveson Inquiry summarised the principles as follows;  

• ‘The right to respect of a person’s privacy is a vitally important right, which lies at 

the heart of liberty in a modern state. 

• The origin of the cause of action tort relied upon is breach of confidence, since 

information about an individual’s private life would not, in ordinary use, be called 

confidential, the more natural description of the position today is that such 

information is private and the essence of the tort is better encapsulated now as 

misuse of private information.  

• The values enshrined in Article 8 are now part of the cause of action and should be 

treated as of general application and as being as much applicable to disputes 

between individuals as to disputes between individuals and a public authority.  

• The benchmark of a private life is whether in respect of the disclosed facts the 

person in question had a reasonable expectation of privacy.  

• In deciding whether there is in principle an invasion of privacy, it is important to 

distinguish between the first question whether Article 8 is engaged, and the 

subsequent question whether, if it is, the individual’s rights are nevertheless not 

infringed because of the combined effect of Articles 8(2) and 10.’ (Leveson, 2012, 

p.1869) 

The principles summarise the closest thing to a free-standing right to protection from 

invasion of privacy in law. The core element of privacy under the cause of action is whether 

the person had reasonable expectation of privacy in respect of the information and whether 

interference with that expectation is justified. However, does the Human Rights Act (1998) 

protect personal unobservability? As mentioned above this is a general right to privacy 

protected in law, the thesis considers a narrow moral right, where we only have rights in 
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cases where there is a reasonable chance of setting back our fundamental interests. While 

the legal right to privacy is general, it has not been sufficiently tested to see its true levels 

of protections for individual’s privacy, however, based on the principles, there still seems to 

be a way to go to protect all elements of the narrow moral right granted when individuals 

have personal unobservability or personal data. For example, whether an individual has an 

expectation of privacy is vague and may not encompass all elements of personal 

unobservability. It might be assumed that we do not have the same level of privacy across 

both the physical and virtual worlds. While it may be accepted that we have privacy within 

our homes to have private conversations and that our letters are private, does the law 

accept that other electronic communications should be afforded the same protections? 

Whether one has an expectation of privacy may also vary depending on age or background. 

It does matter when deciding how the legal protections are implemented, where in order to 

protect personal unobservability more explicit legislation may be required. In cases where 

it is likely there will be objections between what an expectation of privacy constitutes, this 

may cause particular issues when considering privacy in the virtual sphere.  

Other general legal protections for personal unobservability come in the form of the breach 

of confidence legislation (Justice, 1970, p.13). Breach of confidence is defined in three torts; 

abuse of private confidence, abuse of commercial confidence and abuse of marital 

confidence. Here private information conveyed in confidence is protected. In terms of 

personal unobservability, this legislation allows for the protection of information shared 

outside of an environment with its own protections. A conversation in a coffee shop can be 

protected through confidence law, even if the access to the area is not protected. The 

limitations of confidence law surround what information would be considered, if shared, as 

breaching confidence. Here the breaking of a social contract would be enough for individuals 

to sue. Confidence legislation gives some options for the control of personal information 

(not personal data) in law, where personal information is information shared in confidence 
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not personal data by either the thesis or legislative definition. Breach of confidence 

legislation would give protection to private conversation yet would not extend to other 

activities. While this law protects elements of privacy, does it protect personal 

unobservability? While the law prevents the personal information from being passed on 

without repercussions, it does not prevent the individual being observed in the first place. 

Where one has personal unobservability, there is a reasonable chance that not having the 

opportunity to be unobserved would set back their fundamental interests. While there may 

be limited situations where one has personal unobservability, due to the limited definition 

of the moral right it still seems that there is a gap which does not protect these situations.  

The final general protection for privacy in law we are going to consider was highlighted in 

the Leveson Inquiry for providing some potential protections (Leveson, 2012, p.1863). The 

Protection from Harassment Act 1997 provides a remedy for invasion of privacy which 

involves a course of conduct which the defendant knows or ought to know amounts to 

harassment, including causing alarm or distress. Therefore, the Act can protect against both 

the publication of information and the conduct of press in obtaining the information, in 

particular the use of intrusive investigation methods. Again, this is an act which provides 

remedies for privacy intrusions, rather than stopping an individual being observed when 

they have personal unobservability. This again presents a problem for the legal protection 

of personal unobservability, where unless there are further protections for one’s 

observability it is clear that the current legislation is not doing enough.  

5.2.2 Legal Protections for Personal Unobservability Related to Personal Spaces  

The above section considered general privacy legislation and whether this adequately 

protected personal unobservability, where the moral right was considered in general terms. 

In this section, there will be an appraisal of legislation designed directly or indirectly to 

protect personal spaces. Here we will be looking to establish if personal unobservability is 
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legally protected in relation to personal spaces, where personal spaces are encompassed 

within personal unobservability. Legislation that considers the protection of personal spaces 

includes; Peace Act (1361), Conspiracy and Protection of Property Act (1875), Trespass Tort 

Law and some pieces of case law. These will all be discussed in relation to how they protect 

personal space when an individual has personal unobservability.  

The Peace Act (1361) and Conspiracy and Protection of Property Act (1875) provide 

protections related to the home environment, where the home could be considered as a 

personal space. The Peace Act (1361) enables eavesdroppers and Peeping Toms to be 

bound, where the Justice Report (1970) notes that its protections might extend to cover the 

use of telescopic lens yet would be unlikely to cover electronic devices. The Conspiracy and 

Protection of Property Act (1875) (Justice, 1970, p.15) prohibits a person from watching or 

besetting a house or other place where a person resides or works, yet is so worded that it 

can only be applied if the watching affects the behaviour of the person being watched. While 

outdated and failing to protect personal unobservability in terms of the lack of protections 

for technological devices/observation in the virtual sphere, these pieces of legislation may 

have been sufficient to protect one’s personal unobservability within the home environment 

before the development of technology. Here the narrow right would be encompassed, as 

setting back one’s fundamental interests would affect the behaviour of the person being 

watched. However, there is a clear gap when considering how one can now be observed via 

technology in one’s home. As such, again, these pieces of legislation are not providing 

sufficient protection for personal unobservability.  

Trespass legislation can also be used to protect personal spaces. There are three types of 

trespass in law; trespass to land (available where there is any unauthorised entry upon land 

or premises in the possession of the plaintiff), trespass to chattels (Chattels personal: an 

item of property other than freehold land, including tangible goods. Chattels real: leasehold 
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interests) (available where there is unauthorised interference with chattels in the 

possession of the plaintiff) and trespass to the person (available where there is unauthorised 

physical interference with the plaintiff’s person) (Justice, 1970, p.8-9). The third type of 

trespass, trespass to the person does not consider personal unobservability in relation to 

personal space so will not be discussed here. Trespass to land and trespass to chattels can 

only be used in specific cases where there is physical access and where one has property 

rights. Again, there are issues with physical access as this limits any potential protections of 

personal unobservability to the physical world. Yet the right is not limited to the physical 

world. This limitation is in part due to the time in which the torts were introduced, at the 

time, there was no conceivable notion of what the future might hold and hence such risks 

have not been written into law. To trespass there must be direct physical contact with the 

plaintiff or their property, therefore, one cannot be convicted of trespass by spying on 

property from a location off the property. Under trespass legislation there is no protection 

for microphone surveillance, yet, one could be prosecuted for placing the device on 

another’s property. In 1970, it was assumed that spying would only happen in person and 

could then be deemed as harassment and that physical contact would be required in order 

to place a microphone for microphone surveillance. The provisions of trespass protect an 

individual’s person and their property, namely their home. Trespass law was not designed 

to protect privacy; however, it has ended up being used in this sense and could still be used 

to protect some elements of personal unobservability. Since trespass legislation was 

enacted there has been a significant technological shift, there is no longer a need for physical 

contact in order to violate an individual’s privacy. This can be seen clearly through the 

invention of the internet and more sophisticated surveillance techniques. The invention of 

the internet has created new spaces in which people conduct their lives, these spaces can 

be violated without physical contact and directly affect someone’s privacy. The same is true 

of new surveillance techniques employed in the physical and virtual worlds, techniques 
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include camera-based methods, computer-based methods and advanced tracking methods 

(including remote device tracking). Where there is physical interference, in order to observe 

someone who has personal unobservability in their home, or similar personal space, 

trespass legislation may be useful to protect personal unobservability. However, it is not 

enough to provide protections for personal unobservability in the virtual world.  

The Justice report also mentioned another indirect protection of one’s property in nuisance 

(Justice, 1970, p.10) legislation. A nuisance is committed where there is an unreasonable 

interference with the use or enjoyment of land resulting in damage. While this further 

supports the protections of the home, it does not provide any further protections for 

personal unobservability. The final protections in law for personal unobservability in relation 

to personal spaces comes from case law. In the judgment of Campbell v. MGN Ltd (2004), 

Lord Hoffman observed that the protection of privacy was essential to the protection of 

human autonomy and dignity. In the same case Lord Nicholls agreed that a ‘proper degree 

of privacy is essential for the wellbeing and development of an individual.’ (Leveson, 2012, 

p.73) From these statements the conclusion was drawn that a private sphere is vital for 

human development. Leveson framed this as a space in which individuals are able to 

experiment with preferences and build personal relationships beyond public scrutiny and 

judgement. Although such protections of a private sphere, not limited to a physical zone, 

have been discussed, they have not been further codified in law. The Leveson Inquiry 

deemed that the current protections are adequate. However, this seems to be false. It does 

not seem that the current protections are sufficient to truly protect personal 

unobservability. Further examples of this will be considered momentarily.  

The final piece of case law which considered personal spaces is seen in Gillan and Quinton 

v. United Kingdom (2010). Gillan and Quinton v. United Kingdom was a decision by the 

European Court of Human Rights that ruled the UK’s stop and search powers without 
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reasonable suspicion under the Terrorism Act (2000) were a violation of the right to privacy 

as defined in the Human Rights Act (1998). Here the personal space being considered is not 

within the home but one’s physical person. The Court held that; 

‘the powers of authorisation and confirmation as well as those of stop and search 

under sections 44 and 45 of the 2000 Act are neither sufficiently circumscribed nor 

subject to adequate legal safeguards against abuse. They are not, therefore, ‘in 

accordance with the law’ and it follows that there has been a violation of Article 8 

of the Convention.’ (Gillan and Quinton v. United Kingdom, 2010) 

By considering one’s physical person as a personal space, this ruling differs from the others 

which consider personal spaces, and it shows there are some protections for one’s physical 

privacy. However, while this protects the idea of an individual’s privacy, does it protect 

personal unobservability? The ruling prohibits stop and searches unless there is reasonable 

suspicion. Are there cases where an individual has a reasonable chance of their fundamental 

interests being set back, should their possessions/person be searched in public? To be 

searched in public infers suspicion and is highly likely to have direct implications on 

someone’s fundamental interest in dignity. To treat someone with dignity, is to not 

humiliate them and force them to be searched. There may be cases where this is acceptable 

(when there is reasonable suspicion) and this is allowed in law, however, this ruling goes 

some way to protect an element of personal unobservability in a very specific situation.  

From the above, it has been shown that there are some legal protections for personal 

unobservability, however, there are obvious gaps particularly in cases where technology is 

involved. Consider the following case to conclude if there are further gaps in the law for 

protecting personal unobservability in relation to personal spaces. Say a family have set up 

cameras throughout their house following a spate of burglaries in the locality. These 

cameras are in most rooms in the house and are linked to their wireless network. The family 
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have not further secured these cameras. In the UK, it is currently perfectly legal to connect 

to these cameras and watch the feeds they produce. So long as the people accessing the 

cameras don’t log in to the camera or alter the settings of the devices they are watching, 

there is no illegal activity occurring. Illegal activity would occur if those accessing the camera 

logged into the family’s accounts or changed the setting as this would constitute hacking, 

however, otherwise their watching another’s personal cameras is legal (Phillips, 2018; 

Kelion, 2014). In 2014 a database listed over 500 UK feeds of individuals’ personal security 

and baby cameras that were legally accessible for others to view (Kelion, 2014). Where these 

cameras are legally accessible, the individuals do not have the opportunity to be 

unobserved. Yet, in section 5.1 it was shown that there are situations where one has 

personal unobservability in common scenarios occurring in their home. It is clear that there 

is a reasonable chance of setting back the individual’s fundamental interests and there are 

no protections in place to stop this. Based on this example, it is clear that more needs to be 

done to protect individuals’ fundamental interests.  

5.2.3 Legal Protections for Personal Unobservability Related to Self-Identity and 

One’s Personality/Individuality  

The next category to consider is the legal protections for personal unobservability related 

to self-identity and one’s personality/individuality. Here we will be looking to establish if 

personal unobservability is legally protected in relation to self-identity and one’s 

personality/individuality. Personal unobservability related to self-identity and one’s 

personality/individuality was originally protected through the protections granted to 

physical personal spaces. However, this is now too limited due to the development of 

technology. Personal unobservability related to self-identity and one’s 

personality/individuality is independent and should be considered as such, in order to 

ascertain if personal unobservability related to self-identity and one’s 

personality/individuality is protected in law. The legal protections for personal 
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unobservability related to self-identity and one’s personality/individuality, are limited. 

While there is a right to privacy under the Human Rights Act (1998) discussed in section 

5.2.1, and Lord Nichols agreed in the Campbell v. MGN Ltd. judgement that ‘a proper degree 

of privacy is essential for the wellbeing and development of an individual’ (Leveson, 2012, 

p.73) this has not manifested into a generalised right to privacy which could be enacted to 

give specific protections to personal unobservability. There have been two pieces of 

legislation which consider personal unobservability related to self-identity and one’s 

personality/individuality; defamation (Justice, 1970, p.12) and the Protections from 

Harassment Act (1997). There is also a piece of related case law.  

Beginning with the protections from defamation, an action in defamation is based in where 

a person can show that a statement has negatively impacted their reputation in their 

community or has exposed them to hatred, ridicule, contempt, or caused them to be 

shunned or avoided. Defamation law can protect privacy in that by having privacy one can 

conduct activities which they feel could impact their reputation. Protecting their personal 

unobservability allows an individual to protect their self-identity, personality and 

individuality. Here defamation legislation protects some elements of personal 

unobservability in that it may prevent them from having their fundamental interests set 

back by being observed, however, it does not make the observation illegal. The Protection 

from Harassment Act (1997) was discussed in 5.2.1, and can apply to this element of 

personal unobservability in addition to the general protections. The protections granted in 

The Protection from Harassment Act (1997) would apply to disclosures across both the 

physical and virtual worlds. The legislation only protects an individual from the 

consequences of being observed rather than from being observed initially. Where there is a 

reasonable chance of setting back an individual’s fundamental interest from being observed, 

the law is not protecting individuals’ moral right to have the opportunity to be unobserved.    
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The case law which concerns this interest traverses two of the interest categories 

encompassed with unobservability. The Mosley v. News Group Newspaper (2008) 

judgement concerns both identity (individuality) and personal relationships. The judgement 

considered the extent to which revelations concerning sexual relations could be made 

lawfully by the media. Sexual behaviour and sexual orientation are part of an individual’s 

identity and aspects of private life directly protected under Article 8 of the Human Rights 

Act (1998). This case will be discussed here, yet there may also be implications for the 

protections of personal unobservability in relation to personal relationships. In the case 

ruling the judge commented that anyone engaging in sexual activity is granted a degree of 

privacy, particularly in cases where the activity is conducted on private property between 

consenting adults. When individuals are engaging in sexual activity, especially in cases where 

the activity reveals an aspect of their identity, they would have personal unobservability due 

to the potential setbacks to their fundamental interests, see section 5.1.3. The comments 

by the judge provide some protections for personal unobservability. With the judge setting 

out the minimum standards expected of the media in regard to individuals’ sexual activity, 

the judge expressed that it is not for the government or the media to expose sexual conduct 

in cases where the sexual conduct does not involve any significant breach of the law.  

‘It is not for journalists to undermine human rights, or for judges to refuse to enforce 

them, merely on grounds of taste or moral disapproval. Everyone is naturally 

entitled to espouse moral or religious beliefs to the effect that certain types of 

sexual behaviour are wrong or demeaning to those participating. That does not 

mean that they are entitled to hound those who practise them or to detract from 

their right to live life as they choose.’ (Leveson, 2012, p.1872) 

The judge went on to reason that;  
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‘…where the law is not breached ... the private conduct of adults is essentially no-

one else’s business. The fact that a particular relationship happens to be adulterous, 

or that someone’s tastes are unconventional or “perverted” does not give the media 

carte blanche.’ (Leveson, 2012, p.1872) 

While this case provides one specific protection for an element of an individual identity it 

does not seem to be enough, even alongside the other protections for personal 

unobservability related to self-identity and personality/individuality. As with the previous 

legal protections, the protections are insufficient and more is required to protect individuals’ 

fundamental interests.  

5.2.4 Legal Protection for Personal Unobservability Related to Personal 

Relationships 

The final category to consider is the legal protection for personal unobservability in relation 

to personal relationships. Here we will be looking to establish if personal unobservability is 

legally protected in relation to personal relationships and what these entail as detailed in 

section 5.1.3.  

There are lots of protections in place for personal communications, although these aren’t 

considered as legislation relating to privacy. By protecting communications, the law is 

indirectly protecting one element of the right surrounding personal unobservability. The 

following protections are in place; the Wireless Telegraphy Acts (1949, 1967, 2006), the Post 

Office Acts (1953, 1961, 1969), the Telecommunications Act (1984), the Interception of 

Communications Act (1985) and the Communications Act (2003). The basis for these 

protections is vast, with the Wireless Telegraphy Act (1949) evolving from stopping the 

installation of any apparatus for wireless telegraphy without the authority of a licence from 

the Postmaster General to an Act which enforces the need for a licence or exemption for 

the use/installation of global systems of mobile communications (2006). In this case, the 
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Wireless Telegraphy Act (2006) enforces that it must be government approved authorities 

which provide the infrastructure for wireless telegraphy (communication) systems. In 

relation to personal unobservability, the Wireless Telegraphy Act (2006) plays a more 

important role now that it takes into account the installation of global systems, in the first 

version of the Act it only considered radio signals which have no connection to personal 

relationships. Now that it includes the use and installation of global communication systems, 

there are in effect protections for personal communications. The Wireless Telegraphy Act 

(2006) regulates the systems on which personal communications are enabled, such 

regulation shows concern for the protection of communications which indirectly provides 

protections for personal relationships.  

The Post Office Acts (1953, 1961, 1969) were enacted to protect the integrity of the postal 

service, and in effect extended to protect personal communications. The 

Telecommunications Act (1984) was brought in as a method of providing the government 

with very broad powers of regulation in the interest of national security, with the by-product 

being the protection of personal relationships, communications cannot be accessed legally 

unless there is a warrant supported by national security concerns. The Interception of 

Communications Act (1985) seemed to be brought in order to provide protections for those 

using the public telecommunications systems. In this case privacy was directly considered. 

Finally, the Communications Act (2003) which supersedes the Telecommunications Act 

(1984) was brought in to introduce the Office of Communications (Ofcom) as the new 

industry regulator. The privacy protections granted under this Act were continuations and 

updated previous legislation. 

Although the basis for the enactment of the various legislation may be vast, the outcome is 

that personal communications and hence personal unobservability have some protections 

in law. As the connection between personal observability and relationships in particular 
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communications has been detailed previously (section 5.1.3), this section will just consider 

the specific protections. In 1949 the introduction of the Wireless Telegraphy Act (1949) 

stated that it is an offence to install any apparatus for wireless telegraphy without the 

authority of a licence from the Postmaster General. This was one of the first attempts to 

legislate the communications networks in the UK and was quickly followed by the amended 

Post Office Act (1953). There were several Post Office Acts prior to this, yet they mainly 

focused on the running of the postal system. The Post Office Act (1953) set out protections 

for interfering with postal packets (including telegrams). An officer of the Post Office is guilty 

of an offence if they wilfully detain or delay any postal packets (including telegrams). As 

technology has developed, communication methods have changed. Although 

communications are still conducted in person, individuals can also communicate using the 

postal service or via telephone or via virtual methods. In order for communications to still 

be protected, legislation needs to be updated to reflect this. The foundation of protections 

of communications was extended through additional legislation including the Wireless 

Telegraphy Act (1949, 1967, 2006), the Telecommunications Act 1984, the Interception of 

Communications Act (1985) and Communications Act (2003).  

The Wireless Telegraphy Act (1949) and (1967) established basic provisions and protections 

for the sending of electro-magnetic energy over paths not provided by a material substance 

(eg – via radio waves/the internet/etc.). While the Act predominantly discussed the UK’s 

electromagnetic spectrum communications providers, it is also important to note that it 

does not allow unauthorised use of wireless telegraphy stations/apparatus, unlawful 

broadcasting or unlawful interception of signals. These provisions again amount to the 

protection of personal communications, this time via telegraphy rather than post. The 

Telecommunications Act (1984) is now surpassed by the Communications Act (2003) which 

consolidated former telecommunications and broadcasting regulators in the UK. The Acts 

also require certain privacy protections for users. Within the Communications Act (2003) it 
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required OFCOM to secure their functions and prevent unwarranted infringements of 

privacy resulting from using services (TV/Radio). The Interception of Communications Act 

(1985) amended parts of the Telecommunications Act (1984) and established what 

constituted the unlawful interception of communications sent by public 

telecommunications systems, an extension of former provisions which were specific to the 

UK’s electromagnetic communication system.  

In addition to the above discussed Acts, there has been some related case law. This included 

the Mosley v. News Group Newspaper (2008) judgement discussed in section 5.2.3 and the 

Trimingham v. Associated Newspapers Ltd. (2012). The Trimngham v. Associated Newspaper 

Ltd. (2012) case asserted that a relationship may, or may not, attract a reasonable 

expectation of privacy depending on the circumstances. The judge stated;  

‘that it is rarely realistic for partners in a relationship to expect that the fact of their 

relationship will remain confidential between the two of them for a long or 

indefinite period may signal an approach which tends towards disclosure of the fact 

of the relationship.’ (Leveson, 2012, p.1873) 

This led to the conclusion that the expectation of privacy will be limited by the degree to 

which information may enter the public domain. The judge allowed that the law will not 

stop publication of such information where it would serve no useful purpose. It was also 

clarified that where information is put into the public domain by individuals, such disclosures 

would limit the scope of the reasonable expectation of privacy.  While it was accepted that 

sexual conduct should be considered private, relationships seem to be considered in law on 

a more case by case basis. While the case law against disclosure provides some specific 

protections regarding details of relationships and identity, its breadth is limited and 

currently enforced on a case by case basis. A more substantive case or additional legislation 

would be required to change this.  
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While the Trimingham v. Associated Newspapers Ltd. case concluded that it is rarely realistic 

for partners in a relationship to expect that the fact of their relationship will remain 

confidential, this may not be an issue for personal unobservability. It would only be an issue 

where a relationship being known has a reasonable chance of setting back the individual’s 

fundamental interests (as discussed in section 5.1.3). However, based on the conclusions in 

section 5.1.3 it is clear there are situations where this would be the case. Hence there may 

be issues here, which depend on the nature of the relationship. Some people may seek to 

ensure that details of their relationship remain confidential while others will happily post 

about their relationship on social networking platforms. While there are cases in which there 

is a reasonable chance the individual’s fundamental interests will be set back, it seems too 

weak to suggest that someone’s relationship will not remain private as it is rarely realistic. 

While Mosley v. News Groups Newspaper (2008) provides protections for personal 

unobservability for a specific situation, the Trimingham v. Associated Newspapers Ltd. ruling 

seems to leave gaps open which do not protect personal unobservability.  

The above has set out a positive picture for the protections of personal communications, 

however, it is important to note that there are situations where such protections may not 

apply. For example, an individual’s employer can legally monitor (fully access) their use of 

the phone, interest, email or fax in the workplace (Citizens Advice, 2018). While some may 

not see this as an issue as the individual is at work and cannot assume that they will not be 

monitored, there can be issues when an individual is on a break at work, yet still within their 

place of work and use their phone to make a personal phone call. Here the individual 

effectively has no protection over their personal phone call while they are at work. Where 

the monitoring of employees is allowed, it is clear that there are cases where there are not 

enough legal protections in place to protect personal unobservability.  
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The above legislation and case law discussed provides suitable protection for current 

communications methods despite some limitations. While the limitations themselves may 

not present issues, the lack of awareness and separation from other laws surrounding 

communications could present issues. There may also be issues for the further extension of 

the legislation to consider new technologies and methods of communications. This would 

present problems in the future. The future proofing of legislation to protect personal 

unobservability is critical and changes will need to be made to ensure that suitable 

legislation is in place. As technology continues to develop, methods of communication will 

change and the law will need to adapt to ensure that new forms of communications are 

protected.  

Also, it should be noted that communications are not the only element of personal 

relationships, while other protections are provided through the protections related to 

personal space (section 5.2.2) and through the case law discussed in section 5.2.3. It is still 

not clear this is enough to protect personal unobservability in relation to personal 

relationships. However, if there were to be legal protections for personal unobservability in 

the virtual space this could further extend the protections in place for situations relating to 

personal relationships. Although there are currently only protections in place for existing 

methods of communication and physical spaces. While legislation will need to develop in 

order to ensure that communications are still protected there are gaps for personal 

relationships, again suggesting that if personal relationships are to be protected in law more 

needs to be done.  

5.2.5 Conclusions  

It seems to be a recurring theme for all the elements of personal unobservability. The law is 

not doing enough to protect personal unobservability right. For some elements, there may 

not need to be significant changes, for example the communications of personal 
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relationships, however, to protect personal unobservability related to personal spaces, self-

identity and one’s personality/individuality, more comprehensive change would be needed. 

When considering the protections in place for personal unobservability in relation to 

personal spaces, there is a clear gap in the legislation which allows individuals to be 

observed through security/baby cameras legally. This needs to be changed in order to 

prevent significant and serious setbacks to individuals’ fundamental interests.  

 Throughout the section it seems clear that there are also issues when applying the current 

legislation to the virtual world. While there have been some significant changes in the legal 

protections of communications, other protections seem to be frozen in time. While this is 

already starting to cause problems for personal unobservability, these issues will only 

continue to grow. In order to prevent setbacks to individuals’ fundamental interests more 

must be done to protect the right now and in the future.  

 Conclusion 

Chapter Five set out to explore the interest in unobservability and the right surrounding 

personal unobservability. The first section of the chapter (5.1) looked at various accounts of 

privacy theories and examples in order to ascertain the nature of the interest in 

unobservability and if there are examples of personal unobservability. An individual has 

personal unobservability in situations where not having the opportunity to be unobserved 

has a reasonable chance of setting back that individual’s fundamental interests. The privacy 

theories considered were broken down into three categories relating to the interest in 

controlling/protecting a personal space, the interest in having/having control of one’s 

personal relationships and the interest in expressing one’s self-identity, in reflecting, in 

making decisions, in developing as a person and protecting one’s personality/individuality. 

It was concluded that what is important for the interests is encompassed within the interest 

of unobservability and that there are cases of personal unobservability. The next section of 
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the chapter (5.2) considered the current protections for personal unobservability. It was 

concluded that while there are some disjunct legal protections in place for personal 

unobservability, there are significant gaps in the legislation which result in the right not 

being fully protected.  This is an issue which needs to be addressed in order to protect our 

privacy rights.   
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6 Control as a Solution to Protecting Individuals’ Privacy 

Rights  

Chapter Four ended with the conclusion that there are cases of people having personal data 

under the thesis definition of personal data. Chapter Five ended with the conclusion that 

there are cases of people having personal unobservability. There were examples of personal 

data concluding that people have a personal data right and there were cases of personal 

unobservability concluding that people also have a personal unobservability. However, as 

acknowledged in Chapter Four and Chapter Five, there are cases where being observed or 

having our personal data disseminated would be beneficial to the fundamental interests. 

Consider the following example, a diabetic is living alone. Their blood glucose level drops 

sharply leading to a loss of consciousness. Several hours later they do not turn up to work 

and someone goes to check on them. They observe the individual lying unmoving on the 

floor. The fire brigade breaks into the house, take the individual to hospital, where their 

medical records are accessed before treatment is given. In order for their fundamental 

interest of welfare to be protected there are several infringements on their personal 

unobservability (another entering the house without permission) and on their personal data 

(their medical records being accessed in order to provide them with appropriate care). Yet, 

in order to protect their welfare, one of their fundamental interests, it was necessary that 

they were observed and that their medical records were accessed6.  

This presents a problem. To protect individuals’ personal data and personal unobservability 

rights, it is not appropriate to outright ban the dissemination of personal data or the 

                                                             
6 Note that this example will be discussed further in Chapter Seven. Chapter Seven looks at the use 
of regulation which gives individuals control in order to protect their fundamental interests in 
practice. Chapter Seven will suggest that in the case of the diabetic this would be an exception due 
to the adverse effects on the individual’s fundamental interests. The example is used here to illustrate 
the point that an outright ban on the dissemination of personal data or observing individuals in cases 
where there is a reasonable chance that being observed would set back their fundamental interests.   
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observation of individuals in cases where there is a reasonable chance that being observed 

would set back their fundamental interests. While in many cases stopping individuals’ 

personal data being disseminated and stopping them being observed prevents setbacks to 

their fundamental interests, this is not true of all cases. Also consider the fundamental 

interests of autonomy and liberty, should individuals be banned from sharing their own 

personal data and banned from having the opportunity to be observed? Such a ban would 

not allow an individual to exercise their autonomy or liberty and hence set back the 

individual’s fundamental interests. Complete prohibition is not an option to protect 

individuals’ fundamental interests. This chapter looks at how we deal with this problem and 

provide individuals a method of protecting their privacy rights.  

Throughout the accounts of privacy interests in Chapter Three (section 3.1), many accounts 

(Scanlon (1975), DeCew (1997), Moore (2003), Solove (2008) and Mills (2008)) mention 

control in relation to protecting one’s privacy. Control would also allow individuals to 

exercise their liberty. Intuitively control seems to be the answer to the problem of protecting 

individuals’ fundamental interests. Control would allow one to protect their privacy rights 

and hence protect their fundamental interests. However, when control has been discussed 

by other theorists in relation to privacy, there has been limited discussion of the nature of 

control and how it would function to provide adequate protection of the privacy rights. 

Often the accounts of control presented are limited and not sophisticated enough to truly 

protect the privacy rights. However, this chapter is going to remedy this and provide an 

account of control which will allow individuals to protect their privacy rights.  

In order to present an account of control which allows individuals to protect their privacy 

rights it is first necessary to consider current accounts of control. In Section 6.1, two 

accounts of control will be considered. Firstly, Owens’ account and secondly, Frey’s account. 

These accounts will help to set out how the thesis will consider control. Section 6.2 will then 
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explore the links between privacy and control in more detail. By considering privacy 

accounts which consider control, the thesis will then present how control relates to the 

thesis account of the privacy rights. Once this link has been argued for, section 6.3 will seek 

to answer the question: if individuals have control, is control sufficient to protect the 

individual’s fundamental interests? In section 6.3 various examples will be considered, here 

it will be necessary to separate between control as defined by the thesis and other controls 

already implemented in society, typically through regulation, for example, in the case of 

medical personal data. This separation is required in order to objectively answer the 

question of whether control is sufficient to protect individuals’ fundamental interests. In 

section 2.3 it was argued that rights can be protected by the state, when considering each 

example, section 6.3 will consider if these are cases where the privacy right should be 

protected by the state. When considering the current set up of individuals’ control in 

medical regulation it is clear that there is a sufficient established framework from which a 

system of control can be implemented. While this chapter will not look at the regulation 

specifically, it is clear that the examples present cases where the government should protect 

the privacy rights and that regulation is a good way to do this. Chapter Seven will then look 

at questions surrounding the implementation of regulation in practice. The reality of 

implementing regulation which gives individuals control in order to protect their 

fundamental interests will be complex and hence requires detailed discussion.  

 What is Control?  

When considering control, we must start by realising that there are two ways in which we 

might have control. The first method of having control, is to directly control something. For 

example, if an individual is in their home they might control their unobservability by shutting 

the curtains. The second method of control is to control whether it is permissible for 

something to happen, or to have indirect control. To have indirect control is to have direct 

control over the permissibility of an action and indirect control over whether this action 
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happens. This is the case for all examples of indirect control, for example, an individual is 

setting up an account with an online retailer, they do not give permission for their personal 

data to be shared by the online retailer. Here the individual is directly controlling whether 

or not it is permissible for their data to be shared. However, as the online retailer is the one 

who has the responsibility to not share the individual’s personal data, the individual does 

not have direct control over whether this happens, they cannot directly control the further 

sharing of their personal data, they can only directly control the permissibility of sharing 

their personal data. To have indirect control is to have direct control over the permissibility 

of an action when it is not possible to directly control the action itself. When referring to 

indirect control, it is the control of the permissibility of the action that is being considered. 

This distinction between the two types of control is particularly important later in this 

chapter, and will be discussed in significantly more detail in section 6.3.  

Notice that the example of direct control happened in the physical world, while the example 

of indirect control took place in the virtual sphere. Online it is impossible to have direct 

control over what happens, the virtual world and the physical world differ significantly in 

terms of their construction. Within the virtual sphere, it is currently impossible to own, and 

hence directly control, the systems and infrastructure on which the virtual platform is 

created and maintained. As the systems and infrastructures cannot be directly controlled by 

individuals, individuals can only control the permissibility of actions, not whether the actions 

occur. Hence, currently within the virtual sphere only indirect control (control of the 

permissibility of the action) is possible. In the virtual sphere individuals are effectively using 

a service where they can only have control of the permissibility of actions and not the actions 

themselves. As more and more of our lives transition into the virtual arenas, more and more 

of our control will be indirect control rather than direct control. While it is currently accurate 

that an individual is unable to have direct control within the virtual sphere, this may not be 

the case in the future. Should direct control become possible in the virtual sphere, the 
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principles discussed in the physical world will be directly applicable.  Throughout the thesis 

when considering the virtual sphere, indirect control will primarily be considered, because 

it is the only current method of control in the virtual sphere, this is unlikely to change in the 

foreseeable future.  

Accounts of control written before the invention of the virtual world only consider direct 

control, yet this is now insufficient to protect our privacy rights in cases where this is 

important in order to prevent setbacks to our fundamental interests. There are two 

accounts of control that consider these ideas. Owens links control to the fundamental 

interests and Frey links control to privacy. The account of control that this thesis presents, 

links control to both our fundamental interests and to our privacy rights. This section of the 

chapter will provide an overview of both Owens’ and Frey’s accounts of control, before, in 

section 6.2 the link between the accounts and privacy rights is explored.  

Before considering these theories, it is important to note that control can mean a variety of 

things, not all of which are relevant to our privacy rights. In everyday use and language, 

control can be used in the following ways, this list is not exhaustive; to check/verify and 

hence regulate, to check by comparison to test the accuracy of statements/stories, to take 

to task, call to account, to exercise restraint or direction upon the free action of others, and, 

to overpower/overrule. Although theories of control exist, control as a concept has received 

surprisingly little attention given its ties to the ideas of freedom, responsibility and agency 

in philosophy/applied ethics (Ovenden, 2013). 

Owens has developed his account of control in his article, The Possibility of Consent (2011), 

and his books, Shaping the Normative Landscape (2012) and Normativity and Control (2017). 

In his paper, The Possibility of Consent, Owens sets out his ideas on consent and his theory 

of control, these ideas are later repeated and developed in his books (2011). It is useful to 

explore an account of control with strong links to consent as often the type of control 
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referred to in accounts of privacy has strong connections to the notion of consent. In Owens’ 

book Shaping the Normative Landscape, Owens presents an original theory of the normative 

nature of social relationships with a unified account of moral, political and legal 

rights/obligations, his account is complex and will not be discussed at length here, with only 

elements relevant to his link between control and the fundamental interests being 

considered (2012).  

In his paper, The Possibility of Consent, Owens sets out arguments for considering consent 

as an element of control and a theory of control (2011). His discussion around consent stems 

from the idea of promises. He states that both;  

‘promise and consent determine who is wronged by a certain act but whilst 

promising creates an obligation, consent abolishes it.’ (Owens, 2011, p.405)  

However, this only relates to one of the two different entities we may have an interest in 

controlling; his interest in controlling whether it is permissible to carry out an action 

irrespective of whether such action would affect an individual’s wellbeing. Alongside Owens’ 

interest in controlling whether it is permissible to carry out an action, irrespective of 

whether such action would have implications on wellbeing, Owens also considers an interest 

in control based directly upon the implication on one’s wellbeing. His framework establishes 

these interests as two distinct entities we might have an interest in controlling. Firstly, an 

interest in controlling what is done to us, controlling an action, because the action affects 

our wellbeing, and secondly, controlling the permissibility of the action, irrespective of 

whether such actions would affect our wellbeing. Where we can have both of these interests 

concurrently, for example, we might have an interest in controlling what medical treatment 

we are given (what is done to us, the action) and, at the same time, have an interest in 

whether it is permissible for another to give us the medical treatment, with these interests 

being distinct. 
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As Owens considered what is important to be what really happens, or what wrongs an 

individual, it is clear why each interest has its own importance. The first interest (an interest 

in controlling what is done to us, controlling an action, because the action affects our 

wellbeing) is important because it protects an individual’s welfare. The second interest 

(controlling the permissibility of the action, irrespective of whether such actions would 

affect an individual’s wellbeing) is important because without this interest there could be 

implications for an individual’s autonomy. Note here that Owens’ definition of autonomy 

differs from that of the thesis. Owens’ definition of autonomy encompasses what this thesis 

defines as liberty and autonomy. This second interest is also important as it can be used to 

protect an individual’s wellbeing. In some cases, controlling what is permissible can be used 

as a method of protecting our fundamental interest in wellbeing, this may be necessary in 

situations where direct control is not available, for example, within the virtual environment. 

Owens links his idea of control to the thesis’ fundamental interests. This is important and 

allows us to link the idea of control to the fundamental interests. In contrast to the first 

interest, Owens’ discussions of consent as an element of control only factor into the second 

control interest (controlling what it is permissible to do). For the second interest Owens 

builds upon the power that consent provides to explore the normative interest in being able 

to render certain acts permissible, rendering them as permissive interests (Owens, 2012, 

p.165). A permissive interest is an interest in it being the case that certain acts wrong us 

unless we declare otherwise (Owens, 2011, p.402). This second interest is important to 

Owens as he establishes that you can be wronged by some acts unless you make them 

permissible.  

Next, consider Frey’s account. In his paper, Privacy, Control and Talk of Rights, Frey discusses 

control in relation to the nature of privacy but also seeks to define control in relation to the 

sharing of information, as part of his idea of privacy (2000). When Frey is discussing control, 

he is generally concerned with what Owens defines as direct control. Frey does not consider 
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the type of control in detail as Owens does, yet on one occasion does mention the control 

of permissibility. When Frey discusses the control of a sphere of non-interference, he 

mentions both control in the direct sense and what counts as permissible intrusion, where 

this is control in Owens’ indirect sense (Frey, 2000, p.57). Aside from this brief mention of 

what Owens and the thesis have termed indirect control, Frey’s discussion is normally 

limited to discussing control in the direct sense. Frey suggests that what he defines as 

control incorporates elements of indirect control in situations where necessary but does not 

build on this or on the discussion of the differences between types of control. The lack of in-

depth discussion of indirect control may in part be due to the limited integration of 

technology into everyday life at his time of writing.  

Frey begins by considering the philosophical justification for control over information about 

ourselves, particularly exploring ‘what grounds schemes of negative rights, including 

schemes that contain or acknowledge a right to privacy.’ (Frey, 2000, p.25) Frey looks at 

control and privacy without considering if intrusions of privacy are detrimental to the person 

or not, this is not the focus of his paper. For Frey privacy and issues of control are vital, 

where if an individual can control what information is released about them, then they are 

not dependent on others to observe prohibitions on using the information (Frey, 2000, 

p.48). As this is so important to Frey, control seems to be the ‘surer’ path to protecting the 

information. For Frey there is no specific subject matter that we can identify as always and 

uniquely in the domain of the privacy (Frey, 2000, p.48). Hence the issue of control is a 

general one, where different people will want/or have control over different aspects of their 

privacy. For Frey the individual having control over their information is particularly 

important. However, he is worried by a theory which endorses the notion that an individual 

has control over all information about them which could come into the public sphere. Frey 

concedes that an individual’s information may vary over any and all subject matters where 

such a wide view of control of information would in effect remove the contrast between 
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public and private, with everything potentially being considered as private. Frey points out 

that to not accept a minimum level of personal data that individuals have control over, 

would leave the control of the individual’s personal data in the hands of others. Where this 

is the case and it is required that an individual has control of their personal data in order to 

protect their privacy, Frey considers this as acknowledgement of a right to privacy within a 

system of rights. However, these issues are not a problem if the information about oneself 

is properly defined.  

Frey’s focus is on the use of control in relation to privacy rather than the definition of 

privacy/the privacy rights. As such he does not set out any limitations on what should be 

considered as personal data. This is a concern of his as without such a threshold there is the 

potential either all information to be considered as personal data or no information to be 

considered as personal data. If there was no information considered as personal data, the 

control of this information would be in the hands of others and not the individual. He 

suggests that this should not be the case and that it is required that an individual has to 

control their personal data in order to protect their privacy. If we build on Frey’s arguments 

by expanding his account to include personal data as defined by the thesis, these concerns 

would not factor into his account. This is because the thesis definition of personal data is 

limited by the fundamental interests. Such a definition of personal data, due to it being 

limited by the fundamental interests would also remove the concern regarding the contrast 

between private and public being lost, where what is important as a limiting factor are the 

fundamental interests and not physical borders. 

Next, consider how Frey argues for control based on the justification of a negative right to 

privacy. Frey thinks of negative rights as imposing duties upon others not to interfere with 

one in certain respects. For Frey it is then intuitive that someone must have control over 

certain information in order to live their conception of a good life, where they have at the 
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very least a presumption against invasion by others (Frey, 2000, p.50). Frey does not define 

this ‘certain information’, he is resistant to define privacy within his theory, focusing on 

considering the philosophical justification for control over information about ourselves. 

Where privacy is associated with negative rights, under Frey’s account, an individual might 

claim to have a ‘powerful instrument’ on behalf of living out their life without interference 

and hence with control. While Frey does not justify the right to privacy he notes that his 

ideas for control must sit upon a theory which has core rights doing distinctive work, where 

what one deems to be the core will determine which rights an individual has. This theory 

presents such a theory for the rights of personal data and personal unobservability, where 

Frey then links control and privacy rights more broadly, through looking at the justifications 

for the control of ‘certain’ information about oneself.  

Frey’s ideas of control focus on the individual, where an individual must have control over 

themselves and what could become public in order to protect their privacy (Frey, 2000, 

p.48). Frey considers control as fundamental to privacy, with control being the driver to stop 

invasion by others (Frey, 2000, p.50). For Frey control is so important as it is the only method 

which allows for the protection of privacy. It allows the individual to protect their own 

privacy while also allowing for there to be flexibility in terms of what an individual protects. 

As discussed earlier in this thesis, this is vital to allow for the protection of the fundamental 

interests.  

When considering both accounts of control, Owens links control and the fundamental 

interests while Frey links control and privacy. For Owens’ account it is clear that there are 

two distinct types of control, firstly, control of the action (direct control) and secondly, 

control of the permissibility of the action (indirect control). Owens links his types of control 

to the thesis’ fundamental interests of wellbeing, autonomy and liberty. The control of the 

action is important because it protects an individual’s welfare, where controlling the 
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permissibility of an action is important because without this interest there could be 

implications for an individual’s autonomy, liberty and in some cases welfare. While Owens 

does not consider all the thesis’ fundamental interests, it is clear that control is important 

because of the way it protects these interests. The fundamental interests provide a 

foundation for control as a method of protecting the privacy rights of personal data and 

personal unobservability. While Owens links control and the fundamental interests, Frey’s 

work supports the link between control and the privacy rights. For Frey control is necessary 

in order to protect an individual in terms of what can become public about them. Where 

there is flexibility in terms of what individuals want to be protected. While what individuals 

want to be protected may differ from what they have a right to be protected, it is important 

that under a flexible definition control is a suitable method of protecting the right. The work 

of Frey is further underpinned by the thesis’ theory of privacy which provides the core of 

privacy Frey requires to support his arguments.  

The work of Owens (2011, 2012) provides the link between the fundamental interests and 

control, while Frey (2000) provides support for the link between control and privacy. While 

this is a good foundation for how this thesis is going to view control, both accounts 

considered start from discussions of control. We need to consider the relationship between 

control and the privacy rights in more detail, this will be discussed in section 6.2. For now, 

the basis of the links between fundamental interests and control, and between control and 

privacy have been detailed.   

 Control and the Privacy Rights 

In section 6.1, we concluded that there is a link between the fundamental interests and 

control and a link between control and the privacy rights, where both the accounts of control 

started from a discussion of control. This section of the chapter is going to explore the link 

between control and the privacy rights in more detail, with the aim of showing that there is 
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literature which supports the link between privacy and control. Although Frey discussed 

control and privacy in detail, his account did not detail the nature of privacy/privacy rights 

outside of controlling information about oneself. For this reason, it is necessary to explore 

this link further. To do this, we will consider various privacy accounts which discuss control. 

Using accounts from Frey (2000), Parent (1983), Fried (1970), Moore (2003), Gavison (1980) 

and Marmor (2015) this section of the chapter will show that their accounts present a link 

between privacy and control. When looking at these accounts, we will draw out the links 

made between the account of privacy and control. Once these links have been established, 

it is then required that we look at how these links relate to the thesis account of privacy. As 

concluded earlier in the thesis, the thesis account of privacy differs significantly from other 

accounts of privacy. The thesis account grounds and defines the privacy rights in the 

fundamental interests. As the thesis account and theorist accounts differ, we need to show 

that there are links between the thesis account of privacy and control. By showing this, we 

will be able to conclude that there is a link between the fundamental interests, the privacy 

rights and control.  

Let us start by considering some of the various privacy accounts which mention/discuss 

control. As we have seen above, Frey wrote at length about the connection between privacy 

and control, concluding that control is vital for privacy (2000). However, as highlighted 

above there are some weaknesses to this direct connection between the two concepts. Frey 

did not provide a definition for control, instead his arguments centred on the control of 

information. His view on privacy was also limited within this scope. This will be a more 

general problem throughout this section of the thesis. As mentioned in Chapter Three, the 

term privacy has numerous definitions, where when comparing linking concepts, it is 

important to consider what is meant by both the term ‘privacy’ and ‘control’. When 

considering Frey’s arguments in more detail, Frey’s interests are similar to those of the 

thesis. Where the control of information can be aligned with the thesis definition of personal 
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data, there are also elements of his account which would sit within the interest in personal 

unobservability. While Frey links privacy and control well, he does not consider the true 

nature of control, which is required for an account which uses control as a method of 

protecting the privacy rights. As Frey’s account briefly mentions indirect control, it can be 

extrapolated that what is important to Frey’s account is that control is suitable to protect 

one’s privacy (Frey, 2000, p.57). Frey concludes that control is vital for privacy, however, this 

is based on his concern over what is done or what happens in relation to one’s privacy 

(2000). The thesis account does not assume that control is vital for privacy, the concepts do 

not necessarily link in this manner. But there is concern over what is done and what happens 

in relation to one’s privacy, where control could be used to protect the privacy rights 

presented by the thesis. The discussion of control is important as a method of protecting 

these rights. Where this is the concern, there is a connection between control and privacy, 

even though under the thesis account control is not vital for privacy.  

Parent (1983) and Fried (1970) also consider privacy in a similar manner to Frey, defining 

privacy as the control over information about oneself, where control is part of the definition 

of the privacy. Both seem to suggest that privacy is defined in terms of controlling 

information about oneself, as this is how the information can be protected. Their accounts 

show us that they believe there is a connection between the concepts of control and privacy. 

In these accounts, the view of privacy is very narrow with only information about oneself 

considered. While this may align with what the thesis defines as personal data, it excludes 

the wider privacy interests. In addition to this, neither theorist provides an account of 

control. They do not even venture to define control or how it should or would function. From 

their accounts, we can gather that they believe there is a link between control and privacy 

where privacy is thought of narrowly as concerning only information about oneself. Where 

control is used as a method of protecting this information, we can interpret that generally 

control can be used in such a manner. It seems that while the accounts are limited it may be 
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because the privacy interest in information about oneself is the easiest to conceptualise and 

protect.  

Outside of the field of philosophical theory, the link between privacy and control is also 

accepted, when privacy is thought of in terms of a specific (personal) data interest. Ann 

Cavoukian, the creator of the privacy by design methodology, states that privacy is not about 

secrecy, it is about control (Cavoukian, Tapscott, 1996). This discussion outside of academia 

further encourages the intuitive link between the concepts, under the narrow view of 

privacy. However, again in this case, the discussion may be limited due to the legal and 

technical narrative surrounding privacy as only related to personal data and the comparative 

ease of considering and protecting privacy in terms of personal data and not more broadly.  

Although the above accounts have only linked personal data and control, there are accounts 

which link control and the broader privacy rights. Moore (2003) offers an account which 

considers the control over access to bodies, places and information. Yet, again, the account 

does not consider the nature or extent of such control and control is not part of Moore’s 

definition of privacy. However, such an account does differ significantly from the ones above 

which only consider data, this wider reaching account considers two additional aspects of 

privacy. Moore’s account links privacy and control by suggesting that privacy allows us to 

have control over access to bodies, places and information. Again, control is being used as 

a method of protecting privacy. Gavison (1980) takes a similar stance considering control of 

one’s body as an element of privacy, again, with the same limitations of not considering the 

nature or extent of the control they suggest. From these accounts the theorists seem to 

suggest a link between the privacy of the body and control, where, as with the theories 

which consider personal data and control, control is being used to protect an individual’s 

privacy. For Gavison what is important is what is done/what happens to one’s body in terms 

of an individual’s privacy, where this can be protected through the use of control (Gavison, 
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1980). These discussions confirm a wider general intuitive link between the idea of control 

and protecting the privacy interests, however, they also highlight that there needs to be 

more discussion surrounding the nature and extent of control.  

The final account we will consider here, is a more general account. Marmor (2015) argues 

that the ‘right to privacy’ is there to protect our interest in having a reasonable measure of 

control over the ways in which we present ourselves to others. This account differs from 

Moore’s (2003) and Gavison’s (1980) as it considers further than just the privacy of one’s 

body but of how one presents to others, where such presentation could include personal 

data and the privacy of one’s body/places. In Marmor’s account control is used as the 

mechanism in which to protect the general interest in privacy. Unlike this thesis Marmor 

does not specify specific rights to privacy.   

From considering the above accounts, it is clear that the theorists believe there is a link 

between control and privacy, and that control can be used as a method of protecting the 

privacy rights. Often the accounts of privacy and control have been limited, however, control 

has continually been used as a method of protecting their theorist’s idea of privacy. Across 

the various accounts there have been different definitions and interpretations of privacy 

itself. In order to argue for the link between the thesis account of privacy and control, we 

are going to consider if the above accounts are correct in their link between the two 

concepts.  

The general consensus seems to be that control can be used as a method of protecting 

privacy. The next section of the chapter (section 6.3) will argue that control is sufficient to 

protect the fundamental interests. To protect the fundamental interests is to protect the 

privacy rights. When this is the case, it is clear that control is an effective method of 

protecting the privacy rights. The accounts above often consider specific elements of privacy 

and how they are protected by control. Consider these arguments in relation to the thesis 
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privacy rights of personal data and personal unobservability. Where accounts suggested the 

control of personal information, this directly concerns the thesis personal data privacy right. 

The accounts mention control in order to protect; access to one’s body, access to one’s 

places, and how we present ourselves to others. These elements are encompassed within 

the thesis personal unobservability privacy right. One’s body and one’s places were 

considered under the personal space element of personal unobservability. How we present 

ourselves to others was considered under the self-identity, personality, individuality 

element of personal unobservability. Where control can protect both personal data and 

personal unobservability it seems that there is a link between the two concepts. The next 

point to argue for the connection between privacy and control, it that privacy is not about 

secrecy, it is about control. Thinking about the diabetic example, it is clear that secrecy will 

not protect the individual’s fundamental interests whereas control, when implemented as 

suggested by the thesis (see Chapter Seven) can protect the individual’s fundamental 

interests. As protecting the fundamental interests is critical, it is clear that control is related 

to privacy, as it is a method of protecting the fundamental interests, whereas secrecy is not.  

Based on the above discussion we can argue for a link between the thesis account of privacy 

and control. Including the discussions from section 6.1 where the link between control and 

the fundamental interests was also explored by Owens. These connections support the 

thesis in that control is linked to the fundamental interests and the broader concept of 

privacy, where control is used to protect the privacy rights/fundamental interests of 

individuals. Using this basis, we must next consider if people had this control as defined by 

the thesis, would it sufficiently protect the fundamental interests? The theorists suggest that 

control is enough, yet, we must test the thesis account of control to see if it will protect the 

privacy rights and hence fundamental interests. 
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 Is Control Sufficient for Protecting our Fundamental Interests? 

The connection between privacy and control comes from the use of control to protect the 

privacy rights as defined by the thesis, where these rights are defined in terms of the 

fundamental interests, control is effectively being used to protect our fundamental 

interests. The purpose of this section is to consider the question ‘if people had control as 

defined in section 6.1, is this sufficient to protect their fundamental interests?’ Note that 

the control discussed in section 6.1 includes both direct and indirect methods of control. In 

order to answer this question various examples will be considered and analysed in order to 

show whether control is protecting the fundamental interests.  

Beginning with an example that we looked at earlier; C is an HIV positive adult. C’s HIV status 

is considered as personal data due to the reasonable chance of setbacks to their 

fundamental interests of equal concern, respect/dignity, liberty, and welfare (see section 

4.1 for full example). Consider various situations in order to see if the individual having 

control would be sufficient to protect their fundamental interests of equal concern, 

respect/dignity, and liberty. C is in hospital and discussing their care with a doctor, would 

having control of their personal data in this situation be sufficient to protect C’s fundamental 

interests? In order to receive the best care, C needs to be able to share their medical 

information with their doctors. By being able to share this information they are preventing 

setbacks to their fundamental interest in welfare. If C was unable to share this information, 

for example if the dissemination of personal data is limited to try and protect some of the 

other fundamental interests, there is the potential that C’s welfare fundamental interest 

would be set back. On the other hand, should the information be freely available, there 

would be risks to C’s fundamental interests of equal concern, respect/dignity and liberty. In 

this situation, control has allowed C to protect their fundamental interests, they are able to 

share the personal information regarding their medical condition with their doctors in order 

to protect their welfare fundamental interest, while also limiting others’ access to the 
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information, hence protecting their other fundamental interests of equal concern, 

respect/dignity and liberty. In this situation control seems to be enough to protect the 

fundamental interests from being set back.  

In section 2.3 of the thesis it was concluded that the government can protect rights through 

various means, where these means include; legislation, regulation, guidelines, etc. Is this a 

case in which the government should protect the individual’s rights? This case involves C’s 

personal data, where C having control allows them to protect their fundamental interests. 

As this is the case, it looks as if this is a situation where the government should use some 

powers to allow C to have control and hence protect their fundamental interests. Medical 

personal data is already protected by the government through personal data laws and 

guidelines provided by the GMC, where the GMC has legal powers to regulate doctors’ 

conduct granted to them by the government. In this situation, these guidelines ensure 

doctor confidentiality which is required for C to be able to have control over their personal 

data. By sharing their personal data with the doctors in order to receive the best care for 

them, C no longer has direct control of their personal data. They have indirect control where 

they are controlling the permissibility of the doctor(s) sharing their personal data, where the 

regulation ensures C maintains control of their personal data. In this situation, control is a 

method of protecting C’s fundamental interests and this is currently being implemented by 

the government through the regulation of the GMC. This example highlights a set up for 

ensuring control that is currently functioning well within society. While maybe 

unintentional, it is clear that control is sufficient to protect the fundamental interests and 

there is a framework for ensuring this through the use of regulation. We will consider the 

use of regulation to give individuals control to protect their fundamental interests again 

later in the next chapter.  
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Consider another example, in this case if the individual had control, would this be sufficient 

to protect their fundamental interests? In the example from Chapter Five (section 5.1.3), an 

individual is engaging in a private conversation via a VoIP provider (e.g. Skype). Should this 

conversation be observed is there a reasonable chance that there will be setbacks to their 

fundamental interests of liberty, equal concern and respect/dignity? If the individual could 

control who had access to this conversation would this be sufficient to protect their 

fundamental interests of liberty, equal concern and respect/dignity? In this situation, if the 

individual could not control who had access to the conversation, there is a reasonable 

chance that there would be setbacks to their fundamental interests. If they had control of 

who can access their conversation, they would be able to stop potential setbacks to their 

fundamental interests. By controlling all those that can access the conversation the 

individual can control their own risk of setbacks to their fundamental interests. By having 

control, this is sufficent to protect the individual’s fundamental interests. Control is a way 

of enabling individuals to protect their fundamental interests, yet is this an example where 

the government should protect the individual’s fundamental interests? As considered in 

section 2.3, the government can protect these rights. Due to the potential setbacks to the 

fundamental interests, it again looks to be a case where the government should ensure that 

the individual has control in order to protect their fundamental interests. Note that the 

control being used here is indirect and we have assumed that the individual can have this 

control in order to answer the question, if the individual had control would this be sufficient 

to protect their fundamental interests? Where the majority of online services are provided 

by private companies and there is no regulation in place to ensure that individuals have 

indirect control it is unlikely that such control will be assured for individuals. As such, this 

thesis suggests as with the medical cases, that regulation is put in place to ensure that 

individuals have indirect control in order to protect their fundamental interests. Without 

these protections, which it looks like the government should enforce in order to protect 
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individual’s fundamental interests, these fundamental interests will be left exposed to set 

backs. Considering that in the example of medical data, regulation is functioning well to 

ensure individuals have control, a similar solution could be applied here. The regulation 

would apply to the service providers, giving them a responsibility to ensure that their 

customers have control over their conversations in order to protect their fundamental 

interests.  

In both the above examples, if the individuals had the relevant control, it is sufficient to 

protect their fundamental interests. The relevant control refers to whether the control is 

direct or indirect and will be situation specific. The government can protect the privacy 

rights (as shown in section 2.3), and the examples show that due to the potential of setting 

back the fundamental interests, that these are situations where the government should 

protect these rights. In the example of personal medical data, there is already regulation in 

place, enforced by a government appointed body which ensures that individuals have 

control of their personal medical data. This solution is working well and allows individuals 

to have control and protect their fundamental interests. Regulation seems to be a good 

solution for the government, protecting individuals’ privacy rights and hence fundamental 

interests, the utilisation of regulation needs to be explored in more detail. Chapter Seven 

will explore the use of regulation to protect the privacy rights/fundamental interests in more 

detail.   

 Conclusions  

This chapter has explored control as a solution for protecting the privacy rights in more 

detail. To do this, the chapter first considered accounts of control from Owens (2011, 2012) 

and Frey (2012). The work of Owens provides the link between the fundamental interests 

and control, while Frey provides support for the link between control and privacy, where 

privacy is defined in Frey’s terms. Section 6.2 then looked in more detail at the link between 
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privacy and control, where this is important to explore due to the disparity in definition of 

both privacy and control. The work of several theorists who link the ideas of control and 

privacy were considered. It was concluded that what links control and privacy (under the 

thesis definition of the terms), is the use of control to protect the privacy rights, where 

protecting these privacy rights in turn protects individuals’ fundamental interests. Including 

this conclusion with the discussions from section 6.1 where the link between control and 

the fundamental interests was explored by Owens, the connections considered do support 

the thesis. Control is linked to the fundamental interests and the broader concept of privacy. 

Section 6.3 of the chapter then considered whether, if individuals have control, this is 

sufficient to protect their fundamental interests, in regard to their privacy rights. By 

considering examples, it was concluded, that if individuals have control it is sufficient to 

protect their fundamental interests. Ensuring that individuals have control over their 

personal medical data is effectively implemented through regulation provided by the GMC.  

Regulation seems to be an effective method for the government to protect individuals’ 

fundamental interests in regard to the privacy rights. As such, the next chapter is dedicated 

to exploring the use of regulation in practice for ensuring that individuals’ fundamental 

interests are protected.  

 
  



176 
 

7 Regulation in Practice 

In Chapter Six we concluded that regulation looks to be the right way to protect the privacy 

rights. Now that this has been established, we need to look at the use of regulation in 

practice. When we are using the term regulation it is being used broadly, it includes 

regulation established by public bodies granted powers by the government (such as the 

GMC), regulation introduced by government (national and local) and regulation introduced 

by the EU. If we are going to use regulation in order to ensure that individuals have control, 

there are several things we need to consider. This chapter will look at a few of these issues 

in detail. The first thing to consider are the defaults associated with control when regulating. 

When implementing control through regulation it is necessary that there is a default of some 

description. A default is required as a fall back in cases when control fails or before an 

individual can assert their control. Section 7.1 will explore what this default should be. The 

next section of the chapter (section 7.2) will explore some examples of multiple person 

cases. When considering regulating for control of personal data and personal 

unobservability, there are numerous cases where multiple persons will be involved. Cases 

involving multiple persons are not currently addressed in legislation or regulation so it is 

important that the issues surrounding such cases are explored. By considering various 

examples we will be able to see the extent of the issues for regulating such cases. Examples 

are complex with differing results from small changes in circumstance. By exploring 

examples, we should be able to highlight issues which lead us to draw conclusions on how 

to deal with privacy cases in regulation. Section 7.3 will look at which exceptions we should 

allow in our regulations which protect the privacy rights. There will be cases where it is not 

appropriate for an individual to maintain control of their privacy rights, this section will 

explore some of these cases in detail. The discussions in this chapter should allow us to draw 
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some conclusions on how we should seek to regulate for control in order to protect our 

privacy rights/fundamental interests. 

 The Defaults of Control  

If we are going to regulate to protect the privacy rights, we need to think about the defaults 

within the regulation. Defaults are important to our understanding of how control functions 

and set a baseline for how we should treat an individual’s personal data or personal 

unobservability. Without defaults we cannot trust that we are limiting actions which set 

back individuals’ fundamental interests. However, defaults are not immutable, there will be 

situations where there are exceptions. What is important is that we set up defaults which 

limit setbacks to individuals’ fundamental interests. The concern of this section is to set out 

how we should view the defaults in terms of implementing regulation. To do this we are 

going to consider the advantages and disadvantages of various starting points for the 

defaults of control. This should help us to draw out how we should regulate defaults in order 

to protect the privacy rights. However, while defaults are important we should contextualise 

their use. Situations where individuals have privacy rights are highly complex, and due to 

how the thesis has defined the privacy rights, there may not be clear cut solutions on the 

‘correct’ default for implementation. Note that when establishing defaults, the defaults 

would be in place for general cases, for example; the default for medical cases, the default 

for online financial interactions, the default for social networking private communications, 

etc. The defaults will not solve all problems associated with regulating for control to protect 

the privacy rights, however, they are important and we need to consider how we should 

think about the defaults within the regulation.  

So far, we have concluded that control (both direct and indirect) is sufficient to protect the 

privacy rights (fundamental interests), where the government can protect these rights 

(section 2.3) and that there are situations where the government should protect these rights 
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(section 6.3). When discussing defaults, we will primarily be focusing on the defaults 

associated with indirect control. This is because we do not have associated defaults with 

direct control, as they are not necessary. For example, an individual has put their birth 

certificate, passport and driving licence (all examples of documents which contain personal 

data) in a filing cabinet. The individual has locked the filing cabinet. A guest is visiting their 

house and tries to open the filing cabinet, they are unable to as the cabinet is locked. In this 

situation the individual has direct control and this has stopped another person accessing 

their personal data without permission. The same is true for an example involving the direct 

control of personal unobservability, the person is conducting an activity in their room which 

grants them the opportunity to not be observed, to control that they are unobserved they 

shut the blinds. Again there is no need for a default as they cannot be observed. For 

examples in which one has direct control, it seems that there is no default necessary as they 

will not be able to access another’s personal data or observe another person (in effect access 

their personal unobservability). This is not to say that someone leave their front door 

unlocked, leaving anyone able to enter their house and observe them. However, in these 

situations it is no longer about direct control. Indirect control is being employed hence a 

default may be required. Where the door is open, other persons would now be able to enter 

the house, should those in the house have shut the door this wouldn’t be possible. Where 

one is relying simply on direct control and no aspect of indirect control, there is no need for 

a default. The default is usurped by the action taken. However, in the case of the house and 

the unlocked door, the individuals have not directly protected their unobservability, hence 

this is not a case concerning direct control but their indirect control.  

When any amount of indirect control is at play a default is required to protect individuals. 

Consider the following examples of indirect control in order to highlight the importance of 

defaults. When C was diagnosed with HIV, their doctor knew this information before they 

were able to tell C. Should the doctor assume that C is happy for this information to be 
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shared, or should the doctor assume that it would be impermissible to share this? In the 

case of medical data as discussed in section 6.3, there are already established regulations. 

These regulations/medical codes of practice mean that when the doctor accepted the 

sample from which they diagnosed C they did so on the understanding that they will not 

pass on information surrounding the sample without permission. Although defaults are 

established in medicine this is not the case in other fields. This is particularly true within the 

virtual arena, where it is currently impossible to have direct control. Virtual spaces are areas 

in which there is a clear need for defaults. Where defaults will become ever more neccessary  

as our lives move further and further into the virtual arena. Technological advances are tied 

directly to this space and further ensure that we will only be able to control our privacy 

through indirect control. This is one of the reasons regulation with built in defaults is so 

important. Without defaults there may be set backs to the fundamental interests. In the 

future it may be possible to have direct control in the virtual arena, hence removing the 

need for defaults. We should have regulation which can adapt quickly to cater for these 

situations. However, this is not yet possible so we cannot abandon the idea of defaults. 

Personal data (and personal unobservability) have the potential to set back an individual’s 

fundamental interests, for this reason a default must be considered in order to ensure that 

their fundamental interests can be protected in situations where there may be ambiguity.  

The defaults for personal data and personal unobservability will be discussed concurrently 

as the broad categories of defaults are identical. There are two broad categories of defaults. 

We will explore both in more detail in order to ascertain how defaults should be 

implemented within regulation. Firstly, the default is that the disseminating of an 

individual’s personal data or observing an individual when they have personal 

unobservability is forbidden unless the individual allows one to disseminate the data or 

observe them. Secondly, the default is that it is permissible to disseminate someone’s 

personal data or to observe someone when they have personal unobservability unless they 
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prohibit this. Under both defaults individuals would still be able to control the permissibility 

of the action even if the default is set either to be or not to be permissible.   

Before exploring the defaults in more detail, it must be known that the power to change the 

permissibility of disseminating an individual’s personal data and observing someone when 

they have personal unobservability, is not a one-off power, an individual is free to change 

the permissibility surrounding their personal data or personal unobservability as they 

please. However, they must accept that some implications of this will not be reversible. 

Consider an example for personal data, H gives permission for J to tell K some personal 

information regarding them, J tells K. After J tells K, H changes their mind and tells J, it is 

now no longer permissible for J to tell K, yet this act has already occurred. Here events 

cannot be reversed. For now, it must be accepted that the change of permissibility of 

personal data is not a one-off power, yet the consequences of sharing personal data or 

personal unobservability may not be reversible. In the virtual arena it may be possible to 

remove personal data or images of personal unobservability about oneself to limit further 

dissemination of artefacts which may set back the fundamental interests. There is some 

legislation which supports this, such as the right to be forgotten, and this could be further 

regulated for in order to prevent setbacks to individuals’ fundamental interests. However, 

even with legislation and regulation it will not be possible to remove memories. It must also 

be clear that with each of the defaults, conditions can be made. For example, an individual 

may allow their personal data to be used for one purpose but not another. The same is true 

of personal unobservability, control is not a one-off power.  An individual would be able to 

control if and when it is permissible to observe them regardless of whether observing them 

has been permissible in the past. An individual could also put conditions on the 

permissibility. For example, L is reading a book, if they were to be observed reading this 

book their fundamental interests would be set back. L is reading this book in their home 

office with the door closed and the blinds drawn. M who lives with L knocks on the door and 
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asks to enter the room. L allows them to enter the room, depending on their relationship it 

might either be implicit with M knowing they should not share information regarding L’s 

book choice or L may ask M not to share this information as a condition of their entry into 

the room. Here in this case the assertion of the permissibility (or assumed/prior 

arrangement) protects L’s fundamental interests. Now that it has been established that the 

power to change the permissibility of disseminating an individual’s personal data and 

observing someone when they have personal unobservability is not a one-off power, 

consider the defaults in more detail.  

The first category, that the default is that it is impermissible to disseminate an individual’s 

personal data or observe an individual when they have personal unobservability unless the 

individual allows one to disseminate the data or observe them, has been the starting point 

from which legal precedents and regulation, if in place, have stemmed from. This is more 

obvious when considering personal data but also applies to personal unobservability. In 

these situations, an individual will retain control of their personal data/personal 

unobservability unless they give permission which allows for their personal data to be 

disseminated or for them to be observed. This seems to infer that sharing of personal data 

or being observed when they have personal unobservability would lead to a negative 

outcome, for example, the loss of anonymity. As the dissemination of personal data or being 

observed when they have personal unobservability could lead to potential setbacks to an 

individual’s fundamental interests, this does not seem to disadvantage the default. 

However, such a stance does seem to ignore the benefits of the dissemination of personal 

data or of being observed. For example, the sharing of personal data (non-anonymised, as 

significant personal data may be required) from medical trials can lead to enhanced 

understanding of results, improved safety and even the potential for the extension of 

scientific discovery. For personal unobservability, being observed by a specific individual 

allows one to build relationships. Although, even with this as a default, personal data can 
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still be shared and one can still be observed, permission just must be sought. With the 

default that the permissibility of disseminating an individual’s personal data or observing an 

individual when they have personal unobservability is forbidden unless the individual allows 

one to disseminate the data or observe them, a high level of indirect control is inferred. 

From this stand point all permissibility surrounding personal data and personal 

unobservability has to be authorised.  

This default provides the most protection for individuals’ personal data and personal 

unobservability. Such a default would never allow personal data into the public unless the 

individual allowed this to happen and it would never allow for one to be observed when 

they have personal unobservability unless the individual permits it. This would be the only 

way to protect those within society that are most vulnerable, where defaults are open there 

could be dramatic consequences on vulnerable individuals. With this default there is the 

potential to create situations where there could be set backs to individuals’ fundamental 

interests unless it is possible to share their personal data. Consider the diabetic example, 

first considered in the introduction to Chapter Six, here if the diabetic’s personal data is not 

shared there could be serious implications on their welfare fundamental interest. However, 

where there can be exceptions to defaults as our defaults are immutable this is not such a 

serious problem.  

The second category is that the default permissibility is set so that it is permissible to 

disseminate someone’s personal data or to observe someone when they have personal 

unobservability unless they prohibit this, where anyone can then change the permissibility 

of disseminating their personal data or them being observed. Such an approach aligns with 

the open data movement; however, this can cause problems. Consider potential issues in 

terms of personal data first. Even though it is possible for one to control the permissibility 

of use of their personal data, it would be difficult to ensure this preference is recorded 
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across all personal data. This could present particular issues for persons who need to control 

the permissibility of personal data in order to stay anonymous for reasons of safety. 

Individuals at risk could include those that are in hiding to avoid abuse and victims of crime 

(examples considered in more detail in Chapter One and briefly in section 3.3).  Such a 

default would make having the ability to remain anonymous more difficult, potentially 

putting individuals at risk. 

The same is true of personal unobservability, there would not be the protections in place 

for those who are vulnerable and it would be hard to enforce if proof were required to make 

something impermissible rather than the reverse. Consider if it is permissible to observe 

another when they have personal unobservability. An individual is conducting a private 

phone call at home in their bedroom with the door to the room closed. Another member of 

the household walks into the room and observes the individual conducting their private 

phone call. The individual conducting the phone call immediately asserts that it is 

impermissible to observe them in that situation, a situation where they have personal 

unobservability. When it is assumed that it is permissible to observe another when they 

have personal unobservability, it results in situations such as the above. In the example the 

individual who had personal unobservability and was conducting the private phone call had 

their privacy right violated for the time they were observed, before they could assert that it 

is impermissible to observe them. While in some situations it would be possible to assert 

that something is impermissible before it occurs, this set up is likely to result in violations of 

individuals’ privacy rights and setbacks to their fundamental interests. This is not a situation 

which is suitable if we want to protect the fundamental interests and rights of individuals. 

This default is risky and puts individuals at risk. However, as noted with the diabetic example 

sometimes a default which allows for the dissemination of personal data is what is necessary 

to protect individuals’ fundamental interests.  
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There are advantages and disadvantages with applying either default broadly. It seems 

irresponsible to set one broad default for all situations when both present risks to the 

fundamental interests in some manner. With the first more conservative default, this seems 

to be more protective, however, this is only the case where to reduce setbacks to 

fundamental interests it is necessary to restrict access. Where the sharing of information is 

required to prevent setbacks to the fundamental interests, such a default seems to fail 

individuals. However, generally from the cases considered throughout the thesis it is 

normally more important to protect individuals from the potential setbacks of their personal 

data being shared or them being observed. So long as this default allows for there to be 

exceptions, the first default seems to be the best solution. The second relaxed default 

presents other risks to individuals’ fundamental interests. While it would potentially save 

the life of the diabetic individual, it would, at the same time put others are risk. Where the 

first default allows for exceptions, the diabetic case is not convincing as a reason to use the 

second relaxed default. Where the weightiest consideration is that the information is not 

shared or one is not observed, the first default is the correct default. This seems to be correct 

in the majority of cases, yet it is not a hard and fast rule. We do not want to set a broad 

default which then fails to protect individuals’ fundamental interests, for this reason we 

must consider defaults based on a case by case basis. Where the cases are general cases, for 

example; the default for medical cases, the default for online financial interactions, the 

default for social networking private communications, etc. 

Currently in the UK, the legal defaults implemented for the sharing of personal data and to 

some extent observing an individual tend towards protecting the individual. Legally data 

sharing is prohibited unless permission is given (see Chapter Four, section 4.2.1) (European 

Parliament and Council 2016, GOV.UK 2016) and the legal protections for the smaller 

interests encompassed within the privacy right of personal unobservability are also 

prohibited unless permission is given (see Chapter Five, section 5.2.). This is because, 
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generally, this seems to work to protect individuals, however, within the legal framework 

there are exceptions. This will also be the case with defaults. However, where defaults are 

established for general cases and there is not just one default for all cases, this should allow 

for a solution with less yet more specific exceptions than those within the current privacy 

legal framework. It also seems that it is a better solution to use regulation for each general 

case rather than legislation in order to create a more nuanced and adaptable approach 

where defaults are decided on a general case by case basis.  

As mentioned earlier in this section, one day it may be possible to have direct control in 

virtual spaces. Or there may be no need for a default within virtual spaces as technologies 

(hardware, software and web platforms) may be designed to affirm privacy settings before 

use. Where these points are argued it fits that a default would no longer be necessary. 

However, this does not mean we should not design and implement defaults. Consider first 

systems for personal data, defaults are particularly important as the level of personal data 

transferred/shared (more broadly disseminated regardless of the protections afforded to 

the personal data) in the virtual environment is ever increasing (Oracle, 2018). The sharing 

of personal data online is instantaneous and required in order to access most online 

services. Where the sharing of personal data has become normalised it is important that 

defaults are in place to protect individuals. It is also already standard practice when sharing 

personal data in the UK/EU for the individual to select if they are happy for the company 

that they are sharing their personal data with to further share their personal data, in effect 

giving the individual indirect control. While it would be easy to extend such systems and 

remove the need for a default, it still fails to consider cases where this information is not 

collected or errors occur. It is still likely that at some point an error will occur, when this 

happens it is useful to have a default to fall back on in order to protect individuals’ 

fundamental interests. The default selected would be based on a case by case discussion, 

however, for lots of situations that occur solely within the virtual arena it is likely that the 
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weightiest consideration would be the limiting of personal data hence this would be the 

accepted default.   

Next consider systems for personal unobservability, and situations where permissions 

surrounding personal unobservability could be required. For personal unobservability, the 

breadth of possible situations is wider than that of the dissemination of personal data. In 

order to protect personal unobservability in the virtual arena, it could be required that 

before accessing any website an individual must set their permissibility settings. This also, 

as with the dissemination of personal data, could present a solution to the requirement to 

have a default. Such implementation would require an extra level of infrastructure which 

may not always be necessary for all webpages/platforms. As with personal data this does 

present a solution to the need for a default, however, it is not yet secure enough in order to 

warrant the removal of defaults entirely. Where systems are likely to fail, a default is a 

backstop ensuring that users’ fundamental interests are not set back. The failure of such 

systems is something it is important to consider especially when major technology firms 

have failed to protect personal data in the past (as discussed in Chapter One). It seems 

inappropriate to place all our trust in organisations/systems which have been vulnerable 

and known to fail. For these reasons, should a company/platform fail to record an 

individual’s privacy setting, the default provides the individual with a safety net for their 

fundamental interests.  

While additional permissions may present some trust issues, this is not to say that avoiding 

adding additional permissions to websites, in order to protect individual’s privacy rights and 

fundamental interests, is preferable. Adding additional permissions is necessary in many 

cases. For example, in order to protect individuals on social networking platforms they must 

set their permissions in order to have indirect control. Remember, that while defaults are 

useful they are not a solution to all control issues.   
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Based on the above discussions, we can conclude that defaults are important and should be 

set on a general case by case basis (for example; the default for medical cases, the default 

for online financial interactions, the default for social networking private communications, 

etc.). This should allow for a more nuanced approach to our privacy protections. Where it is 

necessary to set defaults to protect individuals and the weightiest consideration is that the 

information is not shared or one is not observed, the first default is the correct default. The 

first default is that the default is that it is impermissible to disseminate an individual’s 

personal data or observe an individual when they have personal unobservability unless the 

individual allows one to disseminate the data or observe them. This default will not be 

correct for all general cases and even where it is the correct default there may still be 

exceptions, which are allowed. While defaults are useful and important in protecting 

individuals, they are not immutable.  

 Control in Cases of Multiple Persons  

When considering how to regulate for control in order to protect individuals’ fundamental 

interests, it is important to consider cases where multiple persons are involved. We have 

already considered some examples which involve multiple persons, yet we have not 

considered how regulation should work in these situations. Examples involving multiple 

persons include; individuals engaging in a conversation/activity where they have personal 

unobservability, shared bank accounts, genetic data, etc. Situations involving multiple 

persons are common and likely to increase as we unlock more data about ourselves, for 

example, genetic data, and as we interact more through the virtual environment. It is critical 

that we consider how regulation should work in these cases. Control in cases which involve 

multiple persons is complex and has not been considered in detail for privacy rights. In order 

to consider these situations, we first need to look at whether control gives us the right level 

of protection in cases involving multiple persons in order to protect our fundamental 

interests. Secondly, we need to consider how regulation could work in these cases.  
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Before looking at whether control gives us the right level of protection in cases involving 

multiple persons and how regulation works in these cases, we need to comment on the 

different types of control that can occur in multiple person cases. We have acknowledged 

earlier that we can have direct and indirect control, consider this when thinking about a case 

involving multiple persons. For example, two individuals are conducting a 

conversation/activity where they have personal unobservability, they are conducting this 

conversation/activity within a room in a house where they can shut the door or close the 

blinds. Here each individual has direct control of these parameters. However, they each 

have only indirect control over what the other person does with the record of this 

conversation/activity. In situations in the physical world, direct control of the environment 

may be possible, however, it is not possible to have direct control over the other individual. 

As such for every situation involving multiple persons, there will be different elements of 

control at play. Each of the individuals in the situation will have direct or indirect control 

over the environment (shutting doors/blinds, etc.) and indirect control over the other 

person and what they do with the record of the conversation/activity. The same is true in 

the virtual world, aside from the fact that one would normally not start with direct control, 

there are different indirect controls at play. If this conversation/activity were being 

conducted over a VoIP platform, each individual has indirect control of their personal 

data/personal unobservability over the service provider and indirect control over what the 

other person involved can do with the records. Cases in the virtual world are more complex 

due to these different elements of the control one can have over the situation. Where this 

is the baseline, we need to consider if control gives us the right level of protection in order 

to protect our fundamental interests.  

When considering if control gives us the right level of protection in cases involving multiple 

persons in order to protect our fundamental interests, there are two ways in which control 

(both direct and indirect) over the other individual can function. Let’s explore this in more 
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detail. The first is that in order to further disseminate the shared personal data or to share 

details of their personal unobservability, one of the individuals does not need permission 

from the other. This can be visualised as control being one padlock to which both individuals 

have a copy of the same key. In this set up to disseminate personal data/records of personal 

unobservability there is no need for approval/permission from the other individual involved. 

Ultimately this gives control to the individual wanting to share the information. The analogy 

suggests that this control would be direct, however, this is not the case control can either 

be direct or indirect it will depend on the situation. Should one individual want to share the 

personal data/personal unobservability or the records, the other individual cannot stop 

them, this takes away the individual’s control over their privacy rights putting their 

fundamental interests at risk, as sharing the personal data/personal unobservability would 

set back their fundamental interests. This seems to suggest that both individuals should 

agree when the personal data/personal unobservability should be shared, however, there 

will be cases where this is not agreed and it is required that the information is shared in 

order to protect one of the individual’s fundamental interests.  

The second way to think about control for multiple persons, is that in order to disseminate 

the personal data or to share details of their personal unobservability, permission is required 

from all parties involved. This can be visualised as two padlocks, where each individual has 

a key to one of the locks. This would take away control from an individual if they were 

wanting to share the information but were prohibited by a lack of consent from the other 

party. This would affect their fundamental interests, an in effect take away their control. 

This could set back an individual’s fundamental interest in liberty. It also creates problems 

when it is required that the information is shared (even if both don’t consent to this) to 

prevent the setting back of one of the individual’s fundamental interests.  
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Both methods of viewing control over the other person involved in the personal 

data/personal unobservability present problems. Both set ups potentially cause setbacks to 

one or more of the individual’s fundamental interests depending on the situation. Where 

this is the case and our aim is to protect the fundamental interests through the use of 

regulation, we cannot conclude that we should view control over another in multiple person 

cases in one way or the other. Both methods have the potential to provide the control 

required to protect the privacy rights/fundamental interests of individuals. To do this we 

need to allow that regulation be set on a case by case basis. These cases can be general 

cases as discussed in section 7.1. We cannot apply a blanket rule to all multiple person cases 

due to the complexity, however, we can have regulation designed for general cases.  

Now that we have looked at whether control can give the right level of protection for 

individuals in cases involving multiple persons, we need to look in more detail at how 

regulation functions in multiple person cases, where such cases are complex and throw up 

many regulatory problems. Let us begin with an example of shared personal data, a shared 

bank account. This is a situation of shared personal data where there are three parties 

involved, the owners of the bank account (O and P), and the bank. The bank will be the 

authority which effectively actions the controls regulated. If the individuals had personal 

bank accounts they would have indirect control over this personal data, where the bank is 

charged with protecting their personal data. With a joint bank account, it is more 

complicated, they now both have indirect control over the personal data, where how that 

control functions is dependent on the situation, and they both have indirect control over 

each other in regard to the dissemination of the personal data. How the control over the 

personal data functions, is the job of the banks to arbitrate. There are two things to consider, 

how this situation is currently treated and how it should be treated. Currently with shared 

bank accounts, either individual is able to access the account information and make 

decisions regarding finances of the account. The current system seems to function 
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adequately when both individuals accept that they can both access the personal data and 

that the bank will authorise spending on the account from both parties. These conditions 

are formalised when setting up the account. While this may be the easiest method for the 

bank to regulate, is this the best way to protect the fundamental interests of both O and P? 

This moves us to think about how we should regulate shared bank accounts in order to best 

protect the fundamental interests of those involved. While it may be more complex for the 

bank, technologically, we are at a point where additional specific protections for individuals 

can be set up if required. In section 4.1 it was concluded that financial information is 

considered as personal data. If such information were to be disseminated there is a 

reasonable chance of setbacks to the individual’s fundamental interests of respect/dignity, 

equal concern and liberty. Say O wants to download copies off the shared bank account’s 

statements, under the current system this would not be a problem. O would be able to walk 

into the bank and ask for the statements or log in online and print off the statements. P 

cannot stop them from doing this, even if O printing off the statements has a reasonable 

chance of setting back their fundamental interests. This could occur if O wants the records 

to show another. However, we could implement a system which requires the permission of 

both individuals to approve this, should this be the set up requested by O and P. 

Authentication can now be instantaneous and in this situation would allow P to protect their 

personal data. While this may have the potential to set back O’s fundamental interest of 

liberty, this would be a condition to which they agreed. In addition to the agreed condition, 

such a setback to their liberty may not be harmful. This might not be a set up requested by 

many, however, this does not mean it should not be an option. Changing to an account with 

more protections than the current standard might also create further problems, say O wants 

to shift to the new arrangement yet P refuses. This would leave O in a situation without the 

additional protections. Arrangements for such situations must be agreed upon when 

opening the account in order to reduce further regulatory problems.   
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Regulating for multiple parties to have control is highly complex with the number of actors 

involved. For this overview of a shared bank account, it seems that with the technology 

currently available to us more could be done to protect individuals’ fundamental interests. 

While this may not be necessary in the case of all shared bank accounts, should we not be 

aiming to regulate in order to empower individuals to have control in order to protect their 

fundamental interests? The need for additional controls may be more prevalent in crisis 

situations where setbacks to the individual’s fundamental interests are more likely. 

Regulation should be designed to cater for such cases. In terms of shared bank accounts, we 

may be able to set out full regulations designed to protect the privacy rights and 

fundamental interests of individuals, however, this is not the focus of this example/section 

of the thesis. Here we have shown how complex cases can be when there are multiple 

moving parts at play. From this example, we can conclude that when regulating there cannot 

be blanket rules across all situations which allow for the protection of the fundamental 

interests. This is in part due to the fact that in some cases the sharing of personal data is 

required to protect the individual’s fundamental interests and, in some cases, the exact 

opposite is true. When regulating, situations must broadly be considered on a general cases 

basis in order to ensure that individuals have the control to protect their fundamental 

interests.  

Consider another example involving personal data, this time genetic information. Consider 

the information from genetic testing company ‘23 and me’, the testing carried out will 

inform individuals if they carry the genetic markers for certain health conditions including 

Parkinson’s disease, Alzheimer’s disease and celiac disease, full details of the individual’s 

genetic ancestry, information about how the individual is likely to sleep, how their body 

processes fats and if they are lactose intolerant, inform them if they are carriers of a genetic 

variant for conditions including cystic fibrosis, sickle cell anaemia and hereditary hearing loss 

and suggest genetic traits of the individual including hair (colour, curliness, male bald spot), 
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taste and smell and facial features (dimples, unibrow, etc.). The majority of this information 

is personal data, some of which will be shared with their biological parents. Again, there are 

two issues here, where the data relates to two persons (at least), can the individual share 

another’s personal data and where a third party (‘23 and me’) have information about both 

(or more) individuals, what do they need for it to be permissible for them to share this 

information, do they need permission from all involved parties? This is a particularly difficult 

problem when who the personal data belongs to might also be a question. For example, if 

the individual has the genetic marker for Parkinson’s disease, this would have been inherited 

from one or both of their biological parents, which one does this personal data relate to, 

and can the individual share this information with another person, without affecting 

another’s personal data and hence fundamental interests? In this case, it may be that 

restrictive regulations are implemented in order to stop the sharing of this data by the 

company and other individuals, this seems to be logical in protecting the fundamental 

interests of all involved. However, this is medical data and where it may be known through 

their biological parent’s personal data that they are at particular risks to their welfare 

fundamental interest from a genetic predisposition to specific conditions, such restrictions 

cause further setbacks. This case might be simple should the child be in contact with their 

biological parents who might also have done the testing, however, this is not always the 

case. In order to regulate, all scenarios need to be considered, where what is important is 

that the individual’s fundamental interests are protected. As with previous examples, in 

order to regulate, situations need to be considered on a broadly general case basis. For the 

case of genetic information this may include considering how such information is obtained 

and the potential consequences.   

Next, consider a case which involves shared personal unobservability, where personal 

unobservability includes any records of the situation in which one had personal 

unobservability in addition to situations when the individual has personal unobservability. 
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For example, Q and R are in an intimate relationship, Q and R break up, yet Q has intimate 

pictures of Q and R on their phone. Q wants to share these photos to hurt R. Should the 

photos be shared, there would be a reasonable chance of setting back R’s fundamental 

interests of respect/dignity, autonomy and liberty. Here again there are different elements 

of control at play, firstly, the indirect control Q and R have over each other and what they 

do with the photos, where this control is failing for R. Secondly, the control R has over the 

photos and where they will be posted. In terms of the control over each other, it is morally 

wrong for Q to share the photos without the permission of R, however, this is not stopping 

Q from wanting to share the photos. Although there are laws in place to stop this occurring, 

penalties and conviction rates are low and are not serving as a deterrent (Huber, 2018). This 

needs to be changed to protect individuals’ fundamental interests. Next consider the control 

R has over the photos and where they will be posted. It is likely that Q plans to post the 

pictures to a social networking site. Should these sites be regulated in order to prevent 

setbacks to individuals’ fundamental interests? Such regulation would be necessary in order 

to stop setbacks to R’s fundamental interests. Recently, Facebook trialled the 

implementation of a system to reduce occurrences of ‘revenge porn’. They allowed users to 

submit photos which they did not consent to be posted. All posts on the site would be 

compared to the image bank, should there be a match the photo would not be posted on 

the platform (Solon, 2017). This provoked concerns from privacy activists, as Facebook has 

failed to protect user’s personal data in the past (Solon, 2018). Would this photo bank be 

adequately protected? These concerns aside, it highlights that solutions and regulation can 

be implemented in order to stop such occurrences and setbacks to individuals’ fundamental 

interests. Based on the above analysis, it is naïve to outright suggest this as a solution 

without further discussion, however, it is an option which can be regulated for.  

We first looked at whether control gives us the right level of protection in cases involving 

multiple persons, where there are two opposing methods of considering how control can 
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function over the individuals involved in such cases. There are positives and negatives to 

both methods of how we should consider control, where each method has the potential to 

set back the fundamental interests in certain situations. While control can give the 

protection required for the fundamental interests, there is not a blanket implementation of 

how control should be considered. Decisions have to be made on a broadly case by case 

basis. The same is true when considering the regulation of control, where this extends to 

consider the individual or organisation whose actions the control granted. Cases are highly 

complex and a broad general regulation will not be sufficient to protect the fundamental 

interests. As such, regulation needs to be considered on a broadly case by case basis, where 

regulation can be updated quickly to deal with new threats to individuals’ privacy 

rights/fundamental interests.  

 What Exceptions Should be Allowed to the Privacy Regulation?  

We have set out that the government can regulate for the protection of rights/fundamental 

interests (section 2.3) and that a good way for the government to do this would be through 

the use of regulation for individuals to have control (Chapter Six). This chapter has looked 

at if we were to regulate how this would occur in practice. We have discussed the use of 

defaults and the use of control in situations which involve multiple persons. Now we must 

consider what exceptions we should allow in our regulation that sets out to protect the 

privacy rights/fundamental interests. Through this chapter the use of exceptions has been 

mentioned. This section is going to look in more detail as what these exceptions should look 

like and how they compare to the current set up. We can assume that the privacy rights are 

not absolute and there are situations in which these rights will be overridden, but how do 

we regulate for these cases? In order to consider this question, this chapter will explore 

some examples in more detail. By looking in detail at these examples we should be able to 

draw out whether in that situation there should be an exception within the regulation to 

protect the privacy rights/fundamental interests of individuals. This section of the thesis will 
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not draw out all the possible exceptions for regulation but will aim to provide a starting point 

for when regulation is written. When considering these cases, exceptions will be discussed 

on a specific case by case basis as opposed to a general case by case basis.  

Starting with the diabetic example from the introduction to Chapter Six: a diabetic is living 

alone, their blood glucose level drops sharply leading to a loss of consciousness. Several 

hours later they do not turn up to work and someone goes to check on them. The person 

that goes to check upon them observes the individual lying unmoving on the ground. The 

fire brigade breaks into the house, takes the individual to hospital where the individual’s 

medical records are accessed before treatment is given. In order for their fundamental 

interest of welfare to be protected there are several infringements on their personal 

unobservability (another entering the house without permission) and on their personal data 

(their medical records being accessed in order to provide them with appropriate care). Is 

this a reasonable exception under the regulation? Earlier in section 7.1 the defaults of the 

regulation were discussed. It was suggested that for medical cases the default for personal 

data should be protection. Yet, it was a case where an exception may be necessary. In this 

situation it is necessary to share personal data/observe someone in order to protect their 

fundamental interests. For medical data, there are regulations in place which prevent the 

sharing of personal medical data, however, these prohibit medical staff from further 

disseminating the data not from accessing it in order to provide care. Where in this case it 

is necessary for the medical staff to access the information in order to prevent setbacks to 

the patient’s fundamental interests, it seems that this is a reasonable set up within the 

regulatory framework. It was not only the individual’s personal data that was accessed, they 

were also observed when they had personal unobservability. This again seems to be a 

specific situation where in order to prevent setbacks to their fundamental interests, to 

observe the individual was morally permissible. In this specific case, in order to prevent 

setbacks to the individual, it is morally agreeable for there to be an exception.  
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This might not be the case in all examples of medical personal data/being observed in a 

situation due to a medical need. Here, there were several factors including behaviour that 

is out of character (not arriving for work) and a serious threat to life. This will not always be 

the case, hence we cannot draw conclusions on all regulation surrounding the protection of 

the privacy rights/fundamental interests of individuals. What is important is to protect the 

individual’s fundamental interests, in this case, it is clear that to do this it required effectively 

the overriding of their privacy rights. It seems that we can allow certain exceptions where 

we are going to interfere with someone’s privacy rights in order to benefit them. In this case, 

we would be interfering with their fundamental interest of liberty, yet this seems morally 

permissible as without the intervention they would not survive. Should we change parts of 

this situation, the outcome might not be the same and it might not be permissible for this 

to be an exception. For example, if the individual often worked sporadic hours, and not 

always being at work was not out of character then for a colleague to observe them when it 

was likely that they had personal unobservability would seem impermissible. Here it would 

not seem morally correct to go and observe the individual as this has a reasonable chance 

of setting back their fundamental interests and infringing upon their personal 

unobservability privacy right. Where such small changes influences what is and what is not 

permissible it does not seem fair to draw general conclusion for the regulation. In terms of 

the first iteration of the situation, we can conclude that it is morally permissible to have an 

exception, where this is based on the potential harm to the individual’s fundamental 

interests and the chance of it occurring. In this case, the potential harm to the fundamental 

interests is significant, the diabetic’s life was at risk. Also based upon the fact the individual 

was in a diabetic coma, the chance of this occurring was also very high. The regulation can 

reflect that for there to be an exception there must be a significant risk and probability, 

where these conditions can be set based on test cases.   
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Consider the next example, an individual is using an online private messaging system to 

speak to a friend who lives in another country, the individual shares their current struggle 

with mental health issues. The friend believes that there is a risk to the individual’s life. Their 

conversation is cut off. The friend wants to alert the authorities in order to save the 

individual. Here the friend wants to effectively ignore the friend’s control of the details of 

their conversation (personal unobservability) in order to save their life. Is this a reasonable 

exception to the regulation which is set out to protect the privacy rights/fundamental 

interest of individuals? This is a similar situation to the diabetic case in that both contain a 

threat to life. Where there is such a severe potential setback and high likelihood of it 

occurring, it seems to simplify where actions are permissible or impermissible. In this case, 

again, it seems that the actions of the friend are reasonable and permissible. Should we 

change an element of the situation, whether the actions are permissible might not be as 

clear cut. For example, if there are only setbacks to the individual’s welfare and not death, 

are the actions of the friend still permissible? It might be dependent on the context and 

perceived likelihood. Again, we cannot draw broad conclusions, we have two similar 

situations where in one case it seems that there should be an exception to the privacy 

regulations and in the other it is unclear. These situations are complex and should be 

considered independently based on regulation set out for each general case, in this case, 

the regulation for private communication services. Again, in this case where the risk and 

probability are sufficiently high, it seems that this could allow for a situational exception. In 

this thesis we cannot set out specific exception criteria for all general cases, however, we 

can suggest that that above would be an exception due to the risk and probability. In this 

situation, the decision to ignore the individual’s control will likely be made by the friend, 

however, later in this chapter we will consider who gets to make these decisions when 

comparing the thesis exceptions and the current legal exceptions.  
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The two previous examples involved cases where exceptions to the privacy regulations were 

permissible in order to protect an individual’s fundamental interests. Let us consider one 

more example where the exception to an individual’s privacy right might be suggested to 

protect the individual fundamental interest(s). After looking at this example we consider the 

broader paternalistic debate in which these examples sit. An individual wants to release a 

video of them engaging in intimate acts to the public. The publishing of this video would 

result in significant harm to their fundamental interests of respect/dignity. They have 

personal unobservability to protect this video, but in order to live their idea of a worthwhile 

life (autonomy and liberty) they wish to publish this video and forfeit their privacy right. In 

order to prevent harm to the individual’s respect/dignity, should their control be removed? 

Here, it does not seem that this is a situation where the government should prohibit 

individuals from sharing their own personal videos. The government would have to regulate 

to enforce a privacy right which seems to go against giving an individual control to protect 

their own fundamental interests. While a friend might want to warn/advise the individual, 

it seems morally wrong for the government to intervene even if just through the use of 

regulation. This does not seem to be a case for an exception within the regulation. However, 

it does lead us to the wider debate on paternalism and where these thresholds lie.  

Paternalism is the interference to an individual by another individual or the government, 

against the individual’s will, motivated by the ideal that the individual interfered with will 

be better off or protected from harm. The real question underneath the above examples is 

whether paternalism is morally permissible? In Mills’ account in On Liberty Mills argues that 

paternalism is never morally permissible because the interference is with autonomy/liberty 

(Mills, 1859). While this may be the case, without such interference the individuals in the 

first two examples would not be alive. Soft paternalism is the view that paternalism is 

justified only if an action to be committed is involuntary or the person does not know what 

they are doing, to illustrate soft paternalism Mills’ example of a person about to walk across 
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a damaged bridge is often used (Mills, 1859). In the case of the diabetic it is clear that the 

person is unable to act in such a manner as they are incapacitated, the same can be argued 

in the case of the suicidal individual. This would make such interventions morally 

permissible, while also supporting that the individual wishing to publish the intimate video 

should be able to. A hard paternalist would argue that it may still be morally permissible to 

intervene even if the individual is acting voluntarily and knowledgably. While this is not the 

case in the first two examples, a hard paternalist might argue that the individual wishing to 

publish intimate video acts should be stopped. The thesis will not take this view, such a view 

seems too far reaching with the level of morally permissible infringements. That level of 

infringement also does not seem to be compatible with protecting the privacy rights. As we 

want to protect the privacy rights and the individual’s fundamental interests, the thesis will 

take the view of a soft paternalist.  

Let us move on to consider examples where the exceptions to the regulation set out to 

protect others not the individual. These exceptions are more in line with the current 

exceptions provided in law.  Consider an example we have discussed previously (section 

4.1), C, the adult who is HIV positive and refuses to tell their sexual partner about their HIV 

status. The doctor has spoken to C and knows that there is a significant risk to C’s sexual 

partner. Should their doctor be able to tell C’s sexual partner about C’s HIV status? If C’s 

doctor tells C’s sexual partner about C’s HIV status, the doctor would be removing C’s control 

of their personal data, is it a morally permissible exception? First note the fundamental 

interests at play. Here C’s control of their personal data could have implications for their 

sexual partner’s health. C’s privacy right is protecting their fundamental interests in 

respect/dignity, equal concern and liberty. They, due to the stigma attached to HIV, would 

have a reasonable chance of harms to their respect/dignity, equal concern and liberty. The 

harms to liberty would occur from having their control removed in order to inform their 

partner. The harms to respect/dignity and equal concern are based on the change of 
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treatment (socially and politically) and accessibility to opportunities based on their medical 

condition. While the stigma surrounding HIV and other medical conditions is changing in the 

UK, it is fair to say that there is a reasonable chance of harm to C’s fundamental interests. 

On the other hand, there is also a serious chance of harm to C’s partner’s wellbeing if they 

were to contract HIV. Should their partner contract HIV there is then also a reasonable 

chance of harms to their fundamental interests in the future. For example, there is a 

reasonable chance of implications on their autonomy, such a diagnosis may change their 

concept of a worthwhile life. There is also a reasonable chance of implications on their 

liberty, respect/dignity and equal concern.  

This is a medical case and the doctor in question would have their own conflicts with 

informing C’s partner, where this conflict arises from their moral duties, their legal 

obligations and their professional code of conduct. C’s right to privacy is a moral right, so 

let’s begin with the doctor’s moral duty. In order for the doctor to make an educated 

decision about informing C’s sexual partner, it would be assumed that the doctor knows 

more about the situation and the potential risks to C’s sexual partner. The risk is dependent 

on a significant number of variables, for example, is C’s partner HIV positive, what form of 

protection are they using, how often do they have sex and what types of sex do they engage 

in? For this case let’s assume that they engage in unprotected sexual intercourse regularly 

and there is a reasonable chance of C infecting their sexual partner. Should C’s partner 

become infected with HIV, there would be a reasonable chance of harms to their 

fundamental interests. They may be treated differently in regard to the decisions made 

surrounding the distribution of goods and opportunities, there is still stigma surrounding 

those with HIV. They may also suffer harms to their respect/dignity. They also may not be 

able to choose a concept of a worthwhile life now their life outlook has been altered and 

they do not have the same freedom to pursue their idea of a worthwhile life (liberty and 

autonomy). In addition to these harms are the harms to the individual’s welfare, they would 
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have an incurable potentially fatal condition (Sirinskiene, Juskevicius, Naberkovas, 2005). 

Even if C’s sexual partner were to not be infected with HIV, there could still be harms to their 

fundamental interest of liberty/autonomy where this lack of transparency with a partner 

has a reasonable chance of affecting their personal relationships. For C not being able to 

control their personal data would lead to implications on their equal concern, 

respect/dignity, liberty and welfare (see section 4.1). While there is a reasonable chance of 

significant hams to both C and their partner’s fundamental interests, when looking at the 

potential harms there are more harms to C’s partner’s fundamental interests, in terms of 

quantity and severity. Should the situation allow, it seems that the doctor would be morally 

obligated to warn C’s partner. This might not always be possible. However, should the 

opportunity arise it would seem that morally it is acceptable for the doctor to warn C’s 

partner. Where this is morally acceptable, is this a reason for an exception within the 

regulation? For a medical condition with smaller implications on the individual it does not 

seem warranted that an exception should be allowed. However, due to the nature of HIV 

such an exception seems morally permissible. In terms of regulating for such an exception, 

it may be that for specific diseases where there is a significant risk of harm to another, 

exceptions are allowed in order to protect the other individual.  

In terms of the doctor’s legal obligations and following their code of conduct, there is no 

specific legal advice for doctors. Almost all medical boards leave the decision to share this 

information, if they felt another individual was at risk, to the doctor (O’Donohue, Ferguson, 

2003). C’s right is moral and while it seems suitable to override this right on moral grounds, 

the medical boards also leave this decision to the doctor, allowing them to make a moral 

decision based on the information they have at hand. The decisive factor in this case that 

would make it acceptable to override C’s right can also be affirmed by the character of HIV; 

HIV is incurable, and can cause a fatal illness and discrimination, etc. (Sirinskiene, 

Juskevicius, Naberkovas, 2005). The nature of the medical condition and hence the 
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reasonable chance of potential implications on C’s partner’s welfare fundamental interests 

are particularly significant. While this is the case it seems that it is plausible that an exception 

to the regulation be made. This case is very complex and a small change in any of the factors 

may influence this decision. While this is the case we cannot draw broad conclusions from 

this example, as noted when discussing if an exception would be permissible. We can 

conclude that this looks like a kind of case where an exception would be morally acceptable. 

However, while this may be morally acceptable this does not mean that the medical staff 

should necessarily have an obligation to inform C’s partner.  

Consider the next example, should the regulations allow for exceptions of this kind? This 

case involves the murder of Tatiana Tarasoff in the United States (O’Donohue, Ferguson, 

2003; Simon, 1992). In the Tarasoff v. Regents of the University of California ruling, the case 

was brought by the Tarasoff family after Tatiana Tarasoff was murdered by Poddar. Poddar 

had made it known to his psychologist that he wanted to kill Tarasoff and that he had the 

means to do so. The psychologist informed the campus police of the danger that Poddar 

posed to himself and others and suggested hospitalisation might be necessary. Following 

this Poddar was briefly detained and then released after being deemed to be stable and 

rational. Tarasoff was not warned and was later murdered by Poddar (O’Donohue, Ferguson, 

2003; Simon, 1992). Since this case there have been legal ramifications. Psychologists in the 

United States now have a duty to warn. If a psychologist were to know that someone’s life 

was at risk from their patient they have a legal duty to report this risk. Those in medical 

practice have a ‘duty to warn’ which requires a clinician who has reasonable ground to 

believe that a client may be in imminent danger of harming himself or others, to warn 

possible victims (O’Donohue, Ferguson, 2003; Simon, 1992). This was then introduced in the 

UK, the European Court of Human Rights used Article 2 of the European Convention on 

Human Rights (which affirms the right to life), to introduce a positive obligation on 

psychiatrists to protect third parties into UK law (Thomas, 2009). In the above case, were 
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such a situation to occur now, legally in the UK and USA, psychologists would be required to 

act.  

However, we are considering the moral rights and the exceptions for the new privacy 

regulations not the current legal arguments. Should this situation allow for an exception in 

the regulation? The risk was considered by the psychologist to be genuine and the outcome 

of the case supports this. Where the psychologist believed this, it seems reasonable that 

there would be an exception in order to protect Tarasoff. Again, small changes including the 

level of confidence the psychologist has, may change if an exception is morally permissible. 

In the above situation it seems permissible to have an exception in order to protect Tarasoff. 

Where the risk and probability are sufficiently high in similar situations, it would also look 

as if this formed the basis for an exception within the regulation.  

Consider a final example, similar to the above case. S observes their neighbour (T) dragging 

another individual into T’s home. S is concerned for the safety of the individual dragged into 

T’s home and calls the authorities. Based on the information the authorities believe there is 

a reasonable chance of threat to the individual and decide to enter the house to save the 

individual. T may have personal unobservability in this case due to a fundamental interest 

claim to liberty. However, at the same time, there is a reasonable chance of setting back the 

fundamental interests of the individual being dragged into T’s house, there is a reasonable 

chance of setting back their welfare and their liberty. Should there be exceptions to the 

regulations which cover this kind of situation? Because of the risk to the individual being 

dragged into T’s home and the harms to their fundamental interests which are already 

occurring by being dragged into T’s home, it seems that again this would be a case where 

an exception to the regulation would be morally permissible. However, as with the other 

examples, small changes could dramatically change whether it is morally permissible. For 
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this reason, all we can conclude is that in this kind of situation it would be morally 

permissible for there to be exceptions of this kind within the regulation.  

In the above examples, we have shown that there are kinds of exceptions that we should 

allow within the regulation. Within the current legal framework of privacy rights there are 

also exceptions in place. We are going to look at the current legal exceptions to see how 

these fit with the exceptions suggested above. The Human Rights Act (1998) which 

incorporated the European Convention on Human Rights into UK law states that ‘everyone 

has the right to respect for his private and family life, his home and his correspondence’, 

and that there shall be no interference by a public authority except:  

‘such as is in accordance with the law and is necessary in a democratic society in the 

interests of national security, public safety or the economic well-being of the 

country, for the prevention of disorder or crime, for the protection of health or 

morals, or for the protection of the rights and freedoms of others.’ (Human Rights 

Act, 1998) 

The exceptions to the Human Rights Act (national security, public safety, economic well-

being of the country, prevention of disorder/crime, protection of health or morals and 

protection of the rights and freedoms of others) are broad with no obvious limits. There has 

been no rush to limit these exceptions, where it seems that there is the potential for the law 

to be manipulated to remove all protections it grants. This is a contrast to the exceptions 

suggested from considering the examples above, the thesis suggests that where exceptions 

are permissible these should be more specific in nature with exceptions granted to specific 

kinds of cases. The wide range of legal exceptions has the potential to allow for significant 

harms to individuals’ privacy rights and hence fundamental interests, especially since the 

limitations of the exceptions are unclear. The thesis sets out to protect the privacy rights 

and individuals’ fundamental interests, as such, the current set up seems too broad. In order 



206 
 

to correct this, exceptions need to be allowed, however, they need to be restricted to cases 

where there is a high probability of harm to individual’s fundamental interests, as seen in 

the examples above. 

It should be noted that more recent legislation, for example, the Investigatory Powers Act 

(2016), has tried to implement more explicit exceptions and oversight. In order for law 

enforcement or national security agencies to access the content of communications and 

allow for equipment interference, the approval of an independent judge is required 

(Investigatory Powers Act, 2016). The judge makes a decision based on the evidence 

available and the legal exceptions permitted under the Human Rights Act (1998). This seems 

to be a positive step forward to decrease potential privacy violations. The use of an 

independent judge is be an appropriate solution when trying to set out if there should be 

an exception. The thesis suggests that this is a requirement under the regulations and 

exceptions suggested in the thesis account. Where there are complex cases for which there 

is not precedent/appropriate guidance under the regulation, an independent judge should 

make the final decision on whether an exception is permissible. While the requirement of a 

judge is a positive step forward for the protection of the privacy rights, the Act does allow 

for other privacy violations without the need for independent approval. Under the Act police 

forces and intelligence agencies are allowed to access individuals’ internet connection 

records as part of a targeted investigation with a specific warrant (Investigatory Powers Act, 

2016). The requirements for a targeted investigation can vary significantly. Where this is the 

case and the legal exceptions are being used overzealously, there is a risk to individuals’ 

privacy rights. While exceptions are allowed they need to be significantly narrower than the 

current exceptions allowed under the legal framework. This is required to protect 

individuals’ privacy rights and fundamental interests.  
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From the above examples we have concluded that there are types cases where there should 

be exceptions to the regulations, where the regulations are set out to protect individuals’ 

privacy rights and fundamental interests. The exceptions we considered were for specific 

situations where small changes to the situations have the potential to change where an 

exception is/is not morally permissible. However, there can still be kinds of cases where 

exceptions are permissible. In the first examples, exceptions were considered morally 

permissible where the thesis takes the stance of a soft paternalist. In the next examples 

exceptions were considered based on the potential impacts on others not the individual 

wishing to protect their privacy rights. When comparing the exceptions suggested within 

the current legal set up it was concluded that the current legal exceptions allow too broader 

exceptions, these should be narrowed in order to protect individuals’ privacy rights and 

fundamental interests. Where cases are particularly complex an independent judge should 

make decisions regarding whether an exception is permissible.  

 Conclusion  

This chapter considered how regulations to protect the privacy rights would work in 

practice. To do this we looked at the defaults required for such regulation, cases involving 

multiple persons and exceptions to the privacy regulations. In section 7.1 we concluded that 

defaults are important, yet, they are not going to solve all control issues. Defaults for specific 

data types must be considered on a general case by case basis. Where the weightiest 

consideration is that the information is not shared or one is not observed, the first default 

is the correct default. The first default is that it is impermissible to disseminate an 

individual’s personal data or observe an individual when they have personal unobservability 

unless the individual allows one to disseminate the data or observe them. This default will 

not be correct for all general cases and even where it is the correct default there may still 

be exceptions, which are allowed. When regulating to protect individuals’ fundamental 
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interests, it is necessary that defaults be set, however, how these are set will depend on the 

weightiest considerations for the protecting of the fundamental interests. 

In section 7.2 we first looked at whether control gives us the right level of protection in cases 

involving multiple persons, where there are two opposing methods of considering how 

control can function over the individuals involved in such cases. Firstly, that in order to 

further disseminate the shared personal data or to share details of their personal 

unobservability, one of the individuals does not need permission from the other. This can 

be visualised as control being one padlock to which both individuals have a copy of the same 

key and secondly, that in order to disseminate the personal data or to share details of their 

personal unobservability, permission is required from all parties involved. This can be 

visualised as two padlocks, where each individual has a key to one of the locks. There are 

positives and negatives to both methods of how we should consider control, where each 

method has the potential to harm the fundamental interests in certain situations. While 

control can give the protection required for the fundamental interests, there is not a blanket 

implementation of how control should be considered. Again, as with defaults for control, 

decisions have to be made on a general case by case basis. The same is true when 

considering the regulation of control, where this extends to consider the individual or 

organisation which actions the control granted. Cases are highly complex yet broad general 

regulation should provide a sufficient starting point for protecting the fundamental 

interests.  

Finally, in section 7.3 we looked at whether there are situations in which there should be 

exceptions to the regulation. It was concluded that there are cases where there should be 

exceptions to the regulations. The exceptions we considered were for specific kinds of 

situations where small changes to the exceptions have the potential to change where an 

exception is or is not morally permissible. However, there can still be kinds of cases where 
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exceptions are permissible. When comparing the exceptions suggested within the current 

legal set up it was concluded that the current legal exceptions allow too broad exceptions, 

these should be narrowed in order to protect individuals’ privacy rights/fundamental 

interests. Where cases are particularly complex an independent judge should make 

decisions regarding whether an exception is permissible.  

From all the above analysis of the practical implications of regulation to protect the privacy 

rights/fundamental interests it is clear that there are no straightforward answers. Cases 

have numerous moving parts, where small changes can result in significant differences to 

the situational outcome. While this is true, regulation for general cases can be established. 

Within this regulatory framework there can be types of exceptions that are permitted. Such 

exceptions should be narrow in nature in order to protect the privacy rights and 

fundamental interests of individuals. When necessary, decisions regarding exceptions 

should be made by an independent judge. Such an approach will also allow for considered 

decisions to be made in regard to the protection of privacy rights and developing 

technologies. New technologies present risks to the privacy rights. Regulation seems to be 

a good method of dealing with these risks due to the quick response time. Should privacy 

risks and existing regulation be evaluated and updated regularly by a regulatory authority 

we would be most prepared to deal with the challenges faced to the privacy rights by 

technology.  
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8 Application, Conclusions and Future Work   

The thesis set out to explore what privacy rights we have and how we can protect these 

rights. These questions were framed by the narrative of the development of technology and 

the implications of this on the privacy rights. Chapter One set the scene for this by exploring 

how technology is threatening our privacy generally, before Chapter Two set out the thesis 

account of fundamental interests and rights. Chapter Three then looked at the privacy 

interests and the effects of technology on these specific privacy interests. Chapter Four and 

Chapter Five explored two of these privacy interests, the interests most affected by the 

development of technology, personal data and personal unobservability in more detail. This 

included defining the interests, setting out if there were examples of the interests and 

looking at the current legal protections of the interests. These interests were defined in 

terms of the fundamental interests and hence are considered as (some of) our privacy rights. 

Chapter Six introduced control as a solution to protecting the privacy rights, before Chapter 

Seven looked at the practicality of regulating for control in more detail. Chapter Six and 

Seven ended by concluding that regulation seems to be a good method of protecting 

individuals’ control in order to protect their fundamental interests and privacy rights. 

However, the regulation in practice will be difficult and situations will have to be considered 

on a general case by case basis, where the regulation then allows for discretion when dealing 

with complex specific situations. Exceptions will be based on specific kinds of cases.  

The thesis has presented a detailed account of how we should view privacy and the privacy 

rights. This view of privacy and the privacy rights gives us a basis on which individual 

situations should be addressed. This chapter will look broadly at the application of control 

as a solution to protecting the privacy rights. This chapter aims to bring together the work 

of the thesis to suggest how control and regulation can be used to protect the privacy rights. 

Section 8.1 will look in more detail at the application of control to the personal data privacy 
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right and then section 8.2 will look at the application of control to the personal 

unobservability privacy right. The conclusions drawn in these sections should provide a 

foundation of the protection of the privacy rights now and in the future. After discussing the 

application to the privacy rights of personal data and personal unobservability, section 8.3 

will present the overall conclusions of the thesis. The thesis will end with suggestions for 

future work based upon the thesis’ conclusions.   

 Application to Personal Data 

Before looking at the application of control to the personal data privacy right, it is important 

to recap the definition of personal data; an individual’s data is personal data if disseminating 

the data (making this data public) has a reasonable chance of setting back that individual’s 

fundamental interests, see Chapter Four (section 4.1) for examples of personal data. The 

fundamental interests are equal concern, respect/dignity, autonomy, liberty and welfare 

(see section 2.1 for full definitions). An individual’s personal data right is narrow and limited 

by the definition of the fundamental interests. Chapter Four defined the right surrounding 

personal data and also discussed the current protections of the right in the UK. The chapter 

highlighted that data types would need to be used in future legal protections and that the 

legislation which currently protects data types is generally working appropriately. However, 

there were cases, for example Facebook attributing interests to individuals, where this data 

which has a reasonable chance of harming individual’s fundamental interests (personal 

data), are not protected legally. So more does need to be done to protect the right, this can 

be done through the use of regulation.  

Generally, the data case types protected do seem to be working and protecting personal 

data under the thesis definition. However, does this align with individuals having control to 

protect their own fundamental interests? Currently, the law stops the dissemination of 

personal data by public/private organisations and groups. Yet, individuals are also free to 
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share their personal data at their own discretion. In effect, the law gives individuals indirect 

control. The legislation also allows individuals to limit others’ access to their personal data 

through the level of control granted. The control granted is indirect control, rather than 

direct control, however, this is sufficient to protect the right and hence the individual’s 

fundamental interests.  

Although the legal protections are currently functioning, there may be problems in the 

future. This is based on the potential for the development of new data types for which the 

current legislation is not prepared. As suggested in Chapter Six and Chapter Seven, moving 

towards a regulatory framework seems to be a more effective option for protecting people’s 

control, hence their privacy rights/fundamental interests. Regulation is in part suggested 

because it has already proven to be effective in the medical field but also due to the 

problems associated with the speed at which the law can react to the changes. As concluded 

in Chapter Three, the major changes which have affected an individual’s personal data 

privacy right have stemmed from the development of technology; which has resulted in 

personal data moving from the physical to the virtual sphere. Where personal data has 

shifted to the virtual sphere there are significant risks and threats to individuals’ personal 

data privacy, where legislation or regulation is required to protect individuals. To continue 

to protect an individual’s personal data right in the future there must be legislation or as 

suggested regulation which maintains individuals’ indirect control of their personal data. 

Currently there are threats to this from the development of new data types, for example, 

data created from new methods of communication, new biometric personal data, etc. There 

are also threats from the continued and future amalgamation of personal data. Regulation 

is the only way to react responsively to these threats where the risks must be mitigated in 

order to protect individuals’ fundamental interests.  
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Based on these risks, it is important to consider how control as a solution to the protection 

of an individual’s personal data privacy right will function in the future. In section 4.2 it was 

considered if it would be better to ban technologies until their risks to the fundamental 

interests could be fully evaluated. Consider if we treated the legislation for technology in 

the same manner as the legislation for prescription drugs in the UK. In the UK the use of all 

drugs is prohibited until the drugs have been through a thorough approval process 

(Medicines and Healthcare Products Regulatory Agency (UK), 2012). If such a system were 

to be implemented it would require a change in the speed for legislation to be approved. 

However, should such a process become common practice this would be significantly easier 

to implement in comparison to legislation which requires overhaul once outdated. This 

method, should the process of adding data types to existing legislation be simplified, would 

provide significant protection to individuals and combat both issues with the current 

systems. This is a system that would allow for individuals to maintain indirect control of their 

personal data, even if a step change in technology were to occur. There are issues with such 

a system, and these primarily concern the implementation and potential gaps/failings. The 

concerns are also echoed in section 7.1 when considering the removal of defaults by always 

asking for affirmed consent regarding personal data and personal unobservability. Where 

there is the potential for such risks, it does not yet seem to be a practical solution. However, 

it may be a practical solution in the future and it is important that it is reconsidered when 

appropriate. For now, the use of regulation as explored in Chapter Six and Chapter Seven 

seems to be a more apprioprate solution. The use of regulation will allow us to react 

responsively to protect individuals’ fundamental interests.  

The suggested method of changes to the structuring of legislation surrounding personal data 

is drastically different from the current model and may not gain approval. Should this be the 

case, alterations to the current model may be more palatable, for example, the use of 

regulation to ensure that individuals have control in order to protect their fundamental 
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interests/privacy rights. Regulation will be able to react quickly and allow for significant 

changes in technology. This is a simpler change and could achieve a similar level of 

protection for the personal data privacy right. Regulation could also be updated to reflect 

the basis for considering personal data. While this may not change the level of protections 

provided, it will allow for a stronger foundation on which to build future regulation or 

legislation concerning personal data. This is necessary to ensure in the future the 

protections of personal data are maintained and based on our fundamental interests.   

Another change that could be implemented is the introduction of time limits for the storage 

of personal data. Now that personal data is a critical resource, private companies are 

building up mass stores of personal data, collected with the consent of the data owner. 

However, as people are more willing to share their data, this could lead to potential 

problems in the future based on the effects of data amalgamation. Introducing a maximum 

time limit for storing personal data, for example five years, may help to reduce this potential 

harm to individuals’ fundamental interests from new and developing data analysis 

techniques.  

 Application to Personal Unobservability  

Before looking in more detail at the application of control on an individual’s personal 

unobservability privacy right, it is important to recap the definition of personal 

unobservability an individual has personal unobservability in situations where not having 

the opportunity to be unobserved has a reasonable chance of setting back that individual’s 

fundamental interests, where personal unobservability extends to include records of 

instances of personal unobservability. The fundamental interests are equal concern, 

respect/dignity, autonomy, liberty and welfare (see section 2.1 for full definitions). An 

individual’s personal unobservability right is narrow and limited by the definition of the 

fundamental interests. Chapter Five defined the right, with section 5.1 looking at specific 
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examples in order to define the right. Chapter Five concluded that while there are some 

distinct legal protections in place for the right surrounding personal unobservability, these 

protections were not doing enough to legally protect the right. Later in Chapter Five, it was 

concluded that legal protections (through legislation or regulation) would be required in 

order to protect this right in the virtual sphere. To protect this right, the individual must 

have indirect control of their personal observability, where indirect control is sufficient to 

protect the right (see Chapter Six). In Chapter Six and Chapter Seven it was concluded that 

regulation would be a suitable method for giving individuals control in order to protect their 

fundamental interests, hence their privacy rights.  

This leads to the question of how indirect control can be protected in law, through the use 

of regulation within the virtual sphere. Where organisations functioning in the virtual sphere 

offer areas where one could have personal unobservability, these are areas where 

additional legal protections would be necessary in order to protect the individual’s right. 

Here, as with legislation and/or regulation for personal data, it may be necessary to suggest 

‘areas’ in which one should be protected online. These would be based on the work in 

section 5.1 where personal unobservability itself is defined in terms of the fundamental 

interests. In terms of implementation, this can be done in the form of permissions, these 

were discussed when considering the defaults for control in section 7.1. This solution would 

be easy to implement with similar permissions already required for the storage of personal 

data. By rolling out such legal protections through the use of regulation, this would allow for 

individuals’ rights to be protected online. However, this should only be the first step. This is 

a basic solution and as technology develops it will be necessary for such systems to develop 

alongside it. Such changes in regulation could also benefit the public through awareness of 

their protections online. Ideally this would result in companies investing further in 

developing technologies which aim to conserve individuals’ privacy, over technologies which 

have the potential to remove privacy.  
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While this solution functions in cases where all interactions are held within the virtual 

sphere, there may also need to be regulation dealing with the storage of information from 

systems in the physical world which will have implications on personal unobservability, for 

example, cameras in care homes, cameras in autonomous cars, cameras used by the police 

to spot targets, cameras from personal/government security systems, etc. While the control 

of an individual’s personal unobservability is limited while they are in public, if the footage 

is stored, processed and/or published there are real concerns for individuals’ personal 

unobservability. Some of these issues were highlighted in Chapter One, what if footage from 

autonomous cars was published online, open source to help others develop image 

processing systems without consideration for the individual’s privacy? Or what if home 

security systems footage, or footage from care homes was published? Protections for these 

situations is currently non-existent. Regulation needs to go further than simply permissions 

for ‘personal spaces’ contained within the virtual sphere, protections are required for the 

full individual’s right, where in some cases this traverses the physical and virtual worlds. 

Footage might be recorded in the physical world but published in the virtual. In these cases, 

the threats from the virtual world are significantly increased due to the situation in which 

we can now process data (images/film) and use this information to erode an individual’s 

privacy, when there is regulation in place to protect an individual’s personal unobservability 

right within the virtual sphere.  

It was concluded in Chapter Seven that situations involving personal data and personal 

unobservability are highly complex. Situations need to be considered on against a regulatory 

frame work for general cases, where there is specific discretion for dealing with complex 

cases. Where required an independent judge should make ruling on complex cases. For this 

to be possible it would be necessary for the government to form a regulatory body which 

would be responsible for the regulation surrounding the privacy rights. Where there is 

significant work to do surrounding regulation and technology continues to develop at the 
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rate we are accustomed to, such a regulatory authority would need to be permanent in 

order to ensure that individuals’ privacy rights are protected.  

 Conclusions  

This thesis began by highlighting that new technology poses a threat to privacy, in particular 

two privacy interests (personal data and personal unobservability). Where we have personal 

data and personal unobservability rights, then there is a reasonable chance that our 

fundamental interests will be harmed if our data is disseminated or if we are observed. The 

current set of legal protections are not doing enough to protect the rights, and more needs 

to be done. What is required to protect the privacy rights is that an individual has indirect 

control over what happens to their personal data and personal unobservability. In the 

physical world direct control can be achieved, however, this is not necessary to protect the 

right, indirect control is sufficient. Indirect control is currently the only control that one can 

have in the virtual sphere due to the infrastructure that enables its existence.  

For both rights there needs to be legal protections in place within the virtual sphere. For 

personal data, these protections are already in effect and need to be built upon in order to 

maintain the current level of indirect control for personal data now and in the future. The 

use of regulation in the future seems to be a better solution than the current use of 

legislation to protect the personal data privacy right. Particularly because of the lag 

associated with the implementation of the legislation, regulation can be quickly and easily 

built onto the current legislative framework. For personal unobservability it is necessary that 

regulation is introduced as soon as possible, there are currently very limited protections in 

place and this has the potential to harm individuals’ fundamental interests. As discussed 

above it will be necessary for the government to introduce a permanent regulatory authority 

to deal with the protections of the privacy rights. A regulatory authority will be required in 

part due to the current lack of protection for the privacy rights and in the future to deal with 
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new general cases brought about through the development of technology. This will be 

particularly important considering the speed of change of technology. Currently, there does 

seem to be a separation between the physical and virtual worlds, everyday this gap grows 

smaller and as this happens, there is the potential for further risks to our privacy.  

This thesis has set out a better account of the privacy rights which will allow us to build 

regulation that gives individuals indirect control to protect their fundamental interests and 

privacy rights. While the thesis is prepared for the future and how regulation can be 

implemented in order to ensure that the privacy rights of individuals are protected, there 

are still issues which need to be addressed through further research. Firstly, there needs to 

be significantly more discussion of how control functions for children, teenagers and those 

unable to make decisions regarding the control of their personal data and personal 

unobservability. There also needs to be more detailed discussion surrounding the risks to 

those not able to make informed decisions regarding their control of their personal data and 

personal unobservability. Next, there needs to be research into technologies which allow 

for retrospective control, as mentioned in Chapter Six. Some social media companies are 

already taking this into their own hands in order to reduce revenge pornography on their 

platforms (Solon, 2017). However, this is still in the early stages of implementation and has 

not yet proved itself to be effective. Such a process also involves trusting a private company 

which brings other risks for individuals. Solutions for this problem might also not be solely 

based on the technical field, an inter-disciplinary approach may prove to be more effective 

in the long term.  It would also be useful to research the design of technologies with control 

built in, moving from privacy by design to control by design. Finally, further discussion of the 

public and private divide would be beneficial especially as this gap between the spaces 

closes, discussions should further shape how the specific privacy rights function now and in 

the future.  
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