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Security Enhanced Content Sharing in Social IoT:
A Directed Hypergraph-based Learning Scheme

Bowen Wang, Yanjing Sun, Member, IEEE, Trung Q. Duong, Senior Member, IEEE, Long D. Nguyen, Nan
Zhao, Senior Member, IEEE

Abstract—Security is a critical element to the existing Internet
of Things (IoT) deployment, where any user may actively or
passively attack the content sharing of others reusing the same
channel. As most smart devices are carried by human, we may
leverage their owners’ social trust to avoid being intercepted by
untrusted users, which conforms to the Social Internet of Things
(SIoT) paradigm. In this paper, we propose a secure content
sharing (SCS) scheme to strike the trade-off between security
and quality of experience (QoE) by exploring the social trust.
Firstly, to dynamically extract the social trust, the random walk
strategy is employed for prediction based on the proposed “User-
Content-Social Group” graph which models users’ preference
over time. Given the social trust value, we propose a hierarchical
game model to decouple the optimization problem into two sub-
problems: user pairing and channel selection. More specifically,
the user pairing sub-problem is formulated as a matching sub-
game with peer effect, and the embedded rotation-swap matching
algorithm can accommodate the dynamics caused by mutual
interference. The second sub-problem can be formulated as a
secure channel selection sub-game with the directed hypergraph
being game space, which is proved to be an exact potential game.
Then, we design an uncoupled-user concurrent learning algorith-
m (UUCL) to search for the optimal pure Nash equilibrium, and
thereby the global optimum of this sub-game is achieved. Finally,
simulation results generated on realistic social dataset verify that
our proposed scheme can notably enhance the security without
sacrificing users’ QoE.

Index Terms—Social Internet of Things, directed hypergraph,
game theory, machine learning.

I. INTRODUCTION

W ITH the densification of 5G network architecture,
Internet of Things (IoT) can potentially revolutionize

human life by leveraging the heterogeneity and pervasiveness
of smart devices. However, it is challenging to design efficient
schemes to meet the application demands given such an
enormous quantity of data generated on information exchange.
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For the purpose of getting more attention, mobile users (MUs)
are more likely to share their first-hand information in social
platforms such as Facebook, Sina weibo, etc. Based on this
phenomenon, we may investigate the feasibility of exploring
the owners’ behaviour in social platforms to improve the
performance of content sharing, since most smart devices in
IoT are being carried by humans most of the day. Therefore,
many researchers have investigated how to incorporate social
attributes such as interest, trustworthiness, interaction history
into IoT [1], [2]. In [1], the so-called Social Internet of
Things (SIoT) is defined as a “Social Collaborative Internet of
Things”, in which smart objects can establish social ties and
share information socially with their surrounding devices. The
authors in [2] demonstrated that the SIoT has advantages in
many aspects, such as scalable network management, efficient
information exchange, and stable network architecture.

As one of the promising technologies in the future 5G
cellular networks, device-to-device (D2D) communication is
naturally applicable to the content sharing in SIoT, where the
content requester (CR) can directly download their favorite
content from content helper (CH) in the close proximity
instead of from the base station (BS). Caching on device
level can avoid an enormous amount of retransmission, and
thus mitigating the overload of BS [3]. In general, D2D users
can share licensed spectrum resource in two modes: overlay
mode and underlay mode. The overlay mode allows D2D
users to transmit data via dedicated spectrum resources without
co-channel interferences, and thus improving the throughput.
D2D users can also reuse the cellular spectrum in underlay
mode, which improves the efficiency of spectrum sharing [4].
Considering the intrinsic broadcast nature in spectrum sharing,
the D2D links are highly vulnerable to various security attacks.
Any user sharing the same spectrum may act as a poten-
tial eavesdropper or jammer, passively or actively attacking
others’ content sharing. Since user privacy is of paramount
importance, establishing secure communication links among
legitimate devices has a higher priority than improving the
spectrum efficiency. In this regard, D2D communication along
may not be the best choice despite the aforementioned benefits
[5].

To combat with various security attacks, such as jamming,
eavesdropping, and data falsification attack, some effective
physical layer security methods such as artificial-noise-aided
security, and secret-key generation have drawn enormous
attention [6], [7]. As a valid method, the information-theoretic
physical layer security can maximize the reliable communica-
tion rate between two legitimate devices while ensuring that
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unauthorized users may learn as little information as possible
[8]. However, this method ensures secure transmission in the
physical layer at the cost of decreasing effective transmission
rate, since all users are assumed to be not trustworthy [9],
[10]. Therefore, it is challenging to strike the trade-off between
security and spectrum efficiency.

Motivated by the aforementioned problems, we aim at lever-
aging social trust extracted in the social domain to enhance the
security of content sharing without sacrificing the spectrum
efficiency in the physical domain. Assumed that non-trusted
users belong to the eavesdropper category, if users only share
contents and spectrum with their trusted users, the number of
potential eavesdroppers and jammers will be certainly reduced,
which enhances the security of content sharing [11]. In order
to understand the impact of social trust on the security of
transmissions, the authors in [10] provided theoretical and nu-
merical analysis of the system ergodic rate of social trust aided
communications via stochastic geometry, and they showed a
63% increase in system ergodic rate by considering social
trust relation. In [11], the authors stated that users at home or
office can generally find friendly users in their close proximity,
and thus they can share resources with their socially trusted
users for communication with confidence. In some large public
places such as stadiums, super markets, and airports etc.,
where the socially trusted users are rare, users can still share
spectrum with non-trusted users. The non-trusted users are also
considered to belong to the eavesdropper category [10], [11].
Both of the two studies verified the feasibility of exploiting
social relationships to improve transmission security. Hence,
the authors in [10], [11] utilized socially-aware paradigm to
identify trusted and non-trusted users based on the social
relationship/ties strength. In [12], the authors analysed the
secure capacity for large-scale networks considering social
relationships. In [13], the social reciprocity and social trust was
adopted to improve the security by jamming the transmission
of eavesdroppers. However, all of these works assumed that the
social trust value was a binary variable to determine whether
or not the trust exists, and thus the dynamics and strength of
social relationships were ignored.

Inspired by the above mentioned works, we propose a
security enhanced content sharing scheme to achieve a trade-
off between security and quality of experience (QoE). There
are two key challenges requiring investigation in order that
we can explore social trust to improve the security of content
sharing, namely, accurately extracting the social trust and
utilizing the extracted social trust to improve the security of
content sharing with the guarantee of QoE. The first one is
to accurately extract the dynamic social attributes over time,
because the inaccurate information will affect users’ decision-
making, and thus the established link will be unreliable. The
second one is to efficiently employ social trust to design secure
content sharing scheme in SIoT, because the social trust can
help to identify trusted and non-trusted nodes, and further
provide information confidentiality to all the system entities
[11]. For the first problem, we aim to propose an efficient
scheme to predict users’ preference and behavior based on
the user interaction history from the realistic dataset. For the
second problem, we model the asymmetric and cumulative

interference effects with the framework of directed hyper-
graph. Based on this model, we propose a directed-hypergraph
learning scheme to achieve the secure content sharing with
rapid speed of convergence.

Our contributions are summarized as follows:
• Modeling: We design a novel framework by exploring the

inter-human social trust to enhance the security of content
sharing in the physical domain. Specifically, the proposed
scheme comprehensively solves the proactive caching,
user pairing, and dynamic spectrum sharing problems
with the security guarantee. To the best of our knowledge,
this is the first work to apply the social attributes extracted
from realistic dataset to enhance the security of content
sharing.

• Social Trust: We design a novel scheme to predict the
potential probability of successfully requesting contents
as sharing willingness based on the “User-Content-Social
Group” tripartite graph which models users’ varying
preferences over time. And we further model the social
trust as a probability by considering extracted interaction
probability, reciprocal probability, and sharing willing-
ness.

• Secure Content Sharing (SCS) Algorithm: We investi-
gate the secure channel selection and user pairing sub-
problems in SCS, aiming at trading off both the security
and QoE. Considering the interaction caused by dynam-
ics, we propose a hierarchical game model. Based on
this model, the user pairing sub-problem is formulated
as a one-to-one matching sub-game with peer effect,
and the embedded rotation-swap matching algorithm can
smoothen out the instability caused by competition be-
haviors. In addition, we depict the security enhanced
channel selection sub-problem with the framework of
directed hypergraph, and thus formulate it as a secure
channel selection sub-game. Then, an uncoupled-user
concurrent learning (UUCL) scheme is adopted to achieve
the global optimum of the formulated game.

• Validations: We comprehensively prove the optimality,
stability, convergence, and complexity properties of our
proposed scheme. Under various scenarios, simulation
results tested on realistic social dataset demonstrate the
superiority of our proposed scheme compared with exist-
ing methods.

The rest of this paper is outlined as follows. The related
work is given in Section II. The architecture for security
enhanced SIoT scenario is presented and then the optimization
problem is elaborated in Section III. The directed hypergraph-
based learning scheme is described in Section IV. Simulation
results tested on realistic dataset are provided in Section V,
followed by conclusion in Section VI. Some key notations are
listed in Table I.

II. RELATED WORKS

Establishing secure D2D link between two legitimate de-
vices on D2D underlay mode, has gained extensive attention
from academia and industry [14]. Physical layer security
methods can guarantee both the reliability and efficiency of
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TABLE I: LIST OF KEY NOTATIONS

CH,CR,CU The set of CHs, CRs and CUs
F , Lf , Q The set of all the content items and file size
Ri,j , Rm The achievable data rate from CH to CR and CU to BS

Ii,j , rbi,j ,P l∗
i,j , $ij The social contact intensity, reciprocal interval, share willingness, and social trust probability

xi,j , yi,j , bi,j The binary variable in incidence matrix, interference state, and user pairing
Ω The user pairing matching function

Ai, q
ai
i The channel selection profile and channel selection probability

Ui(ai,−ai), Ci(ai,−ai),Φ(ai,−ai) The utility function, normalized secure content sharing capacity, and potential function

transmission between two legitimate users [8]. However, the
assumption that there is no trustworthiness between two users
is not practical. Inevitably, users belonging to different social
communities must have varying levels of social trust with each
other, which intuitively has impact on security. Some studies
have leveraged social relationship to solve the physical layer
security problems. The so-called social ties are considered
to reflect the willingness to share information or resources.
Recently, some studies have applied social ties into securing
content sharing or information transmission [10], [11], [15],
[16]. The authors in [15] designed a coding scheme that not
only satisfied the user demands but also the secure D2D
communication. In [16], assuming that the relay user with
lower social trust degree will act as a potential eavesdropper,
the authors proposed a cooperative transmission method with
social trust-aided relay selection. In [10], the authors analyzed
the theoretical bound of the social trust-aware D2D com-
munication framework using stochastic geometry, and solved
the corresponding resource allocation problem using matching
theory. In [11], the authors utilized socially-aware paradigm
to identify trusted and non-trusted users, and proposed an
approach based on coalitional game to ensure secrecy. These
studies partly address this issue, but the randomly generated
social tie with binary value, where 1 and 0 represent trust and
non-trust relationship respectively, cannot reflect the dynamics
of social trust. Besides, when the physical or social condition
varies over time, the preference will change frequently, which
degrades the presented effectiveness in [10], [11]. To better
capture social trust, we need to model the social trust as a
probability.

As mentioned before, the performance of content sharing is
influenced not only by objective factor i.e., physical condition,
but also by subjective factor, i.e., user preference [17]. Con-
sidering that the storage capacity is limited on device level, it
is challenging to pre-cache the needed contents on a certain
CH. Meanwhile, willingness to share is also critical. If a CH
is not interested in the requested contents or has no social
trust with this CR, he is not willing to cache and share it at
the cost of storage capacity and energy [18]. In this case, BS
still needs to retransmit the content if the content request fails.
The authors in [19] proposed a social-aware caching strategy to
optimize the hit ratio, where the important users can adaptively
change the caching strategy based on neighbors’ feedback.
However, the social attributes such as their interest similarity
were assumed to be unchanged. Considering the varying
preferences caused by different external events, accurately
capturing preferences on different contents over time is a great
practical challenge in content sharing [20]. The authors in

[21] proposed a session-based graph model to predict users’
long-term and short-term preference for different items. In
practice, current users will also be influenced by their friends
in a social network, and the social relationship also changes
with interest varying over time. In [22], the authors adopted
an unbiased random walk strategy to recommend unknown
items by exploiting friendship. However, more comprehensive
social attributes should be considered to evaluate the social
relationship, for the purpose of improving the hit ratio of
recommendation.

Many mathematical tools such as game theory, graph the-
ory, and matching theory have been regarded as efficient
resource allocation methods [23]–[25]. Most of the previous
works applied traditional binary graph to model the pair-wise
strong interference [26]. However, the complex interference
relationship cannot be accurately modeled when considering
the heterogeneity and densification of user devices. To get
around this limitation, the authors in [27] adopted hypergraph
model to abstract the complicated interference relationship for
D2D underlay communications as hyperedge, and proposed
an channel allocation algorithm based on coloring. Upon this
model, the authors in [28] formulated the channel allocation
problem as a local altruistic game, which belongs to the
exact potential game. Furthermore, the same authors utilized
advanced directed hypergraph to model the asymmetric inter-
ference relationships in [29]. However, the security is ignored
when constructing the hypergraph interference model and for-
mulating the corresponding game model. In addition, the user
pairing is also omitted for simplicity. Many classical matching
game models can be used to formulate the distributed resource
allocation or user pairing problems. Our previous work in
[30] proposed a rotation-swap matching algorithm, which can
handle the dynamically changing co-channel interference in
resource allocation problem. However, the effectiveness and
convergence will be degraded when considering the dynamics
of social attributes.

Based on the discussion above, the existing literature mainly
suffers from the following problems. Firstly, the social trust
value is dynamically changing instead of remaining unchanged
over time, which was not considered in [10], [11], [15], [16].
Secondly, the social relationship prediction models in [21],
[22] only considered the single attribute to evaluate the social
relationships, which limits accuracy of prediction. Finally,
the existing hypergraph based resource allocation methods
in [27]–[30] did not consider the impact of social tie on
users’ content sharing behavior in user pairing problem or
the effectiveness and convergence will be degraded when
considering the dynamics of social attributes.
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Fig. 1: Architecture for the security-enhanced content sharing
in SIoT

In this paper, we formulate the user pairing problem as
a one-to-one matching sub-game with peer effect, and the
rotation-swap matching algorithm can be adopted for fur-
ther secure transmissions. Besides, we propose a directed
hypergraph-based learning algorithm to solve the secure chan-
nel selection sub-problem. The differences and new contri-
butions in this work are: 1) For the trust model, our previ-
ous work [30] only considered the static social relationships
including social similarity, social centrality, and the social
contact intensity, which belongs to the category of coop-
erative behavior. Different from [30], we consider a more
comprehensive and accurate social trust model including both
cooperative behavior and reciprocal behavior. Besides, we
consider that the social trust dynamically changes over time
and all the social attributes are extracted from the realistic
social dataset for practical purpose. 2) For the user pairing
problem, different from [30], we solve the formulated one-
to-one matching with externality rather than the many-to-one
matching. Since this problem is not our main focus in this
paper, we slightly modify the proposed method in [30] to
adapt to the matching rule in our model. 3) For the directed
hypergraph based learning scheme, the former works [27], [29]
considered the mutual interference in physical domain for the
hyperedge construction, but our work consider both the mutual
interference in physical domain and information in social
domain. Overall, we intend to make a simple combination of
game theory and learning, with the directed hypergraph as
game space. Following this idea, we propose a hierarchical
game model to harness the interplay between the channel
selection sub-problem and user pairing sub-problem, which
is not considered in the former works.

III. SYSTEM MODEL AND PROBLEM FORMULATION

As shown in Fig.1, we consider a cross-layered SIoT
architecture consisting of a BS, and a number of MUs
containing N D2D users and M cellular users (CUs).
Each D2D pair consists of a CH and a CR. Let us de-
note by CU = {c1, ..., cm, ..., cM} the set of CUs, by
CH = {h1, ..., hi, ..., hN} the set of CHs, and by CR =
{r1, ..., rj , ..., rN} the set of CRs. In such a D2D underlay
scenario, one CH may share their cached popular contents
with one CR who has high level of social trust with them,
and meanwhile share cellular spectrum with other CHs, for
traffic offload. We assume that the CRs prefer requesting
contents from adjacent CHs via D2D communications rather
than from the BS, unless the failure. In practice, most users
may not consume their limited storage capacity to pre-cache
some contents for other users, unless they are also interested in
the requested contents. Therefore, the CRs can request desired
contents based on potential sharing willingness. In addition,
the secure content sharing is also important since users are
increasingly concerned about privacy issues. For example, in
Fig.1, the D2D pair BoB-Julia, Alice-Tom and the CU Bowen
have no social tie with each other, all of them will worry
about the other’s eavesdropping and jamming when sharing
the same channel. To solve it, a directed hypergraph-based
learning scheme is proposed to let users share contents in a
self-organizing manner. We first provide some preliminaries
and assumptions in both physical and social domains.

A. Transmission Model

As mentioned before, we consider the D2D underlaying
cellular networks, where a set of M channels allocated to
M CUs are available to all D2D users. Let F denote the
complete file library, F = {f1, ..., fl, ..., fL}. In this paper,
we mainly focus on the video content sharing. We assume that
each video has the unequal size denoted by Lf . Different from
previous work in [30], the popularity distribution is assumed to
be dynamically changing with the users’ preference in a certain
period, which will be elaborated in the next subsection. We
further assume that each user has different storage capacity,
which is an important metric to select CHs.

As assumed in [10], the channel gain following Rayleigh
distribution is given by hij = d−αij · h0, where dij represents
the distance between the CH hi and CR rj , α and h0 repre-
sent the path-loss exponent and Gaussian channel coefficient,
respectively. Based on this assumption, the transmission rate
between hi and rj is given by

Ri,j = B log2

(
1 +

Pihi,j∑
i′∈Dm

Pi′hi′,j + Pmhm,j +N0

)
,

(1)
where Dm represents the D2D pairs sharing the cm’s spec-
trum, B denotes the transmission bandwidth block, Pi and Pm
denote the transmit power for hi and cm, and N0 represents
the power spectral density of additive white Gaussian noise.
Similarly, the uplink transmission rate of cm can be given by

Rm = B log2

(
1 +

Pmhm,b∑
i∈Dm

Pihi,b +N0

)
. (2)
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In general, the QoE evaluation for multimedia applications
is determined by end users’ perception. Inspired by the QoE
evaluation method in [31], we adopt the Mean Opinion Score
(MOS) method to evaluate the quality of content sharing,
which incorporates the sender bitrate, packet loss probability,
and frame rate. Adopted from [31], the modified MOS is
defined as

MOSij =


c1 + c2FR+ c2ln(Ri,j)

1 + c4DP + c5DP 2
, if hi shares content

to rj ;
0, otherwise,

(3)
where FR and Ri,j is the frame rate and sender bit rate,
respectively, and DP is the packet loss probability.

B. Trust Model

In this subsection, we assume that the social trust value
is determined by both cooperative behavior and reciprocal
behavior. The cooperative behavior consists of social contact
and sharing willingness. Since the sharing willingness is
influenced by the other two metrics, we introduce these three
metrics step by step.

1) Social Contact
The frequent communication between two users may gen-

erate a lot of contact history information, implying a close
social relationship. The contact intensity can be measured by
multiple metrics such as the contact frequency and duration,
i.e., how many interactions happen among them and how
long each interaction lasts during a certain period. Similar to
[32], we adopt the frequency/duration of interacts which occur
in content sharing to measure the recent closeness degree.
Here, the user set containing CU, CH, and CR is denoted
by U = {u1, u2, ..., uV }, where |V | = |M | + |2N |. Given
a time span T , the average interaction duration between two
users can be normalized as

δi,j =

∑Nc
i,j

x=1 t
d
x

N c
i,j

, (4)

where N c
i,j denotes the sum contact times between user i and

user j, and tdx is the contact duration. For practical purpose,
we normalize the intensity degree of all contacts based on the
realistic social dataset.

By following the Gaussian similarity function in [32], the
normalized interaction strength can be given by

Ii,j = e−δ
2
i,j/2σ

2

, (5)

where σ denotes the width of the Gaussian kernel. The Ii,j
also denotes the probability of interaction.

2) Reciprocal Behavior
Reciprocal behavior represents the mutual aid behaviors

among users, which can be categorized into direct reciprocity
and indirect reciprocity. The former one can be easy to
understand as the concept of “you help me while I help you”.
The latter one reflects the circular behavior, which can be
defined as “I help you, you help him, and finally he helps
me”. In this paper, we can analyse the reciprocal behavior
based on the content sharing history. If user i shares contents

U1

UV

...

...

...

f1

f2

fL

SG

（U1）

SG

（UV）

U2

Fig. 2: ”User-Content-Social Group” tripartite graph

with user j, we depict an arrow line from i to j and thus we
can obtain a directed graph. The reciprocity behaviour can be
formulated as finding the directed circle in this graph [13].
The contribution of i to user i can be measured through the
interaction duration in reciprocity behaviour. Similar to [32],
the reciprocal probability can be normalized as

rbi,j =

∫ T
0
rcij(t)dt∫ T

0
rcij(t)dt+

∫ T
0
rcji(t)dt

, (6)

where rcij(t) determines whether or not user i and user j
are in the same reciprocity circle at time t, and

∫ T
0
rcij(t)dt

represents the sum contribution of i to user i. rcij(t) = 1
means that user i directly or indirectly helps user j at time
t. Note that the authors in [32] only considered the direct
reciprocity, while we consider both direct reciprocity and the
indirect reciprocity.

3) Share Willingness
Now, we will solve the aforementioned challenging prob-

lem: how to predict the users’ preference and sharing willing-
ness based on the social history contact. The potential cache
list for uv is defined as a triple of < fl, p

v
l , rh

v
l >, where fl

represents a content, pvl indicates the potential probability that
uv caches or requests the fl in the future, and rhvl represents
whether fl was received by uv in the receive history. To get the
potential value, we first construct a user-content-social group
tripartite graph Gt = (U,F, SG,E) as shown in Fig.2, where
U , F , and SG represent the user set, content set, and social
group set, respectively. E denotes the edge set and an edge
represents that a user belongs to a group or a user has cached
a content.

In this figure, we can see that user u1 cached f1, u2 cached
f1 and f2 , and uv cached f2 and fL. Although there is no
direct connection between u1 and f2 , they could be connected
by the path u1 → f1 → u2 → f2. That implies u1 might have
the interest in requesting f2 in the future. Different from the
the user-content bipartite graph in [18], we further consider
the recommendation of social group. Intuitively, most users’
preference will be influenced by their friends or colleagues.
u1 will be interested in f2 if his friends recommend it in the
path u1 → SG(u1)→ f2. The higher strength of relationship
may provide the more reliable recommendation. In [33], the
authors selected the users with higher degree of collaboration
than the average degree of collaboration as the recommending
users. Inspired by this work, we select the users whose both
interaction interval and the reciprocal interval are greater than
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the average degree of interval between user i and other users.
The social group of ui is given by

SG(ui) = {uj ∈ U |rbi,j ≥ rbi & Ii,j ≥ Ii}. (7)

Obviously, the social group members for one user will
change over time. The likelihood of caching/requesting these
videos will be represented by the potential probability. In
this paper, we adopt the random walk strategy to predict the
potential probability. In short, the random walk process can
be deemed to a finite and discrete Markov chain. Randomly
choosing a start point in a graph model, it can move to arbitrary
neighbor nodes. Similar in [22], we set users as source nodes
since the content recommendation is a user-centered strategy.
The edge weights for different walk are as follows:

ω(v, v′) =

 Pv,v′ , v ∈ U
⋃
SG, v′ ∈ U

⋃
C
⋃
SG;

β · Pv,v′ , v ∈ C, v′ ∈ U ;
(1− β) · Pv,v′ , v ∈ C, v′ ∈ SG,

(8)
where β denotes the probability of jumping to user node in
the next step, while 1− β denotes the probability of selecting
social group node.

The random walk probability Pv,v′ is given by

Pv,v′ =

{
1

out(v) min{1, out(v
′)

out(v) }, if v′ is v’s neighbor;
1−

∑
v′′ 6=v Pv,v′′ , if v′ = v,

(9)
where out(v) is the out degree of vertex v. Similar to [21], we
define four types of shortest paths starting from source node v0
to unknown content node vn within three steps to reduce the
complexity. From the intuitive point of view of graph structure,
the distance from user/social group nodes to unknown content
nodes should be odd numbers equal to or larger than 3. For a
user and an unknown content, there will be many paths with
distance equaling to at least 3 between these two nodes in
the graph. But we only consider the shortest paths to measure
the users’ preferences on the content for two reasons: 1) short
paths contribute more weights than long paths to the final
content nodes and may even bring in noise; 2) the shortest
paths can be obtained effectively by random walk algorithm
[21], [22].

• User-Content-User-Content (P1): The source user node
first randomly walks to one of his cached contents, and
finally explores the unknown content through other users
who has cached the content.

• User-Content-Social Group-Content (P2): The source us-
er node first randomly walks to one of his cached con-
tents, and finally explores the unknown content through
recommendation from other users in the same social
group, who are also interested the same content.

• User-Social Group-User-Content (P3): The source user
node finds the unknown content through recommendation
from other users in the same social group, which is
similar to P2.

• User-Social Group-Content (P4): This type of path is
similar to P2 and P3.

Given a path P = {v0, ..., vn}, we assume Υ(P ) as the
probability of a single random walk way from source node v0
to unknown content node vn, which is given by

Υ(P ) =
∏

vk∈P,1≤k<n

ω(v, v + 1). (10)

Assume the P (i, l) denotes all the paths between user i and
content l, the probability of ui requesting or caching fl is
given by:

pil =
∑

P∈P (i,l)

Υ(P ). (11)

Now, we propose the User Preference Prediction (UPP)
algorithm in Algorithm 1.

Algorithm 1 User Preference Prediction Algorithm (UPP)

1: Construct the ”User-Content-Social Group” tripartite
graph based on realistic social dataset;

2: for ∀ui ∈ U, fl ∈ F do
3: for ∀P ∈ P (i, l) do
4: Calculate the random walk probability based on

equation (8);
5: Random walk within the 3-step;
6: Υ(P ) =

∏
vk∈P,1≤k<n ω(v, v + 1);

7: end for
8: pil =

∑
P∈P (i,l) Υ(P );

9: end for
10: Obtain the potential cache/request list.

For each CH or CR, the potential cache/request list can be
represented as: P cachei = {pi1, ..., pil, ..., piL} or P requestj =
{pj1, ..., pjl, ..., pjL}. Note that if the CR rj has received the
fl, the corresponding pjl is set to be 0. Because one user may
not request the same content received before. For rj , if the
most interested content of rj is fl (pjl is the maximum in
P requestj ), he will request to those CHs who also have high
probability of caching fl. The share willingness P l∗ij can be
defined as the potential probability of hi caching fl∗:

P l∗ij =
pil∗∑L
l=1 pil

. (12)

Therefore, the social trust value $ij can be defined as
weight sum of social interaction probability, reciprocal proba-
bility and potential probability of content sharing. The normal-
ized social trust probability between hi and rj can be given
by

$ij = λ1Iij + λ2rbij + λ3P
l∗
ij , (13)

where λ1 + λ2 + λ3 = 1. In this paper, we set λ1 = λ2 = λ3
to give equal importance. Note that we model the social trust
as a probability, which represents the probability of content
sharing or spectrum sharing with confidence. Given the social
trust, we can construct a social trust graph, in which the
edge between two users exists when the social trust exceeds a
threshold. Then the betweenness centrality can be obtained
using the equation (6) in [30]. The BS can employ some
MUs as CHs considering both the betweenness centrality and
storage capacity.
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C. Directed Hypergraph Model

Now, we will construct directed hypergraph for the cumu-
lative and asymmetric interference with context information
and social trust. We first give the definitions of conventional
hypergraph’s variation: directed hypergraph.

Definition 1 ( [27], [34]): A hypergraph GH = (V,E) on a
finite vertex set V = {v1, ..., vn} is a family E = {e1, ..., em}
of subsets of V , satisfying: 1) ei 6= ∅,∀ej ∈ E, and
2)

⋃
ej∈E

ej = V , and each element ej of E is termed as

hyperedge.
Hypergraph is a generalized graph where each hyperedge

contains any subset of vertex set. Note that the above definition
normally describes the undirected hypergraph. Given V and
E, the undirected hypergraph can be expressed by a n × m
incidence matrix. According to [34], the incidence matrix
X = [xij ]n×m specified from an undirected hypergraph
GH = {V,E} is a Boolean matrix, where xij = 1 or 0 can
determine whether or not vi belongs to ej .

The undirected hypergraph has been widely used to model
the cumulative interference effect caused by multiple weak
interferers, so that users can avoid sharing spectrum with other
users in the same hyperedge. Considering that the traditional
bipartite graph can only capture the pair-wise interference
while the hypergraph can capture more complex interference
relationship among more than two users. However, the undi-
rected hypergraph cannot accurately reflect the asymmetric
relationship, since the interfered users and non-interfered users
are not clearly classified. In this case, we adopt the directed
hypergraph to model the asymmetric interference relationships

Definition 2 ( [35]): Given a finite vertex set V , a direccted
hypergraph or hyperarc is an ordered pair E = (T,H) of
disjoint subsets of V , where T is the tail set and H is the
head set. A directed hypergraph GDH can be denoted as a
pair {V,E}.

For a directed graph GDH , the advanced incidence matrix
X = [xij ]n×m can be redefined as

x(i, j) =

 1, if vi ∈ H(ej);
−1, if vi ∈ T (ej);
0, otherwise,

(14)

where H(ej) and T (ej) represent the head and tail of directed
hyperedge ej , respectively. It is worth mentioning the head
node represents the interfered user and the tail node represents
non-interfered user.

For the construction of directed hypergraph, the authors
in [27] considered that the hyperedge is constructed only
if the wanted signal ratio to the interference is below a
threshold. In [10], the author stated that it will be interesting
to investigate how to model the social trust as a probability,
how to decide the threshold to trust, and how to design the
suitable resource allocation scheme based on the probability in
the future work. Inspired by [10], [27], we consider not only
the physical interference, but also the social trust probability
of the interference source. For a D2D pair i, we assume that
social trust value $i denotes the probability of establishing
a social-trusted link of D2D pair i, since $i can represent
the social trust probability [32]. Meanwhile, D2D pair i will
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Fig. 3: An example of directed hypergraph and its incidence
matrix

actively or passively attack the content sharing of D2D pair
j. Considering that their social trust probability is $ij , the
social untrust probability can be represented by (1 − $ij).
For the D2D pair set D = {d1, ..., di, ..., dN}, if the wanted
signal with the social trust probability $ij , i.e., $iPihi, to
the cumulative social untrusted interference ratio falls below
a threshold ηd, the di as well as all the interferers form a
directed hyperedge, i.e.,

$iPihi∑
i′∈Dm

(1−$i′,i)Pi′hi′,i + (1−$m,i)Pmhm,i
< ηd.

(15)
Similarly, for a CU cm, if the wanted signal to the cumula-

tive social untrusted interference ratio falls below a threshold
ηc, the cm and all the interferers and together form a directed
hyperedge, i.e.,

Pmhm∑
i′∈Dm

(1−$i′,m)Pi′hi′,m
< ηc. (16)

Note that the difference between the above two conditions
is that the D2D pair should also consider the social trust
between the D2D transmitter (CH) and receiver (CR). For
these two conditions, it is rational to consider both the wanted
signal to the cumulative interference ratio as well as the social
trust. Because one user may not only consider the signal
and interference intensity, but also the social trust with the
interferers. For example, when the social trust between each
member is high, we can tolerate a certain degree of rate
decrease in spectrum-sharing since we do not worry about
the privacy. Based on this idea, we give a simple example of
a directed hypergraph and its incidence matrix as shown in
Fig.3.

Note that we have to do a slight adjustment for some special
directed hyperedges. For example, all the user nodes belonging
to E2 are interfered. Similar to [29], we set a virtual node V N
as the head for special hyperedges, avoiding the lack of head.
Similar to [27], we set the maximum cardinality of hyperedge
equals to 3 to reduce the complexity. Next, we will utilize
the different interference states to formulate the optimization
problem.

D. Problem Formulation

Based on above descriptions and assumptions, we first
introduce a binary variable yij to represent user i’s interference
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state in hyperedge ej , which is defined as follows:

yij =

{
1, if xi,j = −1;
0, otherwise. (17)

Definition 3 (Social interference): Let SIi(ai) represent
user i’s received cumulate social interference when selecting
channel ai, which is given by

SIi(ai, a−i) =
∑
ej∈E

φi(ej)yij , (18)

where ai ∈ Ai and a−i denote the current channel selection
profile for user i and all users except i. Ai = 0, 1, ...,M is
user i’s available channel set. The strategy ‘0’ indicates that
the user does not select any channel. The indicator function
φi(ej) is defined as follows:

φi(ej) =

{
1, if ai 6= 0, ai = ai′ ;∀v′i ∈ ej ;
0, otherwise. (19)

Let Ci denote the normalized secure content sharing capac-
ity of user i, which is given by

Ci(ai, a−i) =

{
1, if ai 6= 0, SIi(ai, a−i) = 0;
0, otherwise, (20)

where Ci(ai, a−i) = 0 implies that user i cannot share con-
tents securely. Given the above assumption, the optimization
problem is formulated as

max
ai∈Ai

N∑
i=1

Ci(ai, a−i), (21)

s.t. Cm(am, a−m) = 1,∀cm ∈ CU, (22)

where C1 ensures the secure transmission for each CU,
which can be achieved by portraying hyperedge connecting
each two CUs. The problem (21) is a NP-hard combinatorial
optimization problem. Meanwhile, the implied D2D pairing
problem should also be solved. We will propose a directed
hypergraph-based learning scheme to jointly solve the channel
selection and user pairing problems in an iterative way.

IV. SECURITY ENHANCED CONTENT SHARING SCHEME

In this section, we propose a hierarchical game model to
decouple the aforementioned optimization problem into a user
pairing sub-problem and a resource allocation sub-problems.
Based on this model, we formulate the first sub-problem as
a rotation-swap matching sub-game and the second one as
a secure channel selection sub-game, respectively. Then, the
corresponding rotation-swap matching algorithm and learning
algorithm are proposed to solve these two sub-problem in an
iterative way. Finally, some crucial properties such as conver-
gence, optimality, stability, and complexity will be analyzed
in detail.

A. User Pairing Problem

In each content sharing process, one CR will request desired
contents from one CH, which belongs to the category of one-
to-one matching game. However, different from the conven-
tional one-to-one matching problem such as classic stable
marriage problem, the preference will dynamically change
in the matching process, due to the co-channel interference
from other CHs sharing the same spectrum. This interaction
is known as peer effect or externality in matching theory.
Generally, the set of CH = {hi}|N |i=1 and CR = {rj}|N |j=1

are assumed to be two disjoint sets of rational and selfish
players for their own benefits. The optimization problem of
user pairing can be further formulated as

max
bij

N∑
i=1

N∑
j=1

bijCi(ai, a−i), (23)

s.t. C1 :
N∑
i=1

bij = 1,
N∑
j=1

bij = 1, (24)

where bij is a binary variable to determine whether or not hi
accepts the request from rj . C1 makes sure that one CR can
request content from one CH while one CH can only serve one
CR per time. The utility function Uhi for hi is measured by
the social trust over each CR. And the utility function Urj for
rj is measured by both the wanted signal to the cumulative
social interference ratio as well as the social trust with the
requested CH, as same as the equation (15). This setting can
guarantee that the optimization problem in user pairing keeps
the same as in problem (21).

Definition 4: The one-to-one matching Ω is a function
mapping from CR

⋃
CH

⋃
∅ into CR

⋃
CH

⋃
∅ such that

for rj ∈ CR and hi ∈ CH: 1) |Ω(rj)| = 1,∀rj ∈ CR and
Ω(rj) = ∅, if Ω(rj) 6∈ CH; 2) |Ω(hi)| = 1,∀hj ∈ CH ,
and Ω(hi) = ∅, if Ω(hi) 6∈ CR; and 3) Ω(rj) = hi, only if
hi ∈ Ω(rj).

We write (hi,Ω) �rj (hi′ ,Ω
′) to mean rj prefers hi in

Ω to hi′ in Ω′, when U jr (hi,Ω) > U jr (hi′ ,Ω
′). It is obvious

that the utility function is influenced not only by its matching
partner, but also other users reusing the same spectrum.

Definition 5 ( [30]): As a subset of CR, the rotation-swap
blocking family K = {r1, ..., rj , ..., rk}, 1 ≤ k ≤ N satisfies
the following condition: for each rj , 1 ≤ j ≤ k (j − 1 = k
when j = 1) , Ω(rj−1) � rjΩ(rj).

The rotation-swap blocking family reorganizes the swap
intention of users in a circular manner. In this way, not only
the direct blocking relation but also the undirected relation
can be satisfied. In short, the direct blocking relation is “You
prefer my partner while I prefer your partner”. The undirected
blocking relation is “I prefer your partner, you prefer his
partner, and finally he prefers my partner”. In addition, the
swap-operation should ensure that the utilities of users within
rotation-swap blocking family increase while the utilities of
the outside users are at least not worse. Therefore, the rotation-
swap matching is given by

ΩRS = Ω\{(r1,Ω(r1)), (r2,Ω(r2)), ..., (rk,Ω(rk))}
∪{(r1,Ω(rk)), (r2,Ω(r1)), ..., (rk,Ω(rk−1))}

(25)
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Equation (25) reflects that the swap intention of users
in rotation-swap blocking family is satisfied while keeping
the state of other users unchanged. Finally, the definition of
rotation-swap stability is given by

Definition 6: A matching Ω containing no rotation-swap
blocking family is rotation-exchange stable.

Based on the above definition, we adopt the rotation-
swap matching algorithm in [30] to self-organize the D2D
user pairing. Note that we can satisfy each rotation-swap
blocking family rather than run this algorithm again after
the first iteration. The obtained D2D pair set is denoted as
D = {di}|N |i=1.

B. Secure Channel Selection Problem

To further enhance the security of content sharing, we
should optimize the channel selection strategy for each D2D
user and cellular user. For simplicity, we use the com-
mon mobile user set MU = {u1, ..., ui, ..., uV } to repre-
sent all D2D users and CUs, where |V | = |N | + |M |.
We first formulate a secure channel selection game G =

{V,M, {Ai}|V |i=1, {Ui}
|V |
i=1}, where V = {1, ..., V } represents

the users, {Ai}|V |i=1 denotes user i’s available channel selection
set, and {Ui}|V |i=1 denotes the utility. Hence, player i’s utility
function can be represented as

Ui(ai, a−i) = Ci(ai, aNi
) +

∑
k∈Ni

Ck(ak, aNk
)ϕi,k, (26)

where Ni represents user i’s neighbor nodes in directed
hypergraph (in the same hyperedge), aNi

denotes the channel
selection profiles of i’s neighbor nodes, and ϕi,k is a binary
variable to determine whether or not user k is interfered by
user i. This setting can make sure the secure content sharing
for both user i and its neighbor users. Given this setting, the
secure channel selection game can be represented as

(G) : max
ai∈Ai

Ui(ai, a−i),∀i ∈ V. (27)

In the formulated secure channel selection game G, each us-
er aims to maximize its utility by making the optimal channel
selection decision. Next, we give two crucial definitions about
this game.

Definition 7: (Pure Nash equilibrium, PNE [24]): A se-
lection profiles a = {a∗1, ..., a∗i , ..., a∗v} is a PNE, if and only
if no player can gain more profit by deviating unilaterally.
Mathematically, Ui(a∗i ,−a∗i ) ≥ Ui(ai,−a∗i ),∀i ∈ V, ai ∈ Ai.

Definition 8: (Exact potential game [24])): G is an exact
potential game, if its potential function Φ(ai,−ai) satisfying
Ui(ai,−ai)− Ui(ai,−ai) = Φ(ai,−ai)− Φ(ai,−ai), where
ai is game player i’s selection after deviation.

Theorem 1: The proposed secure channel selection game G
is an exact potential game, which has at least one pure strategy
NE maximizing the potential function.

Proof: To maintain the same optimization goal with
problem (20), we set the potential function Φ(ai,−ai) =∑N
i=1 Ci(ai, a−i). Assume that an arbitrary player i changes

its selection from ai to ai, then the corresponding change of
the potential function can be expressed as

Φ(ai,−ai)− Φ(ai,−ai) = [Ci(ai, aNi
)− Ci(ai, aNi

)] +[∑
k∈Ni

(Ck(ak, aNk
)− Ck(ak, aNk

))

]
+ Γ(V/(i ∪Ni)),

(28)
where Γ(V/(i ∪ Ni)) represents the difference value of po-
tential function for those who are independent of ai and ai,
respectively. Γ(V/(i ∪ Ni)) = 0 because this part will not
change with the unilaterally change from ai to ai

We further simplify the second term in equation (27) as[∑
k∈Ni

(Ck(ak, aNk
)− Ck(ak, aNk

))

]
=[∑

k∈Ni

Ck(ak, aNk
)ϕi,k −

∑
k∈Ni

Ck(ak, aNk
)ϕi,k

]
+[∑

k∈Ni

Ck(ak, aNk
)(1− ϕi,k)−

∑
k∈Ni

Ck(ak, aNk
)(1− ϕi,k)

]
.

(29)
It is obvious that the last term in equation (20) equals to

0. Because when ϕi,k = 1, i.e., user k is interfered by i, the
condition Ck(ak, aNk

) = 0 is always satisfied. In contrast,
when ϕi,k = 0, i.e., user k is not interfered by i, we can
get Ck(ak, aNk

) − Ck(ak, aNk
) = 0,∀k ∈ Ni, and thus the

last term still equals to 0. nBased on the above derivative
process, we can get Φ(ai,−ai)−Φ(ai,−ai) = Ui(ai,−ai)−
Ui(ai,−ai), and thus we prove that G is an exact potential
game, so that the PNE point constitutes the optimal solution
for problem (20).

C. Learning Algorithm for Secure Content Sharing
Aiming at asymptotically converging to the NE of our

formulated secure channel selection game G, some effective
learning algorithms such as spatial adaptive play (SAP) [36]
and decentralized multi-person stochastic learning (DMPSL)
[37] can converge to a desirable solution. However, the SAP
can only update the selection profile for one user in each
iteration, which decreases the convergence speed for our game
model. Besides, the DMPSL updates the selection profile for
all users, which also decreases the convergence speed in our
dynamic network. For example, when two users interfered
by each other concurrently change their selection, they may
still select the same channel. Inspired by these two learning
algorithms, we propose a UUCL algorithm. The uncoupled
user do not have any common neighbors in undirected hy-
pergraph. Specifically, we randomly let multiple uncoupled
users update their selection profile in each iteration. This
method can accelerate the convergence speed while ensuring
that the selected users’ selection change will not affect others’
selection change in each iteration. Let ΨAi(k) denote the
user i’s channel selection probability distribution following
the Boltzmann-Gibbs rule, and qaii (k) ∈ ΨAi

(k) denote the
channel selection probability of ai, which can be expressed as

qaii (k + 1) =
exp(εUi(ai, aNk

(k)))∑
a′i∈Ai

exp(εUi(a′i, aNk
(k)))

, (30)
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where ε is the learning parameter satisfying that ε > 0, which
can balance the trade-off between exploration and exploitation.
Smaller ε indicates that the users are prone to explore an
suboptimal selection, whilst higher ε indicates that they are
more willing to choose the optimal selection. In our cross-
layered SIoT scenario, we assume that the context information
and social trust can be obtained from social platform, and then
the user can learn to cache and request until convergence.
Finally, users can feedback the content sharing decision to the
physical domain via server. For simplicity, the entire secure
content sharing scheme embedded with channel selection and
user pairing is presented in Algorithm 2.

Algorithm 2 Secure Content Sharing Algorithm (SCS)

1: Step 1: Initialization:
2: BS maps the context information in physical domain into

social platform. Construct the directed hypergraph model
with the context information and social trust.

3: Step 2: User Pairing:
4: CHs and CRs select their partner using rotation-swap

matching algorithm in [30].
5: Step 3: UUCL-based Channel Selection:
6: Initialize the qaii (0) = 1/M,∀i ∈ V .
7: Given the matching result of CHs and CRs, randomly

select multiple uncoupled users in k-th iteration based on
the directed hypergraph model.

8: Let the selected users update their selection probability
distribution from ΨAi(k) to ΨAi(k + 1) and select one
channel conditioned on ΨAi

(k+1), while others’ channel
selection strategy maintain unchanged.

9: Stop until the predefined maximum iteration number is
reached or the selection probability distribution has been
unchanged for each user.

10: Step 4: Repeat Step 1∼ Step 3 until the utility for each
user is unchanged.

D. Property Analysis

Furthermore, we will provide some important theoretical
analysis about convergence, optimality, and complexity prop-
erties. We omit the proof of stability here since this proof is
similar to [30].

Theorem 2: UUCL can converge to the PNE point with
an arbitrarily high probability when the learning parameter ε
is sufficiently large, and thus SCS can converge within finite
iterations. The final state of SCS is Pareto optimal.

Proof: Based on [36], since the SAP can achieve the
global optimum and converge to the PNE point with an
arbitrarily high probability, we can prove that UUCL can also
achieve the same goal, because we concurrently implement
SAP for multiple uncoupled users and the selected users’
selection change will not affect others’ selection change in
each iteration. We can also prove the stability of SCS, because
the utility of each user after each iteration will be at least as
good as the utility before this iteration. Considering that the
channel and user number are limited, the utility of each users
cannot increase indefinitely and finally remain unchanged. In

this situation, we can prove that the SCS achieves the Pareto
optimal since it is impossible to make any one individual better
off without making at least one individual worse off.

Theorem 3: The computational complexity of the proposed
UDP and SCS algorithms are formulated as O(ΛN |E|) and
O(τ(K1N

2 + K2(N + M)(M + 1))) in the worst case,
respectively.

Proof: We first calculate the computational complexity of
UDP algorithm in section III. Since the maximum distance
in each random walk is 3, final/third step of preference
propagation causes the major consumption. In the worst case,
we assume that the second step of preference propagation
traverses all the user nodes and social group nodes, and the
corresponding complexity for all users is O(N |E|), where
N denotes the CH/CR number and |E| denotes the edge
number in user-content-social group tripartite graph. Given the
iteration times Λ, the sum computational complexity of UDP
is O(ΛN |E|) in the worst case.

Considering the combinatorial nature, the computational
complexity of each sub-algorithm included in SCS will be
calculated in turn. Similar to [30], the complexity of rotation-
swap matching algorithm is O(K1C

2
NN

2) in the worst case,
where K1 is the iteration times. The complexity of finding
the uncoupled user is O((N +M)), where M represents the
CU number. Considering that each user has M + 1 selection
in each iteration, the complexity of SCS is O(τ(K1C

2
NN

2 +
K2(N+M)(M+1))), where K2 and τ are iteration times for
UUCL and SCS, respectively. In fact, the iteration numbers are
relatively fewer than the user numbers, which can be verified
by the following simulation results.

V. SIMULATION RESULTS AND PERFORMANCE ANALYSIS

In this section, we conduct simulations in different scenarios
to demonstrate the validity of the theoretical analysis. we
evaluate our proposed algorithm, abbreviated as “SCS” in
terms of convergence and trade-off between security and QoE.
The main simulation parameters are listed in Table II. We
set the parameters based on the existing works and 3GPP
specifications [10], [27], [38], [39], which are applicable
for wireless communication of most heterogeneous cellular
networks, and QoE evaluation of most video applications
over wireless networks. To balance the trade-off between
exploration and exploitation, the learning parameter ε is equal
to the iteration number k and bounded by half of kmax
according to [36]. Note that the selection of learning parameter
will affect the convergence speed. Besides, Theorem 3 proved
that the SCS can achieve the global optimum with arbitrarily
high probability if the learning parameter is sufficiently large,
which can also prove that the system performance achieved by
SCS will not be affected by sufficiently large ε. Furthermore,
we adopt different benchmark algorithms to objectively and
comprehensively evaluate our proposed algorithm. We com-
pare our proposed learning algorithm, abbreviated as “UUCL”,
with SAP in [36] and DMPSL in [37] in terms of convergence
rates. On the other hand, we compare our proposed secure
content sharing scheme, termed as “SCS” with the “Exhaustive
Search” (global optimum), undirected-hypergraph coloring
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scheme in [27], random selection, and our proposed scheme
without considering the social trust in constructing hyperedge,
termed as ”Without Social Trust”. For practically, we analyze
the users’ social behaviors based on dataset INFOCOM 06
[40] from CRAWDAD. There are 78 active users with their
35 interested topics and contact history records1. We randomly
select active users as CUs, CHs, and CRs. To make the dataset
more applicable to our paper, these 35 topics are assumed to
be contents in our framework i.e., L = 35, and thus the cached
history are derived. We believe that the above setting can make
the simulation results more practical and realistic.

TABLE II: Simulation Parameters
Parameters Value
Cell radius 500m

Maximum distance between D2D users 50m
The storage space of of CHs 100-1000Mbits

Size of each video 10-100Mbits
Threshold ηd and ηc 20dB

Transmission power of CUs and D2D users 23dBm, 13dBm
Noise power σ2 -174dbm/Hz

Transmission Bandwidth Block B 180kHz [39]
Pass-loss exponent 4

The width of the Gaussian kernel σ 2 [32]
Maximum iteration number kmax 100 [38]

Frame rate and packet loss rate 10fps, 0.1 [38]
Parameters c1 − c5 in E.q. (3) 2.797, -0.0065, 0.2498, 2.2073, 7.1773 [38]

Simulation times 10000

A. Convergence Behavior

In Fig. 4, we randomly select three users in a directed
hyperedge and present their strategy update state in the
learning process of UUCL. It is obvious that only one user
updates their channel selection in each iteration, since they are
coupled with another. All of them will avoid selecting the same
channel to secure their content sharing. To test the convergence
performance, we change the number of users and compare the
change of iteration numbers with other benchmarks in Fig.
5. It is obviously that the average iteration numbers increases
as D2D user number and CU number increase, because the
increasing number of hyperedges will reduce the convergence
speed. Compared with other benchmarks, the convergence rate
of UUCL increases dramatically. It is because SCS can both
reduce the unnecessary updates with respect to DMPSL, and
improve the learning efficiency in each iteration with respect
to SAP.

To demonstrate the convergence behavior of SCS, we in-
vestigate the cumulative distribution function (CDF) versus
the iteration numbers. In Fig. 6, we plot the CDF of iteration
number asymptotically converging to the stable state, thereby
demonstrating the validity of Theorem 2. Meanwhile, we note
that the needed iteration number of SCS grows with the D2D
user and CU numbers. It is because the number of users
will affect the interplay between channel allocation and user
pairing. The probability of deviating to other better choice will
increase in both channel selection and user pairing processes.
In addition, Fig. 6 further reveals that the needed iteration
number is relatively small with respect to the D2D user

1There are originally 98 experimental devices, but the interest information
for 20 of them is missing. Therefore, only 78 active users can provide valid
information for our analysis.
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number and thus demonstrating the validity of the theoretical
analysis in Theorem 3.

B. The Trade-off between Security and QoE

Fig. 7 compares the normalized secure content sharing
capacity attained by our proposed SCS scheme with other
benchmarks. In this figure, we set the number of CUs to
10, and the number of D2D pairs from 20 to 30, which
can guarantee the complexity of the constructed hypergraph
model. It is observed that normalized secure content shar-
ing capacity of ”Exhaustive Search”, SCS, and hypergraph
coloring scheme increase as D2D number increases. And the
increase trend is fast when the number of D2D pairs is below
24. Because the social trust are dominant in calculating the
capacity due to weak interference at this period. Therefore,
the benchmark ”Without Social Trust” cannot utilize this infor-
mation, which decreases the performance. When D2D users’
number exceeds 24, the stronger cumulative interference plays
more important role, and thus the growth trend is flattening
out. In addition, SCS can achieve the near-optimal solution
than coloring scheme, because it comprehensively models the
asymmetric and cumulative interference in graph construction.
It is noticed that the ”Random Selection” scheme is always
fluctuant. This is because it randomly pairs the D2D users.
As a result, the normalized secure content sharing capacity
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shows the fluctuant trend. In other words, SCS can achieve
the near-optimal solution by comprehensively considering the
interference relationship and social trust information.

In Fig. 8, we adopt the modified MOS method in [31] to
evaluate the the integrated impact of network measurements
on QoE. It can be seen from this figure that the MOS decreases
with the number of D2D users, due to the reduced spec-
trum efficiency. Note that SCS can achieve the near-optimal
performance in satisfying users’ QoE. Both the benchmark
”Without Social Trust” and ”Random Selection” achieve the
poor performance, because the ignorance of social trust will
reduce the hit ratio, and thus the ratio of score ”0” is high.
Based on Fig. 7 and Fig. 8, our proposed scheme can be
viewed to achieve a better trade-off between security and QoE.

In Fig. 9, we investigate the impact of threshold η in hy-
peredge construction on the performance of security and QoE
achieved by SCS. On the one hand, we noted that the security
performance decreases as the value of η increases, because the
increasing η would make it easier to form a hyperedge, and
thus the social interference increases according to E.q. (18).
Therefore, CU will share spectrum with fewer D2D users, and
only CU can ensure their security in the end. On the other
hand, the QoE curve tends to increase first and then decrease.
When the threshold is below 20dB, more hyperedges will
enable D2D users to select the appropriate channel, and thus
the QoE performance increases. In this stage, less hyperedges
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and MOS versus threshold η, with N=30 and M=10

will reduce the QoE performance, since more D2D users
will share the same channel without the constraint. When
the threshold is above 20dB, i.e., the number of hyperedges
is sufficiently large, fewer D2D users will be allocated to
channels, and thus the QoE performance decreases. Finally,
no D2D users can share the cellular spectrum, so that the
average MOS equals to 0.

We further analyze the impact of file number L on the
performance of security and QoE achieved by SCS. In this
simulation, each user is assumed to randomly have interest
in 10% of L files. Fig. 10 shows that both the security and
QoE performance will decrease with L. The reason is that the
probability of quantifying sharing willingness will decrease
with L, and thus the reduced social trust will make it easier
to form a hyperedge. Therefore, both the security and QoE
performance will decrease. Besides, when L becomes suffi-
ciently large, the probability of quantifying share willingness
has almost no influence on the value of social trust, and thus
the downward trend tends to be flat.

VI. CONCLUSION

In this paper, we have investigated the secure content
sharing problem to strike a trade-off between security and QoE
for SIoT. Specifically, we first proposed a UPP algorithm to
predict the social trust metrics based on the realistic dataset.
Then, the undirected hypergraph model was formulated to
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accurately characterize the cumulative and asymmetric so-
cial interference. In general, we formulated the optimization
problem as a hierarchical game model to decoupled the
optimization problem as a user pairing sub-problem and a
channel selection sub-problem, respectively. We formulated
the user pairing sub-problem as a one-to-one matching sub-
game with peer effect and the channel selection sub-problem
as a secure channel selection sub-game. For the first sub-game,
the embedded rotation-swap matching algorithm can smoothen
out the instability caused by dynamically changing co-channel
interference. For the second sub-game, we designed a UUCL
algorithm, which can converge to the optimal pure Nash equi-
librium and thus maximizing the normalized secure capacity.
The simulation results show that our propose algorithms could
achieve a near optimal performance compared with the Ex-
haustive Search, and outperform the benchmark scheme under
various simulation scenarios. We believe that this study has
opened a new paradigm for designing secure content sharing
scheme in SIoT and has provided effective implementation
methods by leveraging social trust to enhance the security in
physical domain.
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