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Abstract — Honey Encryption (HE) is a new encryption scheme 

that overcomes the weakness of traditional password-based 

encryption (PBE). It allows data to be encrypted using low min-

entropy keys whilst delivering resilience against brute-force 

attacks. HE generates a ciphertext which, when decrypted with an 

invalid key, yields a plausible-looking but invalid plaintext 

referred to as a honey message. In this paper, we review the 

concept of Honey Objects, with a specific focus on the HE scheme. 

We investigate the current state of the art research in this field and 

look at practical applications which have been considered or 

developed thus far. Finally, we discuss the current limitations of 

HE and potential areas of interest for future research. 

 
Index Terms — Cryptography, Honey Encryption (HE), Honey 

Objects, Brute-force Attack, Password Cracking, Password-based 

Encryption (PBE), Distribution-Transforming Encoders (DTE) 

I. INTRODUCTION 

Users are notorious for selecting poor passwords which they 

often use on multiple services, meaning a single breach can lead 

to the compromise of several user accounts. There have been 

numerous large breaches which have demonstrated the severity 

of the weak password problem. In 2008, RockYou suffered one 

of the largest breaches of user passwords in history which were 

subsequently leaked online. The password of choice for nearly 

1 percent of the 32 million users was “123456” and many of the 

other most common passwords were strikingly similar [1]. 

Comparable breaches of Yahoo, Adobe and LinkedIn verified 

that the scale of the problem [12]. 

Websites generally store usernames and passwords using a 

cryptographic hash function to prevent hackers using the data 

in the event of a breach. However, this is only effective if the 

users have chosen strong passwords as there is an abundance of 

freely available hash-cracking tools which can be used to cycle 

through the most commonly used passwords, including lists of 

passwords that have been leaked from breaches such as 

RockYou. To improve security, salting is often performed on 

user passwords. This involves appending or pre-pending a 

random string called a “salt” to the password before hashing. 

Password-based encryption (PBE) is a technique which is 

well known for its use in password managers. These tools allow 

users to generate and manage strong passwords for different 

services which are then encrypted using a master password. As 

this encrypted data is generally stored in online, it is also 

susceptible to attack as was confirmed by the LastPass breach 

in 2011 [1]. These services are an extremely attractive target for 
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hackers because if the data can be decrypted, all the website 

passwords belonging to a user will be disclosed.  

If an adversary gains access to the encrypted file, they can 

deploy an offline brute-force attack and based on the evidence 

we have concerning user password selection, there is a good 

chance that this would be successful. Users cannot be blamed 

entirely for the weak password problem; it is understandable 

that people choose passwords which are easy to remember and 

reuse them across multiple sites. Whilst many services are 

beginning to enforce strong password policies, it is important to 

look at other approaches to combat the problem. 

 Honey Encryption (HE) is an encryption scheme that can 

provide security beyond the brute-force bound. If an adversary 

obtains a copy of a hashed password database or a file that has 

been encrypted with PBE, they can mount an offline brute-force 

attack. It is trivial to determine when the decryption has been 

successful because the plaintext result will be visibly plausible. 

Decryption with an invalid password will produce plaintexts 

that do not match the structure of natural language and often 

contain characters which are clearly invalid. HE produces 

plausible but invalid plaintext when the wrong password is used 

so an attacker cannot easily determine whether decryption was 

successful. 

II. BACKGROUND 

A. Honey Objects 

In computer security, the term honey is generally used to 

describe decoys. The most well-known example of a honey 

object is a honeypot; a decoy server used to lure attackers, 

providing distraction from real targets and possibly identifying 

them [4]. Honeywords have been suggested as a means of 

protecting passwords. Several invalid passwords would be 

stored for each user along with the correct password, known as 

the “sugarword”. When a user logs into the system, their 

credentials are sent to a secure server called a “honeychecker” 

which will detect whether the user has entered a honeyword [5]. 

The submission of honeywords associated with a user 

account is an indicator that the password database has been 

breached and would trigger an alarm and perhaps block the 

login attempt. The honeywords may be chosen by a legitimate 

user for their account but this is problematic in the sense that 

the user may accidentally use a honeyword in future, triggering 

an alarm. It also adds an extra burden on the user, a better option 

might be for the server generate honeywords but they should be 

realistic in order to be effective. Other examples of honey 
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objects include honeyfiles, honey documents, honeytokens, 

honey permissions and honey accounts [5]. 

The two key principles of honey objects are 

indistinguishability and secrecy. Honey objects must be 

indistinguishable from real objects in order to successfully 

deceive attackers e.g. if a list of honeywords are all very similar 

to each other but different from the sugarword, an attacker has 

a better chance of determining the real password. The true 

object must be kept secret e.g. if a honeychecker maintains an 

index of which password is the sugarword, the security 

provided by the system relies on how effectively this index is 

kept secret from any potential attacker. 

B. Password-based Encryption 

A PBE scheme consists of an encryption function enc() and 

a decryption function dec(). A message M is encrypted under a 

password P, producing a ciphertext C. If an incorrect password 

is used for decryption it will produce an invalid plaintext 

message and the user will know that the password was wrong. 

This means that an adversary can attempt decryption with 

different passwords until they produce a valid plaintext 

message. Ciphertext produced by PBE is therefore only as 

secure as the adversary’s ability to guess the password through 

brute-force, a fundamental security limitation referred to as the 

brute-force bound [2]. 

  PBE is used to encrypt various types of important, sensitive 

information. It is commonly associated with password 

managers which are used to help users manage their passwords 

for different online accounts in a secure manner. Rather than 

storing hashes for passwords, the list of passwords and 

associated account details are stored in standard plaintext which 

is encrypted with a master password. People use password 

managers so they don’t have to remember passwords for every 

website, some of which may need to be changed regularly or 

have strict password policies. Many password managers also 

help with secure password generation, providing complex 

passwords which are difficult to crack but don’t need to be 

memorised by users. 

 Whilst password managers make life easier for users and 

encourage the use of secure passwords for individual websites, 

they introduce a single point of failure. If the encrypted 

password vault is obtained by an adversary they can launch an 

offline brute-force attack and if the master password selected 

by the average user is as weak as previous password breaches 

have demonstrated, there is a high chance that this will be 

successful in a reasonable amount of time. HE can potentially 

address this vulnerability to brute-force attacks by ensuring that 

every decryption with the wrong password produces a list of 

plausible looking passwords, forcing the adversary to manually 

test login details from every possible decryption. 

C. Distribution-Transforming Encoders 

DTE is a message encoding scheme consisting of an encode 

and decode algorithm. The encode function takes a message M 

and encodes it as a K-bit seed S∈{0, 1}K. This encoding doesn’t 

have to be unique; multiple seeds might correspond to M in 

which case one of the seeds will be selected uniformly at 

random. Encode needs to be invertible so that the decode 

function can retrieve the original message. Decode takes S and 

outputs a message M which is equal to the original message. 

DTE is a good model of message distribution. Provided with a 

good DTE, it is easy to construct a good HE scheme using a 

DTE-then-encrypt approach [1].  

D. Honey Encryption 

HE can be used to ensure that in the event of an adversary 

obtaining a copy of a ciphertext, they are unable to learn 

anything from it that will help them retrieve the plaintext. In 

relation to providing security beyond the brute-force bound, it 

ensures that any decryption of a ciphertext with an invalid key 

will yield a plausible looking plaintext which the attacker 

cannot easily use to determine whether the decryption has been 

successful. Traditionally if a weak password has been used for 

encryption, an offline brute-force attack would quickly crack 

the password and retrieve the plaintext. Using a HE scheme it 

would be impossible to determine whether decryption has been 

successful even when a poor password was used for encryption.  

The main security goal of HE is to achieve message recovery 

security, preventing an adversary from obtaining the original 

plaintext from a ciphertext with high probability. This is a 

standard goal of encryption, but it is generally assumed that the 

message and key must have high entropy. HE aims to achieve 

message recovery security even in cases where the message and 

key have low entropy. If the key is sufficiently unpredictable 

and adversaries are computationally bounded then HE will 

achieve semantic security, in other words, it will never provide 

less security than conventional encryption methods [2]. 

We will describe HE and its DTE-then-encrypt approach 

with a simple example. Let’s assume that Bob wants to encrypt 

his favourite colour M=“green” and send it to Alice using a 

secret key K=0000. Bob creates a colour DTE that maps 

messages {“red”, “green”, “blue”} into the space of 2-bit strings 

{00, 01, 10, 11} where “blue” maps to either 10 or 11 with equal 

probability. Bob obtains the seed encode(“green”)=S=01, 

selects a random string R and computes S’=H(R,K). Let’s 

assume that S’=(R,0000)=11 and then Bob computes 

C=11⊕01=10 (“blue”) which is forwarded to Alice. 

Alice decrypts C using the secret key K=0000 which has been 

provided by Bob so S’=H(R,0000)=11 and C=11⊕10=01 

(“green”), therefore the message has been successfully 

recovered by Alice. Let’s assume that an attacker Eve 

intercepted the ciphertext and tries to decrypt it. She doesn’t 

know the secret key so she assumes a key K=1234 such that 

S’=H(R,1234)=10 and then M=10⊕10=00 (“red”). We can see 

from this example that although Eve used the incorrect key, she 

obtained a plausible looking plaintext and will believe that 

Bob’s favourite colour is “blue” rather than the correct value of 

“green”. 
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III. CURRENT STATE OF THE ART 

A. Credit Card Details and RSA Secret Keys 

In [2] we are presented with some concrete examples of HE 

in practice. The first example is credit card (CC) numbers, PINs 

and CVVs which are compatible with HE as the message space 

is highly structured. There is a strong motivation to apply HE 

to sensitive information like CC data, especially when we 

consider the scale of the CC fraud industry which is bolstered 

by increasingly sophisticated cyber-criminals. CC numbers 

consist entirely of numeric values between 0-9 so decryption 

attempts during brute-force attack on CC data protected with 

standard PBE would clearly show when the correct plaintext 

has been retrieved. The last digit of a CC number is a check 

digit so this can be calculated and appended when each decoy 

is generated. 

We are also shown how to apply HE for RSA secret keys. 

Users are advised to encrypt their private key using PBE to 

provide defence-in-depth in the event of a data breach. As was 

the case with the CC details, an attacker could mount on offline 

brute-force attack on the encrypted RSA key and would be able 

to confirm when a decryption attempt has been successful due 

to the structure and validity of the plaintext. The authors prove 

their HE examples with strong proofs of theorem and explore 

deployment considerations. Typo-safety is a deployment 

consideration that is universal to applications of HE; if a 

legitimate user accidentally enters the wrong password by 

mistake, they may fail to notice that the decrypted result is 

invalid. 

B. Generic Alphabet and Simple Messaging System 

Researchers in [6] provide a practical implementation of a 

similar credit card HE scheme. They also give a HE scheme for 

a generic alphabet e.g. a-z although this does not assume that 

outputs require to be legitimate words in the English language. 

A message M = “aabb” decrypted with the wrong key K may 

produce “bcde”, neither of which are legitimate words. The 

researchers considered implementing a probability distribution 

using large hash tables but instead took advantage of the fact 

that each letter is independent. They described the difficulty of 

generating a message space that covers the entire spectrum of 

the English language but did manage to develop a simple 

messaging scheme that deals with a simple structure; questions 

and answers. 

The complexity of the English language means that even 

when sentences are limited to a 140-character tweet, there are 

roughly 2154 different meaningful messages. This is 

complicated further by the fact that the English language 

requires a lot of dependencies and must adhere to many 

grammatical rules. Questions and answers can be defined as a 

fairly basic structure, especially when the response is limited to 

a yes-no answer as is the case in this implementation. The 

Natural Language Toolkit (nltk) was used with a custom 

Probability Distribution Function to generate over 100,000,000 

different sentences. The three implementations discussed are 

open-source and the code location is provided in [6]. The 

researchers also suggested that HE can be extended to a public-

key encryption scheme such as RSA whilst still holding the 

security bounds proved in [2] for the symmetric version. 

C. Kamouflage and NoCrack 

Kamouflage is a system that was developed to provide 

cracking-resistance for vaults by storing N – 1 decoy vaults 

encrypted under decoy master passwords. Whilst the theory 

behind Kamouflage appears to meet the security objectives, 

researchers in [3] found subtle vulnerabilities that actually 

reduces security below conventional PBE. The first issue is that 

decoy master passwords adhere to the same template as the true 

master password. This means that once an attacker recovers any 

password (real or decoy) during an offline brute-force attack, 

the corresponding template is revealed. 

The second vulnerability is that decoy master passwords are 

selected uniformly in accordance with the master password 

template. This means that the distribution of decoy passwords 

is different to those chosen by real users and if an attacker 

guesses passwords in order of popularity, they are more likely 

to guess the right one quickly. These two vulnerabilities are 

used to craft an attack which allows the researchers to crack the 

password with less effort than standard PBE, so Kamouflage 

has actually reduced the security level. Using this attack, they 

are able to crack a Kamouflage vault with 44% of the effort that 

PBE requires for 𝑁 = 103 and 24% for 𝑁 = 104. 

The main takeaway from the attack is that decoy passwords 

should not be built as a function of the true master password. 

Nothing about the decoys should give any hint as to what the 

actual password is. After cracking the Kamouflage system, the 

researchers went on to develop a new system called NoCrack 

which is a honey-vault service with a similar architecture to 

commercial password vaults such as LastPass. They 

implemented a HE scheme carefully to avoid introducing 

vulnerabilities similar to those found in Kamouflage and 

successfully obtained the security benefits that HE can provide 

whilst incurring minimal performance overheads. The NoCrack 

system is open-source and the code location is provided in [14]. 

D. Honey Chatting 

In [7] a new secure, HE-based instant messaging system is 

presented. Honey Chatting is an application developed in Java 

which processes messages with a statistical coding scheme 

(DTE) and password-based encryption (AES). The statistical 

coding scheme uses the n-gram language model of text corpus 

which is shared by the sender and receiver. The text corpus is 

chosen as the basis of the coding scheme for training data 

because the output of honey messages is determined by the 

literary style of the designated text corpus. The researchers 

suggest using a text database such as a movie script including a 

lot of dialogue instead of description to ensure that the honey 

messages resemble actual chat messages. 

A simulation of the program in action demonstrates how a 

recipient using the correct password can decrypt and decode the 

chat messages successfully. However, if an adversary intercepts 

messages and attempts to decrypt using the wrong password 

they are presented with an invalid but plausible set of messages. 

The researchers conduct a significance test to illustrate the 

difference between decrypted text when using the correct and 

incorrect key. In their experiment analysis, they note that one 

of the most important factors impacting the effectiveness of the 

Honey Chatting system is the chosen length of the message. 
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E. GenoGuard 

In [8] researchers present GenoGuard, a tool which uses HE 

techniques to provide strong protection for genomic data. There 

have been major advances in genomic research, and this has led 

to increased processing of genomic data which can be used in 

healthcare, research, consumer services, legal cases and 

forensics. Large companies such as Google are getting involved 

in the industry and are using cloud platforms for storing, 

processing and sharing genomic data. Whilst this creates great 

potential for scientific and medical progress it also raises 

concerns around the security and privacy of the data. 

Personal genomic data is highly sensitive and if it falls into 

the wrong hands it could be used by employers to discriminate 

against employees, health insurance companies to deny services 

to patients or even for blackmail. Genomic data lasts a lifetime 

and correlates to family members so long-term secure storage 

is a challenge. Although data may be encrypted with secure 

passwords, computing power and password-cracking 

technology in the future may advance to the point where it is a 

trivial task to decrypt data that we currently consider secure. 

Most previous research and implementations of HE used 

simple plaintext structures such as credit card data and 

encryption keys. The authors recognised the difficulty involved 

in constructing a HE scheme for more complicated data 

structures such as genomic data. The proposed GenoGuard 

system encodes genomic data using a novel tree-based 

technique and encrypts it using a password provided by the 

patient. The researchers noted that an adversary could use 

genotype-phenotype associations to determine the real genome 

of a victim, this would be an example of a side channel attack. 

GenoGuard actually prevents this kind of attack meaning that 

the protection it provides exceeds the security offered by 

conventional HE. 

GenoGuard works in the same way as previous HE examples; 

a patient’s genomic data is encrypted with a password and if it 

is obtained by an adversary who attempts to decrypt using the 

wrong password, it will produce an invalid genomic sequence 

which looks plausible. The GenoGuard system was found to be 

highly efficient and could be an invaluable technology for 

service providers that offer DTC services to securely store 

genomes. The authors of the GenoGuard found it challenging 

to develop an efficient and precise DTE and expressed hope that 

their work will inspire other researchers to develop HE schemes 

for real, specific use cases. 

F. Visual Honey Encryption 

An issue with the standard HE scheme proposed in [2] is that 

is cannot easily be used for many application domains such as 

natural language-based texts, sounds and images. These data 

types have their own complicated synthetic or semantic 

structure which is not compatible with the original HE scheme. 

In [10] researchers present a variation of HE which can be 

applied to complex multidimensional data using a 2D 

Markovian process in a Bayesian scheme. For a specific 

application, they make a connection between multidimensional 

HE and steganography, which is a technique used to hide data 

inside of a cover (commonly multimedia such as images). They 

call this honey steganography, a type of steganography based 

on visual honey encryption. 

The researchers introduce an adaptive scheme of DTE, 

bypassing the requirement of standard HE to predetermine the 

DTE. They also present a new variation of HE which eliminates 

the practical limitation and weakness of the original, allowing 

HE to be applied to complex data such as images. Finally, they 

introduce a new steganography technique based on their visual 

honey encryption which improves on the security offered by 

preceding steganography techniques, all of which have been 

broken by steganalysis. The key objective of honey 

steganography is to ensure that an image decoded with an 

incorrect key is indistinguishable to an image decoded with the 

correct key when analysed by a machine. 

IV. FUTURE DIRECTIONS 

A. Typo-safety 

One of the issues associated with HE implementations is typo-

safety; if a legitimate user is trying to decrypt a HE-protected 

file or vault and makes a minor typing error, they will be 

presented with invalid but plausible looking data. This could be 

problematic in some circumstances e.g. a scenario where a 

system admin needs to decrypt a list of usernames and 

passwords for a website they manage, if they type the 

decryption password incorrectly they will be presented with 

plausible looking usernames and passwords but may not 

become aware that the plaintext is invalid until after they have 

taken further actions e.g. migrated the incorrect data to a new 

server. Some solutions exist for the typo-safety issue including 

using checksums, online verification of plaintexts [2] or 

dynamic security skins [3] but this is an area that could be 

investigated further in future work. 

B. HE Applications 

HE is still a relatively new concept with limited practical 

applications due to the complexity of DTE development for 

each specific use case. Most of the current examples of HE in 

practice relate to simple data structures such as credit card 

details or encryption keys and whilst there are applications for 

more complicated data e.g. genomic data [8] and image data 

[10], there is a lack of HE implementations focusing on 

complex natural English language. More effort could be applied 

to developing DTEs for highly structured data. Also, current HE 

applications should be analysed with close scrutiny as we saw 

with Kamouflage [3], what may appear to be a secure method 

of HE could actually degrade security beyond standard PBE if 

not properly tested through attack simulation. 

V. CONCLUSION 

The use of weak passwords in PBE is an ongoing problem in 

computer security and is likely to continue for many years. 

Password-cracking techniques are expected to advance and 

combined with developments in computer performance, will 

lead to more encrypted data being compromised via brute-force. 

HE offers a potential solution to this problem. In this paper, we 

introduced the concept of HE and showed how it can increase 

the security of conventional PBE beyond the brute-force bound. 

We reviewed some of the cutting-edge research in this area and 

looked at practical implementations that have been developed 

to date. We concluded by exploring some deployment 

considerations of HE potential directions for future research.   
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