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Abstract—Physical unclonable function (PUF) is a promising
security primitive for IP protection and user authentication.
As there are plenty of reconfigurable resources in a field
programmable gate array (FPGA), configurable ring oscillator
(CRO) PUF is one of the most hardware efficient PUF designs.
Previous CRO PUF designs have relatively improved the yield of
challenge and response pairs (CRPs). In this paper, a highly
flexible CRO PUF based on FPGA, defined as Transformer
PUF, is proposed. The proposed PUF design, which has multiple
reconfigurability from XOR gates and multiplexers, can be
deformable between different CRO PUFs. Compared with the
traditional CRO PUFs, it is more resistant to two common
machine learning attack techniques, logistic regression (LR) and
covariance matrix adaptation evolutionary strategies (CMA-ES),
with a small sample set size. Moreover, the Transformer PUF
achieves the highest hardware efficiency among CRO PUFs.
The results of the experiment carried out on Xilinx Artix-7
development board demonstrate that Transformer PUF has a
good uniqueness of 49.44% and a high reliability of 98.12%.

Index Terms—Physical Unclonable Function, Configurable
Ring Oscillator, FPGA Implementation, Hardware Efficiency

I. INTRODUCTION

The information security of computing systems is very
important for the Internet of Things (IoTs), from the server
clusters to nodes. Traditional security primitives, e.g. advanced
encryption standard (AES), are unpractical for resources-
limited or battery based devices [1]. The methods of using
non-volatile memory (NVM) to store keys proved to be
incapable of resisting invasive attacks [2], [3]. PUF [4] has
been proposed to protect hardware security since it is energy-
efficient and cost-effective.

The ring oscillator (RO) PUF [5] is field programmable
gate array (FPGA) friendly and can be easily deployed to
FPGA-based platform [6]. Two identical ROs are chosen by
challenge bits and the output frequencies are contrasted to
produce a PUF response bit. Configurable RO (CRO) PUFs
[7]–[11] were proposed for improving hardware efficiency of
the conventional RO PUF. CRO PUFs can increase utilization
rates of inverters in each RO by using configurable signals.
In [7] and [8], multiplexers (MUXs) were used to choose
inverters to form a RO. In [9], a low-cost CRO PUF design
based on XOR gates was proposed. In [10], MUXs were
used to decide the transmission path in a RO. In [11], tristate
inverters were utilized as the configurable components and the
design achieved good flexibility and low hardware cost, but

it is only suitable for application specific integrated circuit
(ASIC) designs and unpractical in modern FPGAs. When
contrasted with the conventional RO PUF, these CRO PUF
structures have relatively increased hardware efficiency and
the reliability. However, these CRO PUFs suffer from machine
learning attacks which can build up a mapping model between
challenges and responses due to the correlationship of the
configuring components. In addition, the implementations of
the traditional different CRO PUF structures require redeploy-
ment on FPGA development boards, which results in a high
hardware cost. To deal with these problems, a highly flexible
configurable RO PUF based on FPGA is proposed in this work.
More specifically, the contributions of this article are divided
into four following listed points:

• A highly flexible CRO PUF, Transformer PUF, is pro-
posed, which has multiple reconfigurability and can be
configured to different CRO PUF structures. It can im-
prove the circuit reusability and reduce hardware con-
sumption significantly.

• Two widely studied machine learning attack techniques
based on modeling, LR and CMA-ES, are utilized to
assess the attack techniques resistance of Transformer
PUF. Experimental results prove the proposed PUF is
more resistant to both LR and CMA-ES attacks with a
small sample set size when compared with previous CRO
PUF designs and the improved CRO PUF structure named
as MPUF.

• The proposed Transformer PUF is deployed on 12 iden-
tical Xilinx Artix-7 development board. The calculation
results of PUF metrics show that it achieves a good
uniqueness (49.44%, ideal 50%) and a high reliability
(98.12%, ideal 100%).

• The proposed Transformer PUF achieves the highest
hardware efficiency among CRO PUF designs, indicating
that Transformer PUF can generate the most CRPs when
consuming the same configurable logic blocks (CLBs).

The rest part of this article will be divided into the following
sections: Section II introduces the proposed Transformer PUF
structure. Section III provides security analysis of Transformer
PUF. Section IV calculates the metrics of Transformer PUF to
verify its performance. Finally, the research work of this paper
will be summarized in Section V.
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Fig. 1: The schematic of the proposed Transformer PUF design.

II. THE PROPOSED TRANSFORMER PUF DESIGN

A. Basic Unit

The schematic of the proposed Transformer PUF for gen-
erating 1-bit response is illustrated in Fig. 1. The challenge C
is composed of 2n+ 1 bits configuring signal for XOR gates
{R0, R

′
1, R1, R

′
2, R2, ..., R

′
n, Rn} and n bits selection signal

for MUXs {S1, S2, ..., Sn}. To extract the process variations,
the configurable bits should be configured identically to all
configurable RO units. The proposed Transformer PUF having
n + 1 stages configurable delay units and one Enable unit is
shown in Fig. 1.

The basic delay unit consists of one MUX and two XOR
gates, as illustrated in Fig. 2. In the basic delay unit, one input
of XOR gate is utilized as a configurable pin, denoted as {Ri}
or {R′i}. The other input is established a connection with the
output of its pre-stage. The outputs of two XOR gates are
connected to the two input pins of the MUX. The input signal
of the selector pin in the MUX in each basic delay unit is
denoted as {Si}.

The basic unit has two dimensional reconfigurable prop-
erties. The first is based on the MUX in each delay unit,
which determines the transmission path of the delay signal,
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Fig. 2: The basic delay unit of the proposed Transformer PUF.

similar to the designs in the conventional CRO PUF designs
[7], [8]. The other configurable property relies on the XOR
gates, which are the inputs of the MUX. According the XOR
gate logic equivalence in Fig. 3, PUF basic delay unit can
transform between different previous CRO PUF designs. For
the fundamental XOR gate, if A is used as a control signal,
then Q can be expressed as a function of B, that is, when

A =‘0’, Q = B; when A =‘1’, Q =
−
B. Therefore, the

operating state of the XOR gate is equivalent to two states
controlled by the signal A: when A =‘0’, the circuit can be
considered as a buffer; when A =‘1’, it is equivalent to an
inverter. Depending on the challenge signal, each basic unit
can be configured to one of the four states shown in Fig.
2. When R0 is configured as ‘0’ and {Ri, R

′
i = (0, 1)} or

{Ri, R
′
i = (1, 0)}, the proposed PUF transforms to the CRO

PUFs in Fig. 2 (b) or (c). When R0 is configured as ‘0’ and
{Ri, R

′
i = (1, 1)}, the proposed PUF transforms to the CRO

PUF in Fig. 2 (d). When {Ri, R
′
i = (0, 0)}, the basic unit

works like a delay buffer. If all delay units are configured as
buffers and R0 is configured as ‘0’, the configurable array
will not oscillate. Furthermore, when R0 is configured as ‘1’
and odd pairs {Ri, R

′
i} are configured as {1, 1}, the circuit is

converted to a configurable bistable ring (BR) PUF [12].
In general, the MUXs are utilized to select the XOR gates
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Fig. 3: The Truth table and working state of an XOR gate.



that participate in a RO, and the working conditions of selected
XOR gates decide the working state of entire ring. For each
basic unit, as long as the XOR gate in the signal transmission
path selected by the MUX is configured as an inverter, the
basic unit is equivalent to an inverter. The rest XOR gate
that is not in the signal transmission path can be arbitrarily
configured. The basic unit can be expressed as follows:

Fi = RiSi +R′i
−
Si(i = 1, 2, ..., n) (1)

where Fi indicates the configuration of basic unit in the signal
transmission path, n is the number of basic unit in Transformer
PUF. When Fi = 1, it indicates that the corresponding basic
unit is configured as an inverter, otherwise it is configured
as a buffer. In order to generate effective responses, it is
necessary that the total number,

∑n
1 F (i), are the same odd

number when R0 is configured as ‘0’. In this case, the circuit
can oscillate and be deformed between several different CRO
PUFs. The multiple reconfigurability introduced by the MUXs
and the XOR gates improves circuit reusability and reduces
hardware consumption.

B. FPGA Implementation of Transformer PUF

In this paper, the proposed Transformer PUF structure
is deployed on Xilinx Artix-7 BASYS3 development board.
To improve the hardware efficiency, the basic units of the
Transformer PUF are implemented in one CLB which is FPGA
basic unit. Two different SLICE types exist in one FPGA CLB,
including SLICEX and SLICEL. Different SLICEs consist of
different hardware resources. SLICEX has registers and look
up tables (LUTs), but it lacks MUXs when compared with
SLICEL. To make the best usage of the hardware resources
in one CLB, this work selects the SLICEL to implement the
proposed PUF structure. The LUTs in the CLB are configured
as the XOR gates and AND gates in the configurable RO.
The MUXF7 in the SLICEL are considered to implement
the MUXs in the ROs of Transformer PUF. It avoids using
fixed carry logic to configure the MUXs, which will lead to
the MUX implementation taking up the entire SLICE. It also
avoids occupying the limited LUT resources in the SLICE to
configure MUXs because the demand for LUTs at each stage
of the configurable ROs is much greater than the MUXs. The
delay devices in different ROs are manually constrained by
Vivado to ensure strict symmetry.

The FPGA implementation of a 3-stage proposed Trans-
former PUF design in one CLB is shown in Fig. 4. The
orange parts represent the XOR gates and AND gates which
are configured by the LUTs. The blue trapezoids are the MUXs
configured by the MUXF7. The advantage of implementing the
RO within one CLB is that the variations mainly come from
LUTs, other than the connecting wires.

III. SECURITY ANALYSIS

Modeling-based machine learning techniques, which utilize
the theoretical models to attack the target PUFs, have been
widely utilized to imitate the CRPs mapping relationship [13]–
[15]. Previous researches have shown that conventional CRO
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Fig. 4: The FPGA implementation of a 3-stage proposed
Transformer PUF in one CLB.

PUFs are vulnerable to modeling attacks [16]. To have a
comprehensive security analysis of the proposed Transformer
PUF, the mathematical delay model is built and analysed.

A. Delay Model of Transformer PUF
In the basic delay unit of the Transformer PUF, the XOR

gate device can be converted between an inverter and a
buffer depending on the configurable signals. Hence, the delay
parameters of the XOR gates can be expressed as ai1 or bi1,
and a′i1 or b′i1, respectively, when two XOR gates of i-th stage
in upper path RO for frequency comparison are configured as
inverters or buffers by configuration signals {Ri} and {R′i}.
Similarly, the delay parameters of the XOR gates of i-th stage
in lower path RO can be expressed as ai2 or bi2, and a′i2 or
b′i2, respectively. So the delays of the XOR gates of i-th basic
unit in upper path RO can be expressed as follows:

∆Dupper (i) = Riai1 + (1−Ri) bi1

= Ri (ai1 − bi1) + bi1
(2)

∆D′upper (i) = R′ia
′
i1 + (1−R′i) b′i1

= R′i (a′i1 − b′i1) + b′i1
(3)

specially ∆Dupper (0) = ∆D′upper (0) since they share the
same configurable XOR gate R0.

The path delay ∆DUPPER (i) of i-th basic unit in upper
path RO can be expressed as follows:

∆DUPPER (i)

= Si∆upper (i) + (1− Si) ∆′upper (i)

= Si (Ri (ai1 − bi1) + bi1)

+ (1− Si) (R′i (a′i1 − b′i1) + b′i1)

= Si (Ri (ai1 − bi1)−R′i (a′i1 − b′i1) + bi1 − b′i1)

+R′i (a′i1 − b′i1) + b′i1

(4)

where DUPPER (0) = R0a1 + (1−R0) b1 when i = 0.
Similarly, the path delay ∆DLOWER (i) of i-th basic unit

in lower path RO can be expressed as follows:
∆DLOWER (i)

= Si∆lower (i) + (1− Si) ∆′lower (i)

= Si (Ri (ai2 − bi2)−R′i (a′i2 − b′i2) + bi2 − b′i2)

+R′i (a′i2 − b′i2) + b′i2

(5)



where DLOWER (0) = R0a2 + (1−R0) b2 when i = 0.
Finally, the mathematical expression of the delay difference

∆D (i) between two i-th basic units of the upper RO and the
lower RO in Transformer PUF is as follows:

∆D (i) = ∆UPPER (i)−∆LOWER (i)

= SiRi (ai1 − bi1 − ai2 + bi2)

+ SiR
′
i (a′i1 − b′i1 − a′i2 + b′i2)

+ Si (bi1 − b′i1 − bi2 + b′i2)

+R′i (a′i1 − b′i1 − a′i2 + b′i2)

+ b′i1 − b′i2

(6)

where D (0) = R0 (a1 − b1 − a2 + b2) + b1− b2 when i = 0.
The total delay difference ∆D is the superposition of ∆D (i).
While ∆D (i) for traditional CRO PUFs (∆D (i) of CRO PUF
[7], [8], RRO PUF [10], XCRO PUF [9] can be considered
the same) is proved to be ∆D (i) = 1−Ci

2 (δi1 − δ′i1) +
1+Ci

2 (δi2 − δ′i2) in [16]. According to Eq. (6), the mathemat-
ical delay model of the proposed Transformer PUF is more
complex when compared with conventional RO-based PUFs.
It contains more variable combinations, which is introduced
by the multiple reconfigurable properties.

B. Machine Learning Attacks on Transformer PUF

As analysed above, conventional CRO PUFs are vulnerable
to modeling attack since their delay model are relatively
simple. Previous MPUF attempted to increase the resistance
to machine learning attack by XORing the challenges with
the unknown outputs of weak PUFs in [16]. However, the
improved MPUF still suffers from the machine learning attack
while consuming more hardware resources. While for the
Transformer PUF, the delay model in Eq.(6) demonstrates
that the CRPs mapping relationship is more complicated than
previous CRO PUF designs, which means it is more secure
against potential attacks.

To evaluate the resistance to ML attack of classical CRO
PUFs and the Transformer PUF, two common machine learn-
ing techniques, LR [13] and CMA-ES [17] are adopted. LR
is one of the most efficient two-classification algorithms.
In the research work of this article, the LR open source
implementation [18] is used, which is available from [19].
For the non-linear PUF structure, non-linear algorithm CMA-
ES [20] is one of the most effective attack techniques. Due
to the existence of noise in the actual test environment,
which is introduced by the variations from the supply voltage
and the environmental temperature, a Gaussian variable of
norm (µ = 0, σnoise = 0.5) is added to all delay differences
∆D (i) of PUFs in machine learning training. To have a more
comprehensive analysis of the proposed Transformer PUF,
basic units which contain different stages of the XOR gates
(denoted as Transformer PUF based on 2 XOR gates, 4 XOR
gates and 8 XOR gates) are constructed in this evaluation.

The prediction rates under different modeling attacks for
conventional CRO PUF and Transformer PUF are shown in
Fig. 5 and Fig. 6. As illustrated in Fig. 5, the prediction rate
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Fig. 6: CMA-ES result on different CRO PUFs.

of the proposed PUF is always significantly lower than that
of traditional CRO PUFs and the improved MPUF structure
with the same training sample set size. However, the prediction
rate under LR attack of the improved MPUF structure is only
slightly lower than that of traditional CRO PUFs. For a 128
stage Transformer PUF based on 8 XOR gates, the prediction
rate is around 60% with 2000 CRPs while traditional CRO
PUFs and the improved MPUF structure have exceeded 90%.
Fig. 6 gives the prediction rates of different CRO PUFs under
CMA-ES attack. The prediction rates of all PUF designs
increase with the rise of the training dataset size. However, the
response prediction effect of the Transformer PUF gets worse
when the quantity of reconfigurable XOR gates increases with
the same train set size. Therefore, Transformer PUF has better
resistance to the CMA-ES attack when compared with existing
CRO PUF designs. Furthermore, it has been proved that the
server can return fake responses when modeling attack is
detected, which results in attackers not being able to obtain
infinity actual CRPs [21]. The Transformer PUF can achieve
a good balance between hardware consumption and resistance
to modeling attack, especially for FPGA based platform.

IV. PUF PERFORMANCE EVALUATION

In order to calculate the metrics of Transformer PUF, includ-
ing reliability and uniqueness, this work deploys Transformer



PUF on 12 identical Xilinx Artix-7 development boards and
tests these PUFs in a range of 0◦C ∼ 70◦C.

A. Uniqueness

The uniqueness means the jump degree of response bits of
the PUF chips with the same structure to the same challenge
[22], its mathematical expression is as follows:

uniqueness =
2

d (d− 1)

d−1∑
i=1

d∑
j=i+1

HD (Ri, Rj)

n
× 100%

(7)

where d is the quantity of PUF devices with the same structure;
Ri and Rj represent the generated responses of different PUFs
with the same structure under identical external environment;
n is the PUF response digits. According to Fig. 7, the
uniqueness value can be calculated as 49.44%.

B. Reliability

Reliability reflects the ability of the PUF chip to maintain
the response to the same challenge under different voltage and
temperature [22]. Its mathematical expression is as follows:

reliability = 1− 1

m

m∑
j=1

HD (R,Rj)

n
× 100% (8)

where m is the quantity of tests; R is the corresponding
response obtained at normal atmospheric temperature and
standard voltage; Rj is the response obtained in j-th different
environments. Fig. 8 shows the intra-chip HD of Transformer
PUF and its mean value is 1.88%. Thus, the reliability of
Transformer PUF is 98.12%.

The comparison of different CRO PUFs’ metrics is illus-
trated in Table I. For uniqueness, Transformer PUF is better
than most CRO PUFs, only slightly lower than RRO PUF.
Because the Transformer PUF structure is relatively more
complex, the reliability is relatively lower, but it is also close
to 100%. In summary, Transformer PUF has better uniqueness
and reliability performance among CRO PUFs.
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Fig. 7: The inter-chip HD of the Transformer PUF.
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Fig. 8: The intra-chip HD of the Transformer PUF.

TABLE I: THE PERFORMANCE COMPARISON

CRO PUFs Uniqueness Reliability
RO PUF [5] 46.1% 99.52%
CRO PUF [7] 47.31% 99.14%
RRO PUF [10] 49.97% 97.40%
XCRO PUF [9] 48.85% 97.72%
Proposed Transformer PUF 49.44% 98.12%

C. Hardware Efficiency

Hardware efficiency (HE) can be evaluated by the quantity
of CLBs needed to generate one PUF response bit in [9]. The
HE of the PUF can be expressed as:

HE =
NCLB

NRbit
(9)

where NCLB represents the quantity of CLB and NRbit

represents the response digits. Resource consumption is de-
termined by the quantity of CLBs occupied in the FPGA
hardware implementation. Assuming that one CLB is only
used to implement one kind of RO, when the CRO PUF has
n ROs, it can generate one C2

N -bit response due to frequency
comparison. In the evaluation, a 3-stage Transformer PUF can
be deployed into one CLB. According the analysis in Section
II, there are 4 working modes for each delay unit. Moreover,
the remaining LUT in the CLB can be configured as the
configurable XOR gate R0. So in total, there are 43×2

2 = 64
valid configuration combinations for circuit oscillation. Thus,
the HE of the Transformer PUF can be calculated as follows:

HETransformer PUF =
2n

64n (n− 1)
(10)

HE calculation results of other CRO PUFs are as follows:

HERO[5] =
2n

n(n− 1)
(11)

HECRO[8] =
2n

4n(n− 1)
(12)



HECRO[7] = HERRO[10] =
2n

8n(n− 1)
(13)

For CRO based on MPUF, there are only two configuration
possibilities in one CLB since one-stage MPUF requires 6
LUTs, 1 MUX, and 2 D-FFs to configure the CRO, ENABLE
side and PicoPUF. So the HE of the MPUF based on CRO
can be expressed as follows:

HEMPUF based onCRO =
2n

2n(n− 1)
(14)

The comparison of the HEs between Transformer PUF and
conventional CRO PUFs is shown in the Fig. 9. According to
the HE in Eq. (10) and the result in Fig. 9, in order to generate
the same numbers of CRPs, the CLB resource consumed of
the proposed PUF is only 1/64 of the RO PUF, 1/16 of the
CRO PUF [8], 1/8 of the CRO PUF [7] and 1/8 of the RRO
PUF. From Fig. 9, it is clear that the transformer PUF has the
highest hardware efficiency among existing CRO PUFs.
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V. CONCLUSION

A highly flexible configurable RO PUF based on FPGA is
proposed in this paper. It can transform between different CRO
PUF designs corresponding to the configurable signals. There
is no need to redeploy FPGA development boards for different
CRO PUFs, which improves circuit reusability and reduces
hardware consumption. Due to the multiple configurable prim-
itives introduced by XOR gates and MUXs, the complexity
of the CRPs mapping relationship increases, making it more
resistant to machine learning attacks with a small sample
set of CRPs. Moreover, the Transformer PUF achieves the
highest hardware efficiency when compared with previous
CRO PUFs and the improved MPUF structure. Experiment
results also demonstrate that the Transformer PUF has an
excellent uniqueness as well as a very high reliability.
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