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Abstract: The coordination between aerial and ground nodes has enhanced the versatility and quality of the traditional networks.
The application of aerial systems in mission-critical operations, as well as civilian applications, brings in the context of safeguarding
unmanned aerial systems (UAS) from malicious attackers. This study discusses the threats and attacks mounted on UAS, along-
side the challenges introduced by the unmanned aerial vehicle (UAV) network structure itself. A framework for safeguarding UAS
against malicious attackers and recovering the rogue UAVs is proposed in the study. The proposed framework enforces a dynamic
conceptual grid-based layout over the actual geographical deployment. The dynamically shuffling grid ascertains the security of
transmission channels, as every time the grid is shuffled periodically or based on abnormal behaviour, the safety paradigm is
reinitiated. Public key cryptographic algorithms are deployed for securing the communication links. Neural networks-based predic-
tions are used for detecting abnormality in behavioural, statistical, and mobility patterns. Principal component analysis based on
multivariate statistical analysis is used for detecting outliers in the aerial network environment. The behaviour prediction and outlier
detection algorithms significantly improve the overall performance of the network and provide immunity against the intruders with
reduced false positives, high accuracy, and better detection rate.

1 Introduction

Unmanned Aerial Vehicles (UAVs) are autonomous flying robots,
with or without payload, which provide efficient low-complex con-
nectivity and comprehensive encyclopedic coverage. UAVs are on-
demand low altitude alternatives to High Altitude Platforms (HAPs)
which come with an advantage of the Line of Sight (LoS). The
UAV applications range from aerospace, military, civil, biohazard
and emergency scenarios, archaeology, cargo transport, conserva-
tion, film making, health care, journalism, law enforcement, UAV
swarming and research [1–5]. UAVs are also used as a relay for
mobile devices to receive an uplink from the base station and to
amplify and forward it [6]. UAVs, together with HAP and satellite
communication systems, form the Unmanned Aerial System (UAS).

The autonomously connected networks are bringing in unprece-
dented innovations in military and civilian aviation, but if unad-
dressed, the conceptualization of attacks on UAV systems is as inher-
ent as the exciting possibilities and future that comes along UAS. As
auxiliary efforts are pushed towards collaborative autonomous net-
work formations, and despite serving prodigious applications, more
efforts are needed towards secure transmissions by safeguarding the
UAV nodes against malicious attacks. This has always lacked the
pedestal position among the researchers.

In special cases, UAVs are considered equivalent to the devices in
the Internet of Things (IoT), however, the procedures are designed
by ignoring the fact that UAVs require extra-features for trajectory
designing, cooperative planning as well as mobility-aware transmis-
sions. A network-connected autonomous UAV with feedback and
sensing capabilities can be classified as an IoT device but UAVs
cannot be treated as a general network component (with a differ-
ence of physical configurations and dynamics) and evaluations are
not feasible if performed similarly to static sensor nodes in the net-
work. Zhang et al [7] described UAVs as powerful IoT components

capable of sensing and facilitating communication exploiting their
mobility and flexible deployment. Terrestrial cellular networks are
considered to be the enablers of UAV sensing applications, and the
concept of non-cooperative cellular-Internet of UAVs is introduced,
where intercepted data is periodically transmitted to the base for
timely processing. The variations in operational properties, the inclu-
sion of mobility laws and an altogether difference in the dynamics,
separate UAVs from regular network nodes.

Table 1 IEEE wireless standards with security considerations.
Family Standards/

Modulation Classification Security Threats

IEEE 802.11
100-250 m

802.11 a/b/g/n
ac/ad/af/ah/ai
aj/aq/ax/ay/y

DSS, FHSS,
OFDM,OOK,
MIMO-OFDM

WLAN,
Wi-Fi

WPA2-AES
Pre-Shared Key,
WPA2-Radius
Authentication Server
EAP-TLS

Unauthorized Access,
Rogue Access Point,
DoD, DDoS,
Replay,
Man in the Middle,
Session Hijacking

IEEE 802.15
10-300 m
2-3 Kms (VLC)

802.15.1/15.2/
15.3a/15.3b/15.3c/
15.4a/15.4b/15.4c/
15.4d/15.4e/15.4f/
15.4g/15.6/15.7/
15.8/15.9/15.10

DSSS, Q-PSK,
BPSK, OOPASK

WPAN,
Coexistence,
High Rate WPAN,
Low Rate WPAN,
BAN,VLC, PAC,
KMP, L2 Routing

128 bit AES CBC,
128 bit AES CTR

Unauthenticated Encryption,
No Integrity on ACK Packet,
Man in the Middle,
Unauthorized Access,
Rogue Access Point,
DoD, DDoS,
Replay,
Session Hijacking

IEEE 802.16
9.7-16 Kms
Max. 30 Kms

802.16.1/16.2

OFDM, SOFDMA,
QPSK, BPSK,
16-QAM

WiMAX
PKM-128 bit RSA,
DES-CBC,
TEK

No Mutual Authentication,
Interleaving Attack,
Man in the Middle,
Unauthorized Access,
Rogue Access Point,
DoD, DDoS,
Replay,
Session Hijacking

IEEE 1609
1Km

1609.2,
1609.3,
1609.4,
1609.12

BPSK, QPSK,
16-QAM, 64-QAM

DSRC,
WAVE,
VANET

Signed PDU
(Hash Function),
Certificate Authority,
Symmetric Key
Encryption

Misconfigure Attacks,
Man in the Middle,
Unauthorized Access,
Rogue Access Point,
DoD, DDoS,
Replay,
Session Hijacking



Generally, the efforts towards the safety of UAS are reactive
and directed towards channel monitoring and antenna transmission,
instead of safeguarding the UAV and overall networked system.
Much of the literature is concentrated around resource allocation,
signal strength, and antenna optimization challenges. The reactive
hierarchical network and cyber threats originate from more direct
active attacks against UAVs and UAS, targeted towards data, con-
trol, and communication. Active attacks make the overall network
vulnerable and facilitate control over UAV nodes (or introduce
malicious UAVs), hence paving a way towards network intrusions.
Active attacks against UAS include UAV-jacking, GPS attacks, UAV
identity cloning, rogue UAV operators and outside drones, internal
adversary, supply chain attacks and UAV capturing.

UAVs are equipped and made up of independent sophisticated
technological equipment, it is possible to attack an individual com-
ponent and then launch an attack on the overall aerial network. UAVs
collect and collaborate massive amounts of information through its
sensors, GPS, camera, and neighboring nodes. A hijacked drone can
result in a nightmare of amplified magnitudes. Once compromised, a
UAV can be used to direct terror attacks, acts of mischief and crimes
like the white hat and black marketing. Delivery drones can result in
loss of cargo or the expensive hardware itself [8]. An autonomous
book delivery drone once hijacked can be used to deliver arms and
narcotics.

UAVs are coordinated using GPS signals from high altitude satel-
lites. The signals from the long-range orbital satellites are weak and
are easily masked by a local transmitter, making them susceptible
to spoofing and jamming. UAV-jacking attacks can be mounted by
fooling the navigation controls of an in-flight UAV. An intended
attacker can manipulate the unencrypted navigational command sent
to the UAV, fooling its navigation system into tracking a falsi-
fied/counterfeit GPS signal. The attacker can force a UAV to land,
as an off-target location can be projected as a pre-programmed mis-
sion directive. The weak signal strength can be exploited by jamming
GPS satellite signals forcing a UAV to lose its sense of location [9].

Attacks can be launched by taking advantage of the leak in the use
of encrypted GPS signals. Launching such attacks poses substan-
tial difficulty because authentication mechanisms are implemented
to safeguard the GPS navigation system. It is hard for the attacker
to generate valid GPS signals, but the capture and relay of exist-
ing ones can be exploited. The attacker doesn’t need to know the
spreading codes and data content of the signal to launch a selective-
delay attack. The hackers can operate on a delay time of signals, and
amplify or attenuate them [10].

The attacker can use a compromised UAV to take over the
adjoining network by disrupting the Wi-Fi links and the operational
command. UAVs possess security flaws that combine both cyber and
physical security concerns. By observing the (unsecured) commu-
nication protocols and applying brute-force techniques, an attacker
can discover the secret key shared between the node and the opera-
tional command. The compromised key can be used to impersonate
the operational command and launch an identity cloning attack. An
attacker can employ timing attacks to transmit orders to the aerial
node just before the real operator does. The node will accept the
attackers’ command and discard the actual commands from the oper-
ator [11, 12]. The attacker can command the camera to turn in the
wrong direction restricting the desired information, compromise the
data, steal the drone and equipment attached to it.

Malicious code could exploit the zero-day vulnerability to bypass
security controls and hit the aerial vehicle. Intercepting data links,
feed capture, is also easy to do if the feeds are not encrypted.
A man-in-the-middle attack can be mounted on an unprotected
drone, sending commands to reroute/reprogram the aerial node.
Malware infections can also result from internal adversaries and
unskilled drone operators. Internal attackers possess a significant
threat towards the overall safe operations as secret operational char-
acteristics can be released unintentionally or on purpose. Alongside
this, a static safety mechanism makes it almost impossible to counter
internal organizational-based attacks. A supply chain attack seeks
to damage the overall aerial network by targeting vulnerable ele-
ments in its global supply network. Malware, spyware, or viruses
are introduced during the manufacture or are a part of an update. The

malware can be hidden in the libraries, middleware, OS, firmware,
and microcontroller chips [13, 14]. The supply chain threat exists
because the drones are largely manufactured and assembled from
components manufactured by different vendors.

With the number of possible permutations for compromising
operational safety of an aerial network, once, inside the network,
the attacker can unleash malicious nodes, with a threat to UAV
systems ranging anywhere from confidentiality, integrity, authenti-
cation, non-repudiation, and scalability. Attacks on UAV systems
are possible at any layer of communication: Application (malicious
code, repudiation, data corruption, impersonation, authentication),
Transport (TCP attacks, flooding, session attacks), Network (DoS,
routing attacks, flooding, resource poisoning, wormhole, Byzantine,
information disclosure, packet replication, cache poisoning), Data
Link (MAC attack, DoS, traffic monitoring), and Physical (jamming
and DoS).

The rudimentary step towards an end-to-end secure UAS is not
only safeguarding communication paths but also securing the over-
all environment which makes up the platform. Communication
paths, end devices, base station, packet core, backbone network,
and underlying IP networks together constitute the UAS operational
environment. The drone should be able to verify the source of trans-
missions (command/control) it is receiving, and reject those coming
from malicious transmitters. Drone operational environment should
be built in a way that it is automatically able to detect common
attacks such as replay, which use the same principles as a DDoS
attack to bombard the target device with commands to disrupt or
gain entry.

The challenges against safe UAS are not completely addressable
by using safeguarded transmissions and secure channels. Major-
ity intrusion to the overall networked environment originates from
hijacked/identity cloned devices and internal adversaries. The intro-
duction of advanced technology drives attackers towards more
sophisticated attacks on safe network deployment. A framework
capable of dealing with attackers dynamically, as well as isolat-
ing the rogue and compromised nodes, is capable of boosting the
overall network safety and mission directives. A layered model
implementing transport security and traffic scrutiny (mission data
monitoring, path, trajectory and speed characteristics, position track-
ing, authentication failures, channel use, and request characteristic)
and implementing access control and application security as the
higher layer is required.

Transport security incorporates secure wired and wireless connec-
tivity, secure network layer and prevention-mitigation of jamming
attacks. Application security directs towards intrusion detection and
prevention, authentication, authorization, and identity checks. Sta-
tistical analysis and behavior prediction safeguards from the threats
of malicious intruders, rogue and inconsiderate nodes and internal
adversaries.

A layered model can facilitate a centralized framework that ele-
vates the challenges towards the placement of safety paradigms.
Functions can be implemented in aerial nodes or central command
directive depending on the stated mission requirements and classi-
fied threats. Furthemore, bringing the functions towards the network
edge, or the end nodes, increases the effectiveness of the overall
solution. Figure 1 provides depth and details of the UAS structure,
security, and functional-requirements towards a layered framework.

As UAVs are deployed to assist network similar to general termi-
nals, the safety aspects of the regular network hold valid in their case.
Institute of Electrical and Electronics Engineers (IEEE) also dictates
minimum safety requirements for the proposed wireless standards
that are competitive in deployment and are selected based on the
configurations and types of nodes. Table 1 provides a detailed clas-
sification of the IEEE family of wireless standards for supporting
secure transmissions. Sub-standards are grouped into the initiating
families for standards.

1.1 Problem Statement and Contributions

Malicious attackers can gain entry into the UAS by utilizing UAV-
jacking, GPS attacks, UAV identity cloning, rogue/inconsiderate



Fig. 1: Unmanned Aerial System (UAS), UAS communication primitives, threats, layers of security and secure framework requirements.

UAVs, outside drones, internal adversaries, unskilled operators, sup-
ply chain attacks and UAV capture. Once inside the system, several
possible attacks can be mounted, thus, making it obligatory to
have a layered centralized framework that safeguards from mali-
cious intruders and incorporates privacy protection mechanisms. The
proposed UAS safety framework addresses the threats originating
from rogue and inconsiderate UAVs, from within the organizational
structure, eavesdroppers and malicious attackers and incorporates
privacy protection mechanisms. At the foreground, the framework
enforces a grid-based system layout with a dynamically shuffling
grid as the baseline defense mechanism against statistical, infor-
mation monitoring, hijacking, eavesdropping, and mobility pattern
threats. Intelligent behavior prediction and statistical analysis runs
in the background and keeps track of changes in the overall sys-
tem behavior and statistics. Statistical and behavioral analysis is
important as every time a rogue behavior is detected, the overall sys-
tem is analysed and security paradigms are re-initiated to recover
the aerial system. The proposed framework provides the following
contributions:

1. The proposed framework implements a conceptual grid based
system layout. The virtual grid is required for centralized monitor-
ing, tracking, and guiding the aerial network. Security paradigms are
enforced based on positioning of aerial node concerning the grid.
The overall safety of the aerial system is ascertained by periodically
shuffling the grid through timeout or whenever any rogue behavior
is detected. Every time the grid is shuffled or a node crosses into a
different section of the grid, security parameters are re-negotiated.
2. Communication channels are secured using public key secu-
rity and privacy mechanisms. The shuffling grid conceptual lay-
out of proposed framework elevates the threat of key disclosure
from a hijacked UAV, as the security parameters shuffle alongside
the system model. The proposed channel security mechanism is
low on memory and processing requirements and elevates threats
originating from MITM, mobility patterns and statistical analysis.
3. The proposed framework incorporates UAV behavior prediction
using LSTM/CNN and Multivariate statistical analysis using PCA

for threat detection, mitigation and recovery. The temporal pre-
diction mechanism with look-back capability keeps track of the
overall UAS environment for rogue behavioral, mobility and statis-
tical patterns. Behavior prediction is responsible for re-initiating the
conceptual system layout and security paradigms. Multivariate sta-
tistical analysis is run in conjunction with behavior prediction for
eliminating the outliers from the UAS environment.

The rest of the paper is organized as follows: In Section II, we
survey related works and the possible solutions that can be tapped
from emerging communication technologies. Section III discusses
the challenges of secure UAV communications. In Section IV, we
present the proposed UAS Safety Framework. Section V evaluates
the framework with LSTM and CNN. Also a comparative study of
the proposed framework against Behavior rule-based UAV Intrusion
Detection System (BRUIDS) [15] and Hierarchical Detection and
Response System (HDRS) [16] is presented. Finally, in Section VI,
we conclude the paper and outline future work.

2 Literature Review

A two-step literature review of the UAS safety challenge is pre-
sented. We survey the available literature and discuss various frame-
works and techniques presented for the safety and security of aerial
communications. Also, possible solutions in the form of 3GPP
4G/LTE and 5G networks are discussed.

The promising future of UAS is accompanied by the openness
of the aerial communication. Both air to air, and air to ground
communication and the equipment itself are susceptible to infor-
mation theft and jamming. SkyGrabber was used by insurgents to
hack into United States Military drone in 2009. The software turns
satellite signals into live TV feeds which can be easily intercepted
by focusing a satellite dish. The insurgents downloaded an un-
encrypted US military communication between satellite and drone
[17],[10]. In 2011, another computer virus was found in Predator and



Reaper Drone operational ground control, for UAV communication
networks [13].

Sharma et al. [18] presented a case study of coagulation attacks
over multi-UAV networks and classified them into four categories:
Node freezing (UAV failure caused by malicious reconfiguration
of UAV settings), Waypoint Modification (classified as a high-level
threat, as the aerial nodes function normally with malicious or over-
lapping waypoints), Enforced Clustering (also classified as high
threat level, the aerial nodes under the influence of malicious intruder
initiate their sub-network) and UAV Hijacking (taking charge of
UAV from a remote location). During the last decade, there were few
attacks on the UAS, with recorded incidents of terrorists hacking into
military drones. With UAVs being commercialized and generalized
for use in commercial, civil and security aviation, the redressal of
UAS safety is of paramount importance.

Mitchell and Chen [15] proposed BRUIDS, a specification-based
intrusion detection system for malicious and rogue UAVs. The
approach identifies UAV hijacking/capture, data corruption, and data
disclosure as prominent threats towards safe network operation and
aims at maintaining integrity, confidentiality, and availability of
the network. The technique uses specialized monitor nodes, or the
trusted neighboring UAVs and base stations are used to monitor
overall network performance. Eighty percent of malicious nodes are
detected by the technique with a very low false-positive rate.

Sedelmaci et al. [16] proposed a hierarchical detection and
response system to counter malicious UAV nodes. The approach pro-
vides integrity protection and safeguards against denial of service
attacks. The aerial nodes are fully trusted and launch intrusion detec-
tion systems themselves, against false information attacks, data dis-
closure, GPS spoofing, jamming, black hole, and grey hole attacks.
The proposed approach features high malicious node detection with
a moderate false positive rate.

Bezemskij et al. [19] proposed a behavioral anomaly detection
technique for autonomous vehicles. The proposed sensor-agnostic
methodology performs real-time detection, by the vehicle itself,
with the help of sensors deployed on the vehicle. It aims at rapid
threat detection and mitigation. Sharma et al. [20] presented a study
of threats and vulnerabilities related to UAV driven industrial IoT.
The proposed technique features a multilayered hierarchical context-
aware aspect-oriented Petri net model for vulnerability assessment
and mitigation with high accuracy. It identifies the aerial nodes
which may usurp the normal network behavior and expose the com-
munication network to malicious attackers. The proposed approach
features a threat detection rate of 95 percent and test results sug-
gest high accuracy levels towards selecting the right aerial node.
BRIoT [21] presents a Behavior Rule specification-based technique
for misbehavior detection in UAV driven IoT. The approach pro-
ceeds through formal verification of vulnerabilities manifested in a
system because of an attack. The proposed technique implements
a fuzzy-based, Petri net hierarchical context-aware aspect-oriented
(HCAPN), model.

Sun et al. [22] highlighted physical layer security details of the
UAV system and proposed countermeasures for eavesdropping and
jamming attacks. The article asserts that resource allocation affects
the transmission statistics available to both users and malicious
attackers. A favorable trajectory design and constrained resource
allocation whenever the UAVs fly off from the designated users
can help safeguard the physical layer communication channels. The
authors also propose multiple-input multiple-output, and mmWave
technique to further safeguard UAV communications.

Wang et al. [23] discussed communication security where UAVs
are used as relays and proposed an optimization algorithm for
maximizing the secrecy rate of the overall system. The approach
aims at transmission optimization among source, destination, and
relays. Security analysis of UAV communications, the safety of
the information transferred via radio connection links of “Aircraft
for monitoring" SAMONIT is presented in [24]. The analysis con-
cludes that security equipment for transferring data is inadequate and
external adversary can always interfere with the communication.

UAV enabled jamming of eavesdropper signals to achieve maxi-
mum average secrecy rate is presented in [25]. The jammer equipped
fast-moving UAV nodes opportunistically flies low and close to the

malicious attacker and jam their frequency. Cai et al. [26] proposed
a dual UAV based approach for maximizing the worst-case secrecy
rate. The first aerial node is used as a communication sink while the
other employs jamming signals to mitigate the eavesdroppers. The
approach works by adjusting the UAV maneuver and trajectory by
constraining the maximum speed requirement.

Lee et al. [27] proposed an optimization technique for maximizing
the secrecy rate of ground nodes by optimizing the UAV trajec-
tory and transmission strength. The technique effectively employs
two UAVs, one serving as the communication link while the other
broadcasts jamming signals. Air to ground friendly jamming for
facilitating secure transmission among valid transceiver pairs is
presented in [28].

Hua et al. [29] proposed an energy-efficient secure transmission
scheme for multi UAV environments. The proposed approach makes
use of multiple jamming UAVs which interfere with the eavesdrop-
per signals while other UAVs provide secure transmission channel to
the ground nodes. Wang et al. [30] proposed an energy-centric secure
communication scheme for multi UAV networks. The approach fol-
lows trajectory optimization to maximize secrecy energy efficiency
(SEEM) in multi UAV environments. Xiao et al. [31] also pre-
sented an optimization solution to the UAV transmission security,
considering the advantages of fast-moving aerial nodes.

Cui and Zhang [32] highlighted the weakness of air to ground and
line of sight communication of multi-UAV environments. The pro-
posed approach models an optimization problem around the un-clear
eavesdropper locations and trajectory design. Wang et al. [33] pro-
posed a secure transmission approach between the source, destina-
tion, relays, and possible eavesdropper. The authors aim at maximiz-
ing the secrecy rate by employing an optimized transmission trajec-
tory and source/relay transmit power. The iterative approach makes
use of sequential convex programming for designing the desired tra-
jectory. Numerical analysis proves the convergence of sequential
convex programming problems whereas simulation results suggest
a considerable gain in secrecy throughput. The authors also outline,
it is necessary to have a good trajectory design to achieve desired
secrecy levels.

Ye et al. [34] studied secure UAV-UAV transmissions under the
presence of other malicious UAVs. Kang et al. [35] proposed a
maximization solution to the UAV-base station altitude problem.
The approach aims at achieving maximum worst-case transmission
secrecy and numerical analysis of the proposed technique suggests
that optimized selection of UAV-base station altitude is vital for
achieving desired secrecy levels.

Telecommunication operators facilitate managed connections,
controlling the end-to-end delivery to maintain the minimum Quality
of Service (QoS) requirement. Managed connection providers come
with extensive experience towards addressing cyber threats directed
towards Public Switched Telephone Network (PSTN) and IP net-
works. Operators manage a layered approach, relying on primary
protection methods, for safeguarding the IP network and commu-
nication channels, which enables them to achieve minimum safety
specifications and high levels of security.

The currently deployed generation of wireless communication,
4G LTE, is characterized by increased security and reliability. The
third-generation partnership project (3GPP) demands the embedding
of safety capabilities into the network architecture itself. The tech-
nological flexibility, safety and security, better radio coverage and
speed gains of LTE have paved for recent developments in the field
of UAV networks [36] [37] [38].

LTE nodes use Authentication and Key Agreement (AKA) for
identifying themselves to the network as well as for mutual authen-
tication. The implemented authentication protocol itself can be
different but they all use the same AKA algorithm. The base sta-
tion (eNodeB) and the nodes communicate through air interface
via Radio Frequency (RF) and at both ends, IP packets are modu-
lated into RF signals and vice versa. The communication between
base and node is not necessarily secure but 3GPP dictates that both
Non-Access Stratum (NAS) and Radio Resource Control (RRC)
control plane messages feature integrity and reply protection. 3GPP



mandates that the user plane signals are not necessarily integrity pro-
tected but confidentiality protection is the responsibility of the PDCP
and is left to the organizational implementations.

The air interface protection provides assurance that the messages
are not intercepted and deciphered by malicious attackers. Before
the transit of an encrypted message, the network initiates the security
mechanism and agrees on the algorithm. EPS Encryption Algorithms
(EEA) and EPS Integrity Algorithms (EIA) are used for confiden-
tiality and integrity. All the encryption algorithms use 256 bit keys
where on the least significant 128 bits are used [39] [40].

There is a weakness in AKA authentication but LTE itself is
susceptible to attacks. As the eNodeB is hosted on sophisticated
hardware platforms it is susceptible to cyber threats. The end nodes
are still vulnerable to defection or hostile behaviors under malicious
attackers. The rogue base station is a new possible threat to LTE
infrastructure, as the eNodeBs are hosted on servers and hardware
machines. Rogue base stations are unlicensed entities that are not
operated by the organization.

Identity theft attacks are possible using a rogue base station.
Rogue base stations can cause jamming and DoS attacks using high-
frequency signals. Forged authentication request messages from a
rogue base station can affect aerial networks with an inability to dis-
tinguish between authentic and unauthentic eNodeB. An unenclosed
air interface can lead to the possibility of eavesdropping. The LTE
backhaul interface is also susceptible to eavesdropping and loss of
confidentiality.

5G communication networks are not only an evolution from
the current networks but also add new capabilities to the existing
4G/LTE networks. 5G exploits existing setups where the infrastruc-
ture is based on Software Defined Networking (SDN) and Network
Function Virtualization (NFV). The standardization of 5G is still in
process but 5G networks make use of low, medium, and high bands
of communication and are termed as New Radio (NR) air interface.
Although still in the inception phase 5G networks require strong
interworking with 4G networks to establish a smooth transition. The
Next Generation Mobile Networks (NGMN) Alliance has introduced
basic security requirements for 5G networks which includes radio
requirements such as threats against jamming attacks and improved
safety of small cell eNodeB’s. 5G includes all the safety paradigms
of LTE networks with the inclusion of civilian safety and safeguard
the communication in mission-critical situations. The standards also
need to comply with the restriction of minimum latency guarantee.

5G networks feature both message and entity authentication,
which ensures that the transmission and the transmitter are part
of the network. 5G technology exerts that all the communicating
parties, direct or indirect, must be authenticated. Legacy networks
require the authentication between nodes and the network whereas
5G networks impose a demand for authenticating nodes, networks,
and services. Hybrid authentication also supports multi-tier identity
structure. This includes device identity and identity provided by the
service.

The heterogeneous access privileges where different access tech-
nologies and multiple network environments can be deployed,
increase the burden of design, and motivate malicious intruders to
take advantage of junction vulnerabilities. Additionally, the choice
of the device, whichever way it accesses the network makes it even
harder for the safety designers. The gradual advent of technology
also forces the attacks to take more sophisticated forms. 5G networks
are susceptible to eavesdropping and Man in the Middle attacks.
Jamming, DoS and DDoS attacks are also passed on to the 5G
networks from its predecessors.

3 Secure UAV Communications and Challenges

UAS abundantly relies on wireless communications to proceed with
regular operations. UAS are tightly packed into four communication
scenarios: UAV to terrestrial (HAP or Satellite); UAV to UAV; UAV
to mobile ground nodes; UAV to the base station. The availability of
the above-mentioned communication channel relies on cooperation

Fig. 2: UAS Attacks:(a) WormHole Attack; (b) Byzantine Attack;
(c) BlackHole Attack.

among the nodes. Secure UAS is a collective of safe wired and wire-
less communication links with protection against both internal and
external adversaries.

The safety requirements of the above formations are classified
as Authentication (transmissions originate from authorized nodes
not from malicious UAVs); Integrity (data dissemination consti-
tutes no modified messages from inconsiderate and rogue nodes);
Confidentiality (UAV nodes generally rely on broadcast, yet transit
privacy must be maintained); Non-repudiation (sender or in some
cases receiver doesn’t deny sending or receiving a transmission);
Availability (the designated sender is still an active node and part
of the network); Access control (UAV node operates within pre-
designated principles and protocols); Scalability (safety mechanism
must be scalable concerning the active network). The network adver-
saries or attackers in UAS include inconsiderate nodes/hijacked
nodes/identity cloned nodes, rogue outside drones/unskilled opera-
tors, internal adversary, and malicious attackers. The attacks on UAS
are classified as Denial of Service (DoS), impersonation, message
falsification and alteration, message delay and suppression, pri-
vacy and policy violations, replay attacks, and hardware and sensor
tampering.

Homeland security conducted a drone test at White Sands Missile
Range, and rogue GPS signals were broadcasted to the drone from a
distance of 1 kilometre. The signal deceived the aerial node naviga-
tion control into believing that it was rising straight up. The spoofing
attack exploited a known vulnerability in GPS for UAV-jacking [8].
Icarus a radio transmitter that can take charge of in-flight drones,
granting the attacker full control of the device. The toolkit works
against any aerial node that uses DSMx remote control protocol [9].
A UAV node belonging to UAS can impersonate identity employing
MAC spoofing and further modification of IP address. The mali-
cious aerial node can also fire DoS attacks by generating high power
transmissions. An authentication policy cannot safeguard against the
attack as a hacked node can be a warhead for such an attack.

Encrypted frequencies of GPS of RQ-170’s Achilles were
jammed thus disrupting the communication links and forcing it to
switch to autopilot. It also interrupted the secure data flow from
the GPS satellites. The UAV under attack searched for unencrypted
frequencies normally used by commercial airliners. Then spoof-
ing was employed to send wrong GPS coordinates, tricking it into
landing at a site which local navigational control thought to be
the pre-programmed base, and thus landing directly into the hands
of attackers [11]. Hacking is a powerful tool to break into com-
plex connected networks. Maldrone [14], specifically built to target



Fig. 3: Taxonomy of threats associated with UAS.

aerial vehicles proves drones can be commandeered for more nefar-
ious purposes. UAVs come with onboard geofencing software that
restricts them from flying close to restricted or sensitive areas. Rogue
operators, with the amount of technology available, can always
build attack specific devices without any geofencing hardware and
software or they could turn to basic hacks.

Once inside the system, an attacker can take advantage of compro-
mised security or jacked nodes to launch a full scale cyber/network
attack on the overall aerial system. A wormhole attack on UAS is
possible when two or more compromised aerial nodes collaborate
to form a tunnel. Blackhole attack is directed using a hacked or
malicious UAV by exploiting the properties of wireless routing pro-
tocols (Figure 2). The grey-hole attack, where a node selectively
forwards the packets, is much harder to mitigate in aerial scenar-
ios. Collaborative attacks such as Byzantine are hard to mitigate
as a node or group selectively forwards and discards the informa-
tion creating routing loops. Replay attacks and attacks by fabricated
statistical messages can be mounted on aerial nodes as the rapidly
changing position proves advantageous to the attacker in imper-
sonating another node’s identity. Aerial nodes are also susceptible
to rushing attacks which decreases the overall routing potential of
multi-hop routing protocols. Colluding mis-relay is another form
of Byzantine attack where targeted packet generally carry routing
information, resulting in zero or minimalist throughput levels. The
complete taxonomy of cyberattacks attacks on UAS is illustrated in
Figure 3.

Threat mitigation is a challenge forced by autonomous aerial net-
work dynamics. The nature and behavior of aerial nodes make the
application of known techniques impractical. The issues related to
the UAV networks are an effect of dynamic network characteristics
and hence present a significant challenge to resolve as the ever-
changing network does not define any periodic stability towards the
network formation.

• Mobility and Topology: The aerial nodes are subject to high
mobility resulting in frequent topological changes and momentary
connections among the nodes. Erratic aerial networks cannot be

subjected to handshake and traditional authentication protocols as
the nodes are deployed and re-deployed and every encounter is
first and last. Although the changing dimensions make jamming
attacks impractical, a malicious intruder can take advantage of
the geography to mount several other network and data link layer
attacks.
• Timing Constraints: The connection time between nodes is
volatile, thus requiring message transmission, reception, and authen-
tication in a limited time interval. Also, during the next encounter, a
node would have been hacked or any malicious attacker could have
cloned the identity, thus imposing short-lived authentications. The
added constraint of the safety paradigm pushes even harder bound
on the timing constraints.
• Network Size: Network size depends on the area under deploy-
ment or the size of the collaborative network. It imposes two
fundamental challenges to aerial networks. Firstly, the safety mech-
anism must be scalable with the dynamically increasing size of the
network. Secondly, different areas might be subjected to different
safety requirements or protocols.
• Real-Time and Topological Awareness: UAS applications
deployed in mission-critical scenarios function on the principle of
reply and response. A rogue aerial node is capable of exploiting fast
authentication mechanisms that are in place to escalate the response
time of the overall system. Routing and TCP attacks are based on
strict changing topology and constantly switching aerial nodes.
• Authentication and Confidentiality: Authentication primitives on
transmissions, if applied, can compromise the overall privacy of
the system. An attacker can trick the overall system by taking
advantage of an authentication dialogue between a normal aerial
node and a compromised aerial node and can use the informa-
tion in further attacking the overall system. A situation may arise
where an eavesdropper listening to the conversation can acquire fake
credentials.



Fig. 4: Dynamic grid layout of the proposed UAS safety framework.

4 Proposed Framework

A multi-tier framework for UAS safety is proposed in the article.
The framework can capitalize and take advantage of 4G, 5G or any
available communication channel and is split into three components:
The UAS mission planning, the UAS safety component (resides
in part at both UAV and base station), and the communication
component. The UAS safety component also features the mission-
specific routing, MAC, logs, and database to facilitate efficient
operation and provides input to the prediction algorithms. The com-
munication component employs 4G, 5G, LPWAN or any available
communication technology to facilitate seamless communication
between UAV and other components of the system, including other
UAVs. The proposed framework employs Long Short-Term Memory
(LSTM)[41]/Convolutional Neural Network (CNN)[42] for behavior
and time-series predictions. Principal Component Analysis (PCA)
based Multivariate Statistical Outlier Detection to detect outliers in
the group. The framework marks an inception work in the field of
UAS and UAV safety. Being one of a kind approaches, the analysis
of the proposed framework is performed by running the same testbed
against different algorithms (LSTM and CNN). Also, a comparative
analysis of the proposed approach with BRUIDS, Hierarchical detec-
tion and response intrusion detection system and Intelligent intrusion
detection technique in low power IoTs is presented.

The UAS safety framework projects the underlying geography
into a virtual grid. The base station divides the area into a user-
defined or dynamic (L×B ×H) grid. The aerial nodes do not
know about this geographical cross-section and the layout infor-
mation is kept with the base station only to counter the threats
from a compromised or rogue UAV. The cross-section is assumed
to be a cube or a 3-dimensional hexagon, as the Omni-directional
antenna emissions are spherical or nearly spherical. Each aerial node
is equipped with a GPS sensor and periodically updates the base
station. The UAVs send two types of packets. The Data Packet car-
ries user and mission data. The GPS info (path, trajectory and speed
characteristics, position tracking), encryption details, security keys,
permission details, UAV-UAV communication requests, details about
authentication failures, channel use and request characteristic are
sent through control messages.

The UAS mission planning component considers mission direc-
tives, objectives, and statistical primitives through its Mission Con-
trol Sub-Component. The Topology former keeps in the desired
topology best suited to the mission and considers the ever-changing
network to restructure the topology when required. Active Topology
contains the current operational network formation and the Forward-
ing Information Base works on the active topology component to
derive current route information.

The UAS safety component consists of security, analysis, and
mission data sub-components. The security sub-component, in con-
junction with analysis sub-component, serves as the primary module

and is responsible for maintaining overall communication security
and guarding against the threats arising from malicious inconsiderate
rogue UAVs and internal adversaries.

The proposed framework runs three phases simultaneously. The
communication links are secured using cryptographic algorithms
and prevention against malicious intruders or hijacked nodes are
facilitated by behavior prediction and outlier detection techniques.
The data traffic between UAV-Base Station and UAV-UAV is
encrypted using asymmetric algorithms. Elliptic Curve Cryptogra-
phy (ECC) which uses public-key encryption based on elliptic curves
over finite fields is used for encrypting data traffic between aerial
and ground stations. ECC is used instead of Rivest Shamir Adelman
(RSA) algorithm because ECC provides the same level of security
with a considerably smaller key size than RSA. A 256 bit ECC
encryption is equivalent to 3072 bit RSA encryption. The larger key
size of RSA imposes timing constraints and require more processing
power on the miniature aerial nodes, increasing the system complex-
ity. Shared Key Symmetric algorithms like Advanced Encryption
Standard (AES) provide the same level of security with even smaller
key sizes. A 128 bit AES provides cryptographic strength equiva-
lent to 256 bit ECC. Symmetric Cryptography is a challenge as the
key needs to be stored in the UAV all the time and a compromised
node can compromise the overall system. However, an asymmet-
ric algorithm can initiate a mid-flight key generation and secure
key exchange in a hostile environment. Additionally, the use of a
trusted zone can facilitate credential management, but such details
are beyond the scope of this article.

Elliptic Curve Diffie-Hellman is used as the key agreement proto-
col, as it is not only used for encryption but key generation and key
exchange as well. The communicating entities create public (PUa =
PRa ×G, PUb = PRb ×G) and private keys (PRa, PRb) using
the same domain parameters (the same base point G which generates
the subgroup, elliptic curve and finite field). Man in the Middle or a
malicious UAV can intercept the transmission and capture the pub-
lic keys but it is impossible to generate private keys without solving
the Discrete Logarithmic problem. The Discrete Logarithmic prob-
lem belongs to the intersection of Non-Deterministic Polynomial
Time (NP), Co-NP and Bounded-Error Quantum Polynomial-Time
(BQP). Furthermore, the Shared Symmetric key can be generated
using the public and private keys to facilitate encryption using
ciphers like AES, DES or 3DES. Elliptic Curve Digital Signature
Algorithm (ECDSA) is used to verify data integrity. Instead of gener-
ating the HASH of the entire message, the ECDSA works on the hash
function itself. 160-bit ECDSA provides the same integrity level as
the 1024-bit DSA constraining the same signature size.

To safeguard against the threats mounted from movement patterns
and traffic analysis, the overall area is divided into a grid and every
UAV entering the grid or a new location on the grid is required to
generate new pair of keys with the base station for that particular
section of the grid. The base station divides the area into smaller
sectors based on geography/positioning by considering the signal
strength of the UAVs. The base station periodically requests UAV’s
position (UAV periodically sends the same to the intended base sta-
tion). The base station can randomly (or predetermined, based on
prediction algorithm) disqualify the current key and enter negotiat-
ing new pair of keys between itself and the aerial node, whenever
UAV has entered a new section on the grid. The base station also
keeps track of UAV trajectory and velocity and can initiate new key
exchange if the UAV is not on its expected path and behavior, given
the acceptable delta of behavioral change (under no circumstances
the UAV is informed about the virtual segmentation of the overall
geography).

UAVs can communicate with each other if the base station agrees
and initiates a key exchange between the communicating parties.
Every transmission (data or control) except the key negotiation pro-
cess is encrypted. The base station also periodically updates and
changes the grid positioning accompanied by key negotiation, pro-
viding additional security against the threats related to mobility and
data monitoring (Figure 4).

The behavioral analysis and prediction are important to provide
security against hijacked rouge UAVs and inconsiderate nodes, to
safeguard the overall performance and integrity of the network. The



Fig. 5: An illustration of the UAS safety framework.

UAV is required to inform the base station (base station also keeps
track of the GPS data on its own) about any change in path, tra-
jectory, speed, data traffic, and authentication failures. The change
in parameters is acceptable within a given delta threshold (mis-
sion dependent and based on the previous system runs), which
are decided based on geography and emission characteristics. The
system gathers the data required from UAVs for the initial prede-
fined interval. The collected parameter behavior set is processed
with LSTM/CNN for time series prediction. As UAV behavior is
established (forecasted), the current behavior is matched with the
observed behavior. If the current behavior lies within the accept-
able deviations from the forecasted behavior, the new values are
retained in the system log files. The framework uses the retained
files as new data for training the LSTM/CNN. Continuous learn-
ing makes the system dynamic and robust. The non-static threshold
value, which changes with every learning event the system performs
using LSTM/CNN, is used for determining the acceptable deviations
from the predicted behavior.

LSTM is a deep learning algorithm that makes use of Artificial
Recurrent Neural Networks (RNN) architecture. LSTM networks are
best suited to make predictions based on time series data. LSTM
removes long term dependency problem, as look backward capabili-
ties are required for behavior prediction of UAVs. A sudden influx of
messages from a particular aerial node can be because of a grid shift
initiated by the base station, a UAV willing to communicate with
another UAV or a UAV has crossed the sector boundaries. Without
timing information and the capability to look beyond certain inter-
vals or the capability to support non-periodic parameter vectors, the
message influx will be marked False-Positively as a DoS attack.

Sudden changes in speed and trajectory or authentication failures
can also be judged False-Positive without the presence of non-
periodic Neural Networks. The input vector provided to the LSTM
constitutes position, path, trajectory and velocity tracking (hijack-
ing), authentication failures (identity and integrity compromise) and
data traffic and channel use requests (DoS attacks). The scalabil-
ity of the framework is ensured by the fact that the input vector is
extendable in all possible scenarios of attacks and threats.

LSTM loops pass information from the current cell/unit of the
LSTM to the next, and so on. Every LSTM cell decides which
information is to be kept and what part of the information can be
discarded/forgotten before passing it to its successor. For the predic-
tion of UAV behavior in terms of velocity and path, given that drones
flight plan and maneuvers are recorded, initially, the LSTM is trained
with ideal expected behavior.

h(t−1) ∈MZ(x,y)
(1)

whereMZ is the direction cosine between successive points in 3D
plane at time t− 1 and t, Z(x,y) is the set of coordinates in UAV’s
path (expected) at time t− 1 and xt ∈ Z(x,y).

Packet delivery ratio is considered for prediction of traffic pat-
terns.

h(t−1) ∈ PDR(t−1) (2)

where PDRt is packet delivery ratio and xt ∈ PDRt.
Packet received information is used for Predicting channel abuse

or denial of service attack.

h(t−1) ∈ PR(t−1) (3)

where PRt is packet received from a single drone and xt ∈ PRt.
Key exchange count is used for Predicting authentication pattern

and identity tracking.

h(t−1) ∈ KEx(t−1) (4)

where KExt is key exchange count for a single drone and xt ∈
KExt.

The process is described for a single cell in LSTM with incoming
input from previous cell as h(t−1) and current input as xt. xt ∈
the set of parameters as described in Equations (1− 4). Equation 5
defines the forget gate layer.

ft = σ(Wf .[h(t−1), xt] + bf ) (5)

where σ is sigmoid function. Wf is the weight. h(t−1) is the
information from previous cell. xt ∈ parameters at time t and bf
is the bias.

Algorithm 1 : Base Station ( Encryption )
1: Input: Topology in 3 dimensions A
2: Initialize Network and Mark Geographical Area
3: Begin Securing UAV’s
4: if OmniDirectionAntenna = True then
5: Divide the Topology in 3D grids gi
6: else
7: Divide the Topology in 2D grids gi
8: Initialize Random Number generator for sector time outs RGt and count

down RGt− > 0
9: Reset R=0.

10: Generate new pairs of keys for each sector using ECC, K1sectori
&

K2sectori
11: Exchange keys with UAV’s in each sector where K2sectori

&
K2sectori

is the key pair for i th UAV in Sector sector
12: Encrypt all transmission with the exchanged keys.
13: if RG = 0 then
14: goto 3
15: if R = 1 then
16: goto 3

Algorithm 2 : Base Station ( Analysis )
1: Ensure Algorithm at base station ( Encryption ) is initiated
2: Request UAV logs
3: Receive UAV’s logs
4: pi = UAV position
5: pk = UAV path
6: ti = UAV trajectory
7: vi = UAV velocity
8: ari = Authentication request
9: afi = Authentication failure

10: ci = Channel requests
11: dti = Traffic rate
12: Apply LSTM/CNN 4-11
13: Pi = Predicted behavior of UAVi

14: if Pi = acceptable Threshold then
15: continue
16: else
17: re-initiate key Exchange for UAVi

18: Outlier = PCA/Multivariate statistical Outlier detection(MSOD).
19: if Outlier = matches mission parameter then
20: continue
21: else
22: Re-initiate Algorithm at Base station ( Encryption )

Equations 6 and 7 define the information at time t that is to be
stored. tanh function gives values between -1 and 1.



it = σ(Wi.[h(t−1), xt] + bi) (6)

Ct
′ = tanh(WC .[h(t−1), xt] + bC) (7)

The update function responsible for updating the cell value from
time t− 1 to t is defined as

Ct = ft ∗ C(t−1) + it ∗ Ct
′ (8)

Equations 9 and 10 define the output from the cell under consid-
eration at time t.

ot = σ(Wo.[h(t−1), xt] + bo) (9)

ht = ot ∗ tanh(Ct) (10)

where ht is the output to next cell that is time t+ 1. ht is the
predicted outcome for time t+ 1 after the LSTM are trained.

CNN is a multi-layer deep learning algorithm that works suffi-
ciently well on much smaller pre-processing inputs. CNN’s have a
specific application for recognition and classification. The hidden
convolutional layers of CNN receive the same input vector supplied
to the LSTM and convolutes or transforms it and passes it to the
next layer. The CNN maps the past parameter values to the current
observed values. CNN model has convolutional hidden layers that
operate over a sequence of input parameters followed by another
convolutional layer doing the same and so on. The pooling layer
separates the convolutional output into more segregated and applica-
ble patterns. Both layers are followed by a densely connected layer
which translates the convolutional feature extraction.

Algorithm 3 : UAV ( Operations )
1: Send Logs to base station periodically and when requested.
2: pi = UAV position
3: pk = UAV path
4: ti = UAV trajectory
5: vi = UAV velocity
6: ari = Authentication request
7: afi = Authentication failure
8: ci = Channel requests
9: dti = Traffic rate

10: Exchange Key’s With the Base Station.
11: Perform course correction if requested by Base station.

The proposed framework consists of a convolutional layer of 64
filters and a kernel size of 3× 3. With max-pooling size set to 2,
the input vector includes direction cosines of UAV, PDR, Received
packet and authentication failures. Our input has 6 columns. Fol-
lowed by a pooling layer and dense layer to translate features.

Multivariate System Analysis works on the same parameters as
the event prediction model to find the outliers. PCA is used to iden-
tify the dominant pattern in the vector sets. PCA transforms the
correlated elements of the vector into uncorrelated orthogonal ele-
ments which are termed as Principal Components (PC). The PCA
finds the first PC such that it accounts for the highest variability in
the data, and then the second in order, such that both the components
are orthogonal and so on. The resulting vectors form an orthog-
onal linearly independent set. The identified PCs (position, path,
trajectory, velocity, authentication failures, data traffic, and chan-
nel request) are subjected to test against the predetermined delta
threshold for finding the outlier. The principal component analysis
is a dimensionality reduction algorithm. It generates the covariance
matrix, computes eigenvectors and values for this covariance matrix
and lastly, uses these eigenvectors and values in selecting the most
important features in the data set.

The UAS Safety framework is described in Figure 5 and the com-
plete flow of events is present in Figure 6. Algorithms 1 presents
the channel security and encryption mechanism as the base station.
Algorithm 2 outlines the analysis and prediction component of the
base station. Algorithm 3 outlines the UAV operations.

The data set under consideration includes time, position, tra-
jectory, velocity, authentication failures, data traffic, and channel
request, However, since authentication failures aren’t frequently
dominant features and channel request is directly proportional to
data traffic, these are not considered in this step of the framework.
For position and trajectory, direction cosines are used. The data set
thus essentially becomes (Direction Cosines of UAV, Velocity, PDR,
Throughput, Jitter). The data set is normalized and each feature is
weighted equally.

covx,y =

∑N
i=1(xi − x̄)(yi − ȳ)

N − 1
(11)

det(λI −A) = 0 (12)

where λ is the eigen value and A is a matrix covx,y . For each
eigen value corresponding, an eigen vector is given by

(λI −A)v = 0 (13)

where v is the eigen vector.
Only the most significant eigenvectors are taken from the fea-

ture set: eigen1, eigen2, . . . , eigenn. These feature signatures help
identify the UAV situation report (at a given time, the UAV trajec-
tory is unique. For future caparisons and dimensionality reduction,
the final set is calculated as

fs = rs × ds (14)

where fs is the final vector set, rs is the row vector of feature set
and ds is the column vector of transformed data.

5 Performance Evaluation

Table 2 Simulation details.

Experimental Configuration

Area 2000× 2000 meters

UAV-UAV
Communication

IEEE 802.11
Direct Sequence Spread Spectrum (DSSS)
Orthogonal Frequency Division Multiplexing (OFDM)

UAV-Base
Communication

Low Power Wide Area Network (LPWAN)
Long Term Evolution (LTE)

Protocol User Datagram Protocol (UDP)
Transmission Control Protocol (TCP)

Data Rate 10 Mbps

Packet Size 1024 bytes

Rogue UAV Rate 10 %

To evaluate the proposed approach, simulations are performed on
NS-3 with 100 UAVs and 1 base station on an area of 2000× 2000
m. With each iteration, 10% of the UAVs go rogue, and the final
iteration is run with 100 rogue UAVs. Details of the simulation are
presented in Table 2. The threat signatures introduced in the system
are impersonation attacks and privacy violations, hijacking, spoof-
ing, masquerading, flooding (DDoS), jamming, routing attacks and
application-layer attacks. A total of 550 attacks are injected into the
system. Analysis of the proposed approach is presented on the mer-
its of several attacks detected, detection rate, number of undetected
attacks, false-positive rate, accuracy, and the percentage of UAVs
recovered from malicious attacks.

The proposed approach is implemented with LSTM/CNN and
compared with BRUIDS and HDRS. The proposed approach detects
96% attacks with LSTM and 96.90% attacks with CNN. The attack
detection rate of BRUIDS is 8.53% and that of HDRS is 92.72%
(Figure 7). The simulation results suggest that all methods have good



Fig. 6: Flow Diagram: Proposed UAS safety framework

Table 3 Comparative statistical analysis of the proposed framework with BRUIDS and HDRS.

Technique Attacker Type Threat Classification Criterion Application Character Detection Rate Accuracy False Positive
Rate

BRUIDS Malicious Nodes

UAV Hijacking
Data Corruption
Data Disclosure
UAV Capture
Energy Statistics

Integrity
Confidentiality
Availability

Probabilistic
Specification Based Rules
Table driven

91.4 percent 87.24 percent 2.6

HDRS Malicious Nodes

False Information
Data disclosure
GPS Spoofing
Jamming
Black Hole Attacks
Grey Hole Attacks

Integrity
Denial of Service

Behaviour Categorization
Hierarchical Intrusion Detection
Deterministic Mobility Model

94.4 percent 91.74 percent 1.8

Proposed Approach
Inconsiderate Nodes
Eavesdroppers
Internal Adversary
Malicious Attacker

Impersonation attacks,
Privacy and Policy Violation
UAV-Jacking/Capture
Spoofing
Masquerading
Flooding (DDoS)
Routing and TCP Attacks
Jamming
Application Attacks

Authentication
Integrity
Confidentiality
Non-repudiation
Availability
Access Control
Scalability

Cryptographic Privacy Protection
Multivariate Statistical Analysis
(Continuous In Flight)
Deep Learning (CNN/LSTM)
Predictions (Continuous In Flight)

96.96, 97.55
percent

High (94.80 to
96.70 percent) 0.6 to 0.9

attack detection strength when the number of attacks is low. When
the number of attacks grow, the proposed method still performs ami-
cably. With a high detection rate, the number of undetected attacks
fall to a low of 3.034 with LSTM and 2.45 with CNN. The num-
ber of undetected attacks with BRUIDS and HDRS is 6.31 and 4.01,
respectively (Figure 8).

False-positive is the error in reporting a particular event, which is
not present. False-positive is considerably different from over-testing
an event. The proposed approach has a false positive rate of 0.9 with
LSTM and 0.6 with CNN. The areas which are prone to very high
data rate are profiled with LSTM and CNN based time series fore-
casting such that it is not treated as an attack and thereby raising a
false positive. The false-positive rates of BRUIDS and HDRS are 2.6
and 1.8 respectively (Figure 9).

The greatest drawback both the approaches suffer from is the pro-
filing of the nodes as well as the geography, not every situation is an
attack scenario and vice versa. Random attack pattern can go missing
or undetected in BRUIDS and HDRS, but proposed approach takes
into consideration every individual node, and the system as a whole,
to detect and block the attacks.

Detection rate is the overall percentage of threats identified by
a technique whereas the accuracy is defined as the average accu-
racy calculated iteratively throughout the repeated simulation. The
detection rate of the proposed approach is 96.96% with LSTM and
97.55% with CNN. While the detection rate of BRUIDS is 91.4%
and that of HRDS is 94.4% (Figure 11). The accuracy of the pro-
posed approach is 94.80% with LSTM and 96.70% with CNN.
BRUIDS and HRDS have an accuracy of 87.24% and 91.74%,
respectively (Figure 10).

Fig. 7: Number of detected attacks.

Recovery is defined as the percentage of UAVs mitigated from
under the malicious attacks. In the simulation, the framework
achieves 86.79% recovery rate with LSTM and 86.25% recovery
rate with CNN (Figure 12). The key exchange and UAV authen-
tication mechanism ensure that a trusted UAV is only allowed in
the system. On the first sign of trouble, the system re-initiates key
exchange so that UAV gets a chance to get reintegrated into the sys-
tem. However, if the UAV has indeed turned rogue the system makes
sure that its keys are invalid, and its transmissions are overlooked
and dropped by the rest of the UAV in the system. Both BRUIDS
and HDRS systems have no provision of recovery.



The event prediction using time series forecasting plays an impor-
tant role in profiling a UAV in the system. Not just the UAV but
also specific areas in the grid are profiled based on the data traffic
received when the UAV was present at that coordinates. Vulnerable
spots of the topology can be profiled, and the flight path of the UAV
can be set accordingly. The UAV profiling and outlier detection mon-
itor the system for nodes that go rogue over time. While this may not
constitute an attack but a UAV that strays from mission objective
becomes vulnerable and liable to be attacked, the proposed security
system can identify vulnerable UAVs and try to get them back on
mission directive. Comparative statistical analysis of the proposed
framework with BRUIDS and HDRS is presented in Table 3.

Fig. 8: Number of undetected attacks.

Fig. 9: False positive rate.

Fig. 10: Accuracy of the proposed approach.

The dynamically changing grid, of which the nodes are unin-
formed, forces the aerial nodes towards short-lived authentications
and on-demand key exchanges; hence, making it difficult for the
rogue UAVs and malicious attackers to engage against the net-
work. The dynamic grid shuffle, renewal of authentication credential
whenever a UAV has crossed into a different section of the grid or
the base station has shuffled the grid. On-demand authentications,
key exchange whenever the proposed framework suggests deflec-
tion from the normal UAV behavior and the UAV’s unawareness of
the grid itself elevates the timing constraints as well as safeguards
the overall system from the threats originating from the study of
mobility and topology.

Fig. 11: Detection rate.

Fig. 12: Malicious UAV recovery rate.

The key exchange and authentication are always between base
station-UAV and UAV-UAV and the parameters fed into the learning,
prediction, and analysis algorithms are independent of network size.
Thus, making the network scalable with the capability to accommo-
date any number of nodes. On Spot Authentications, no long-term
stored keys on the aerial nodes, continuous behavioral analysis, and
predictions, facilitate secure real-time operations.

6 Conclusion and Future Directions

The article presents an insight into the relatively untouched field of
UAS safety and threats directed from inconsiderate nodes, eaves-
droppers, internal adversaries, and malicious attackers. A scalable
framework is proposed as a solution. The proposed framework
identifies safety vulnerabilities by monitoring UAV behavior and
statistics. Any deviation is inspected and analyzed as a possible
threat. The proposed approach guarantees minimal false-positive
rates. The performance and effectiveness of the complete framework
are evaluated side by side using LSTM and CNN and compared with



intrusion detection techniques proposed in the literature. Simula-
tion results and analysis prove a significant improvement in threat
detection and accuracy with minimal false-positive rates.

Future works can focus on the development of algorithms that
predict the delta-thresholds based on the pre-determined parameters.
As of now, much of the work in the field of UAV network safety is
restricted around the optimization of trajectory and channel mod-
eling. Instead, more efficient solutions can be found in statistical
analysis and artificial intelligence algorithms, which better suit the
dynamic range of applications. Machine learning algorithms can also
be trained to fit in a wide range of threat signatures to increase the
response time of the system. The inclusion of secure and efficient
mutual authentication principles can further enhance the safety of
UAS.
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