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Extant literature accentuates the potential of blockchain in the Architectural, Engineering, and 

Construction (AEC) industry, and its prospective to be integrated into the construction projects to 

automate financial transactions; for better transparency, security, and controlling. Existing research 

highlights that permissioned blockchain can work as a platform to create a business network among 

project participants, due to its features being consistent with the construction industry nature.  

This paper introduces a framework to integrate permissioned blockchain, particularly Hyperledger 

fabric, into the construction delivery stages. The proposed framework includes specific steps, 

demonstrating the requirements to build a network within the pre-construction, construction, and 

closeout stages. Furthermore, the proposed framework reveals the flow of financial transactions 

throughout the proposed financial system. Due to the Building Information Modelling/Management 

(BIM) capabilities and cost planning, the proposed framework shows how the integration between 

blockchain and BIM processes can be achieved. Therefore, the framework identifies the required data 

from 4D/5D BIM to be entered into the blockchain financial system. 

A systematic literature review was used to highlight the advantages of using blockchain in the 

construction industry, as well as, identifying the appropriate blockchain platform. The framework can 

be used by industry practitioners to identify the architecture of smart contracts (chaincode) in the 

construction industry, such as how endorsement and validation policies can be articulated. The outcome 

of this paper will be used to develop a proof of concept prototype to test and validate the applicability 

of the proposed conceptual framework through its application to a real case study.  

Keywords: BIM, blockchain, AEC, Construction, Hyperledger 

Introduction 

Blockchain is defined as a distributed ledger for the bitcoin cryptocurrency (Swan, 2015), however, 

through the last few years, blockchain becomes a comprehensive technology to share and record data 

in high secure platforms (Andoni et al., 2019). Blockchain is widely recommended by many 

organisations to be exploited to enhance the entire construction projects ((ICE), 2018, Lamb, 2018, 

Kinnaird et al., 2018). Moreover, blockchain research becomes a trend during the last few years (Turk 

and Klinc, 2017, Li et al., 2018a). (Mason, 2017, Mason and Escott, 2018) highlighted the importance 

of implementing specific features of blockchain such as smart contracts to automate payments within 

the construction industry projects. Further to the researchers’ recommendations, AEC companies such 

as Arup began to declare the high level of interest to integrate blockchain merits within the industry to 

enhance the construction industry performance in several services, such as automating the payment 

process, supply chain, and smart cities (Kinnaird et al., 2018). Moreover, BIM becomes a mandatory 

processes in many countries, and there have been several research to explore the integration of 

blockchain and BIM, i.e. Mathews et al. (2017) propose the mentioned integration for maximising trust 

among project participants in AEC industry. Besides, Blockchain and BIM are recommended for 

building a comprehensive smart milieu—digital built plan— for the construction industry ((ICE), 2018, 

Lamb, 2018, Kinnaird et al., 2018). Even though, there is a high level of declaration for the importance 

of blockchain, in terms of payment automation in construction industry, there has not been a real 

application developed/presented yet. 

In this paper, literature review is used to investigate the current state blockchain/smart contracts 

implementation within the AEC sector, as well as, critically analysing the proposed potentials and the 

reality of revealed challenges. Thereafter, a conceptual framework will be developed to draw specific 
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steps throughout project delivery stage such as how the blockchain consensus mechanism can be built 

during pre-construction stage, and how the close-out stage will be totally revolutionised by adopting 

blockchain.   

In this essence, this research is an attempt to move forward the application of blockchain/smart contracts 

through articulating a conceptual framework, in which, it proposes how the smart contracts can be 

applied/exploited throughout the entire project delivery stages (Pre-construction, construction and 

close-out stage). In addition, the proposed framework considered as the interrelationship between the 

BIM process and the proposed workflow of the automated payment smart contract framework.  

Overview of Blockchain and smart contracts: 

Tapscott and Tapscott (2016) define that blockchain is a distributed ledger that records all shared data 

amongst different members in a network. Each transaction represents a block in the network and 

subsequently new blocks are linked to previous in order to create a chain (Li et al., 2018b). The 

interrelationships between all blocks maximise the opportunity of security (Liang et al., 2017). Each 

block carries a data and hash for previous blocks, which reduce the chance of hacking (Nofer et al., 

2017). Li et al. (2018b) mentioned that there are two categorises of Blockchain Networks (BCN), 

namely, Public BCN which can be accessed by the public, under generic consensus mechanism, and it 

remains secure due to its cryptography power such as Bitcoins (Andoni et al., 2019); and Consortium 

BCN, in which, its users should be pre-identified, therefore, the mechanism to get their consensus 

should be identified clearly and in advance (Li et al., 2018c). Even though, the private BCN represents 

a single BCN platform for specific organisation with centralised data within the organisation, it is 

decentralised between the network users.  

Peters and Panayi (2016) define smart contract as a platform for enforcing and monitoring the entered 

data, by trusted source, in the BCN, based on the pre-identified contract terms. Smart contract is a result 

of evolving BCN ability to transfer cryptocurrency/data over the blockchain throughout the last decade 

(Christidis and Devetsikiotis, 2016). Andoni et al. (2019) assert that smart contracts uses peer-to-peer 

(PTP) network that enables multi-trusted parties to manage the data simultaneously, so that each chain 

in the BCN carries its own data and subsequently all data will be stored in the ledger according to agreed 

consensus mechanism (Watanabe et al., 2016). Additionally, smart contracts reduce the dependency on 

lawyers/ third persons in executing and monitoring the contract terms such as financial transaction, 

therefore, the accuracy and transparency of data could be enhanced (Mason and Escott, 2018). That is 

why, Christidis and Devetsikiotis (2016) contend that smart contracts gives an advantage for the user 

to have an automatic audit to the transferred data, as well as, once the data is valid, will be immutable 

which enhance the transparency and security. There are several platforms to develop a blockchain 

platform that smart contracts can be developed and integrated into the network. The most well-known 

platform is the Ethereum smart contract, which is a decentralised platform in  cloud 2.0, where the data 

(i.e. Payments, penalties) can be shared (Wood, 2014). The process runs on Ethereum Virtual Machine 

(EVM) and can generate multi-smart contracts with the same characteristics (Hildenbrandt et al., 2017), 

therefore, there are the data sender and the petitioner. The shared information should be checked 

automatically to ensure there is no corrupted data, impartial payment, and etc. (Liu et al., 2018). 

Moreover, in smart contracts, it is ensured that the shared data, as business codes and information 

between different departments in an organisation, can be recorded confidently and protected from the 

competitors (Nakasumi, 2017), and each transaction requires an acceptance from the network core 

members in order to reach consensus (Andoni et al., 2019). Since Distributed ledger relies on 

cryptocurrencies, the linking between blockchain and traditional bank accounts is considered as a part 

of the fourth industrial revolution (Mason, 2017).  

There are two types of blockchain, namely, Permissionless and Permissioned (Wüst and Gervais, 2018). 

The permissionless blockchain allows anonymous users to act in the blockchain and add new transaction 

based on generic consensus mechanism, such as Proof of Work (PoW) (Cachin, 2016). In permissioned 

blockchain participants are known, vetted and includes a governance approach that regulates the 

relationships among participants, which maximise the trust (Vukolić, 2017). Since all entities are well-

defined in the chain, the permissioned blockchain can use consensus models such as crash fault tolerant 

(CFT) or byzantine fault tolerant (BFT), as the malicious opportunities are diminished (Baliga, 2017, 

Cachin, 2016). 
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According to Androulaki et al. (2018), the smart contract in hyperledger is called chaincode, which can 

be written in different programming language such as GO and Java script (Cachin, 2016). The program 

could be articulated separately and using API to interact with the blockchain (Androulaki et al., 2017). 

The user interacts with multiple nodes simultaneously through a channel, to create a business layer 

software development process (Vukolić, 2016). In any organisation, the channel could be used to share 

specific information to specific node, which keep the information private (Cachin, 2016). Transaction 

management is the philosophy of splitting transaction logs and the ordering process; thus, this allows 

to perform parallel transaction concurrently. Therefore, the ordering will be solely implemented for 

endorsing transactions (Androulaki et al., 2018).  

Dhillon et al. (2017) and Hyperledger (2018) state that blockchain network comprises of several peer 

nodes, and each peer node includes different smart contracts and ledgers. The application is used to 

propose the transaction to perform a smart contract, thus, the proposed smart contract after the validation 

will be recorded in a specific ledger (Androulaki et al., 2018, Vukolić, 2016).  In order to link mutual 

smart contracts for different peer nodes, a channel is used to send the proposed transaction as well as 

reflecting the response to the application (Benhamouda et al., 2018). The order of transaction is a pivotal 

task to package multiple transactions in a single block, and subsequently, record the block to its peer 

node (Dhillon et al., 2017, Hyperledger, 2018).  

Xu et al. (2017) defines Consensus mechanism as a set of rules (algorithms) to ensure the correctness 

of performing set of transactions through a blockchain network. These specific algorithms are unified 

within a single function, and the consensus mechanism is responsible to order the transaction, check its 

validity via different endorsers, and allocate validated transaction to their ledger (Androulaki et al., 

2018, Hyperledger, 2018). There are two main properties, namely, safety and liveness (Cachin and 

Vukolić, 2017, Hyperledger, 2018). Existing smart contracts use order-execute architecture, that 

requires all nodes to validate and execute every transaction, and the consensus should be completely 

identified/agreed upon (Androulaki et al., 2018).   

In this essence, hyperledger works based on modular environment, which includes a pluggable 

consensus mechanism, management process, ordering approach, chaincode, and membership service 

(Androulaki et al., 2018, Benhamouda et al., 2018, Cachin, 2016). Therefore, each organisation could 

acclimatise the hyperledger in accordance with its hierarchy of data sharing, and the hyperledger can 

be configured by multiple users to provide a flexible platform for different industry purposes 

(Hyperledger, 2018). 

Klaokliang et al. (2018) mentions the structure of hyperledger fabric comprises of (1) Ledger, which 

is a set of blocks that records multiple transactions, (2) Peer, that is a pool containing ledgers and smart 

contracts, (3) Chaincode is the smart contract to perform transaction according to the hyperledger 

concept, (4) Channel, which it is the path that the transaction and blocks take to be allocated amongst 

different peers, (5) Endorsement policy, which is a set of instructions that provide specific metrics to 

the peer to decide whether the received transaction valid or invalid (Hyperledger, 2018), (6) Ordering 

service, which is a node (Ordering Service Node (OSN)) that is exploited to order the transactions and 

blocks based on the agreed consensus mechanism, such as Kafka. This node should include specific 

information regarding the size of blocks, maximum time, and number of allowed transaction for each 

block before assigning it to the peer through the channel (Androulaki et al., 2018, Hyperledger, 2018).  

Implications of blockchain/smart contracts in the construction industry: 

Despite Blockchain does not creep into the construction industry like some other technologies, there 

are several attempts to adopt it by emerging business models (Tozzi, 2018), as an instance, Bimchain 

is a proof of concept to integrate BIM into Blockchain as a plug-in into the BIM platforms (Bimchain, 

2018, Lamb, 2018). Fox (2019) states that there are several benefits of adopting smart contracts in the 

construction industry, such as; delivering the agreed contracts automatically with enabling parties to 

update any variations, enhancing the copyright for the project documentations, automated payments 

amongst project parties, and potentially it can works as a claim submission platform (Lamb, 2018, 

Tozzi, 2018). As such, smart contracts will be valuable, in terms of automation of some construction 

processes that traditionally relies on multi-interactions and contribution from project participants to 

make a decision (Mason, 2017, Mason and Escott, 2018).  

Uncertainties in construction payments are a challenge in developing reliable cash flow and 

subsequently leads to several claims that affect the business growing (Carmichael and Balatbat, 2010, 

Elghaish et al., 2019). Since the construction trust account is recommended (Cardeira, 2015), Smart 
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contracts can work as a trust account that hold the money and transferred automatically to the party who 

warranted it (Cardeira, 2015). That is because, the project participants will trust the smart contracts 

outputs, as all embedded data is immutable and decentralised (Christidis and Devetsikiotis, 2016, Lamb, 

2018, Mason and Escott, 2018, Watanabe et al., 2016). 

Koutsogiannis and Berntsen (2019) argue that digital construction is an integrated process, thus when 

a building’s real-time digital will be implemented, the smart contracts will be more effective and 

applicable. Exploiting smart contracts with cryptocurrencies supports articulating a contract draft that 

specific funds can be embedded to avoid the common insolvency issues or late payment in the 

construction industry (Cardeira, 2015). In addition, the cross verifications by several references lead to 

acquiring an efficient, robust, secure and reliable system, which build a trust environment amid project 

parties (Mason, 2017, Mason and Escott, 2018). 

Previous research on blockchain and Smart contracts in Construction Industry:  

Through using Scopus, Web of Since (WoS) and google scholar research repository, researchers have 

used relevant keywords to find the relevant papers in implementing blockchain and smart contracts in 

the construction industry/built environment. The used keywords were, namely; “blockchain in 

construction” and “blockchain and smart contracts in built environment”. The output of the search was 

12 papers, the table below shows the contribution of each paper to raise the awareness of implementing 

blockchain and smart contracts in the construction industry, whether thorough addressing it directly or 

indirectly in different disciplines. 

 

Table 1. The previous and related works 

 

Discipline Contributions Authors 

Construction 

management 

and built 

environment 

• Highlighting the potential of blockchain in construction 

management, as well as providing a map to direct potential users 

to select the suitable type of blockchain based on the nature of the 

data and the hierarchy of the organisation. 

• Illustrating the blockchain interoperability with other systems 

(data storage) 

Turk and 

Klinc 

(2017) 

• Highlighting the challenges that face implementing smart 

contracts in the construction industry. 

• Articulate specific steps that should be considered by industry 

participants. 

Mason 

and Escott 

(2018) 

• Providing an emergent framework that considers multi-

dimensions, namely social, political and technical. This is in order 

to enable potential developers/users of blockchain in construction 

to highlight the potentials and challenges. 

Li et al. 

(2019b) 

and Li et 

al. 

(2018a) 

• Asserting the importance of intelligent contract (smart) for the 

construction industry through saving the cost of employing third 

party. And, minimising needed time to perform new transactions. 

• Highlighting the importance of integrating smart contracts into 

BIM in order to automate the construction process. 

Mason 

(2017) 

• Presenting an outlook for implementing blockchain to 

revolutionize the persist issues in managing the supply chain, 

contract management and resource management, particularly 

leasing equipment. 

• Providing a taxonomy of blockchain implementation challenges in 

the AEC industry. 

Wang et 

al. (2017) 

• Linking the current challenges that face construction industry to 

the potential benefits of blockchain to provide reliable solutions.  

• Researchers articulated a framework—Presenting the socio-

technical dimensions— this could facilitate implementing 

Li et al. 

(2019a) 
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blockchain in seven areas of the built environment as categorised 

by researchers. 

• Identifying decision making criteria in terms of adopting 

blockchain. 

Blockchain 

and Internet 

of Things 

• Providing a model to show the possibility of integrating 

Blockchain into IoT and highlighting the potentials of this 

integration. 

• Further with the mentioned model, the authors present a detailed 

list of blockchain usages in different sectors. Moreover, authors 

underpin the new concepts of chain of things, and blockchain of 

things. 

Reyna et 

al. (2018) 

• Authors articulated a decentralised blockchain based supply chain 

management model to overcome the current challenges of supply 

chain. 

• The proposed Supply chain via blockchain MAS uses the smart 

contracts into blockchain. 

Casado-

Vara et al. 

(2018) 

• Pointing out the benefits of blockchain and IoT to support a shared 

economy such as Uber. 

• Presenting examples of shared economy applications such as 

AutoPay, which is used to pay car parking fee. 

Huckle et 

al. (2016) 

Data 

movement in 

the Energy 

sector 

• Highlighting the potential benefits of using blockchain in the 

energy sector, such as price discovery, logistics, identify 

customers, reconcile any problem and reporting it. 

• Presenting a MicroGrid based blockchain to manage and control 

energy demands. 

 

Andoni et 

al. (2019) 

Generic 

application 

of blockchain 

and smart 

contracts 

• Providing a study map to point out the needed future research to 

implement blockchain and smart contracts. 

• The authors concluded (n=16) issues in implementing smart 

contracts. Therefore, the findings of this paper could be used by 

researchers and developers to try to find remedies for mentioned 

problems. 

Macrinici 

et al. 

(2018) 

 

Methodology:  

Since, structured literature review is highly recommended to draw a comprehensive understanding 

about a specific topic, on other words, a literature review should be concept-centric (Webster and 

Watson, 2002). Langley (1999) states that “review articles may draw from both variance and process 

research to develop conceptual models to guide future”. Thus,  the literature review is utilised to define 

the research gap and explore all possible solutions to approach/fill the revealed gaps, in terms of 

previous attempts to adopt blockchain (automated payment) in the construction industry, as well as, 

existing recommendations/directions to exploit the blockchain potential in different industries. 

(Gregory and Watson, 2008). Afterwards, a conceptual framework will be developed to provide robust 

solutions regarding implementing smart contracts, in terms of the automated payment, throughout the 

entire construction delivery stages.  

 

Development Framework:  

The construction process comprises of three main stages, namely; pre-construction, construction, and 

closeout. Throughout all mentioned stages, there are a huge number of transactions of moving 

information among project participants, which requires a platform to record all these data, particularly 

the payment transactions between the owner and non-owner parties. Since BIM became mandatory in 

the UK, the needed payment platform should be compatible and interoperable with BIM 



6 
 

process/applications. The extant literature review demonstrates the blockchain’s ability to record the 

transaction and make it immutable. Therefore, the blockchain is adopted to develop an automated 

platform to automate the payment between project participants. The mechanism of using this platform 

is designed to be workable in parallel with the construction stages.  

 

Pre-construction stage:  

Throughout the pre-construction stages, the parties agree upon the project contractual conditions that 

include the mechanism of payments, retentions, etc. These conditions will be coded in order to be used 

as a validation data in blockchain platform, the validation process is called consensus mechanism, which 

is defined as a set of algorithms to ensure the validity of invoked and recorded data on the blockchain 

network (Baliga, 2017, Cachin and Vukolić, 2017, Wang et al., 2018). As critically discussed in the 

literature review, permissioned blockchain must fits with the construction context due to its ability to 

limit the adversarial consequences of general blockchain, such as the privacy, private membership and 

legality of the network, accordingly, a privileged party should be appointed to allocate the 

responsibilities and roles during using the blockchain platform (i.e. data sender and receiver). 

Thereafter, the consensus mechanism should be agreed by all parties before deploying the blockchain 

(construction process). Since the permissioned blockchain has pre-defined counterparts, which requires 

an automated consensus mechanism, this mechanism should include a quantified data that can work as 

validation points to automate the consensus mechanism. Once the construction process begins, the 

blockchain developer can deploy it, and it can be used to share the information, particularly the payment 

data. BIM can play a significant role in this stage through providing the proposed prices for each 

package (5D BIM) and linking these prices to the timeline (4D BIM) in order to provide constant 

payment milestones for all non-owner parties. 

 

Construction stage 

During the construction process, the privileged party could start to assign who is the data sender/receiver 

at each payment milestone. Similar to the conventional financial system in the construction industry, 

the contractor works as a data sender (i.e. invoice), and the client representative could be the data 

receiver. Therefore, the endorsement policy should include the client and architect as the main endorser 

for any invoked transaction, and this should be listed in the generic endorsement policy (i.e. 

Hyperledger fabric’s consensus mechanism relies on two stages to validate the transaction, first is the 

endorsement policy that includes who should accept the transaction, and the second stage is the data-

blocks allocation through specific channel as described in the theoretical background section). The 

agreed consensus mechanism will be applied to each block (transaction) automatically, to check its 

validity based on agreed terms and conditions, such as payment timeline and maximum value of each 

invoice. Therefore, once the transaction is validated, the data will be sent to the parties’ ledger. On the 

contrary, if the sent data is invalid (whether by the consensus mechanism or the receiver) the privileged 

person (voter) check the nature of the transaction and explore the source of invalidity, subsequently, 

insert the transaction again as a new block, which should meet all consensus criteria and pass through 

the same process. One of the most important advantage of blockchain is the internal validation amongst 

blocks themselves, that enable automated checking of the sequence of payments between all parties. 

For instance, one party could act as a data sender for several times during the construction process, so 

all recorded transactions could be identified and check each other, so not to exceed the maximum value 

of the contract and inform the parties about any significant cost overrun for any party.  

Concerning BIM role in the construction stage with blockchain, the contractor (Data sender) should 

check the production output against planned (4D and 5D BIM) to prepare the invoice values and obtain 

the deserved value. Whilst, the client representative uses BIM to check the invoice value. Since all the 

data are centralised in the federated BIM model, it enables all parties to obtain the same information at 

the same time.  

In permissioned blockchain, the privileged party is able to make some parties silent once their work has 

been accomplished, and parties can follow the progress of the project from different geographical 

locations. This confirms the ability of blockchain to support the future of collaborative delivery 
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approaches, such as Integrated Project Delivery (IPD), so that the party is not necessarily available 

throughout the entire project timeline but can follow all progress through checking all new blocks in 

the blockchain. The silent parties will be able to check the uploaded data on the Common Data 

Environment (CDE) to raise the degree of transparency between all parties. As such, the entered data 

into blockchain could be checked whether using federated BIM model by parties or by the client 

representative.  

 

Close out stage  

Once the project is completed, the blockchain can play a key role in closeout stage as the inherent issue 

in preparing the historical cost data for the construction projects. Even though using blockchain enables 

users to export all recorded data, the client can evaluate all parties' progress throughout the construction 

process, in order to have a clear vision regarding selecting future parties in new projects. As such, the 

owner and non-owner parties get several benefits of the final output of blockchain during the close out 

stage, so that the owner can evaluate other parties and non-owner parties can follow their remaining 

rights, such as receiving their accumulative retentions, which can be highlighted on the blockchain 

records to enable detecting the monetary values.   

To conclude the mechanism of the proposed framework, it is an automated platform to receive, validate, 

record and display immutable payments data throughout the entire construction process, once the block 

becomes valid, it cannot be amended, therefore, all non-owner parties’ rights will be kept, which 

potentially reduces the payment claims. Regarding receiving the remaining rights for non-owner parties 

after handing the project, such as receiving retention money, the blockchain remains active to send a 

request based on recorded retention values, and the once the client accepts these values, it will be 

transferred directly to their accounts. Moreover, the proposed framework enhances the estimation 

process in the future projects, through providing a reliable historical cost data. As such, the cost data 

will be sustainable inside the consortium or the business organisation. 

 

Model interoperability  

Figure (1) shows the tasks that should be implemented at each stage. The ordered tasks could facilitate 

the implementation process; therefore, it can be used as a departure point for the industry user in terms 

of determining needed resources and capabilities to employ permissioned blockchain. BIM 

conceptually embedded into the proposed blockchain adoption process in order to build a robust and 

applicable proposal.     
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Figure 1. The automated payment conceptual framework   

Research significance and conclusion 

From the literature review survey, the hyperledger fabric is the most suitable blockchain platform to 

automate the payment through the entire construction delivery stages, that is because; (1) its consensus 

mechanism is modular that enables project parties to build a consistent mechanism according to the 

project conditions (Androulaki et al., 2018, Brandenburger et al., 2018, Dhillon et al., 2017), (2) the 

applicability due to the several cooperation between hyperledger (Linux), IBM, Oracle and SAP, which 

facilitates its implementation (Van Mölken, 2018, Vukolić, 2016).  

Through critical analysis of the previous researches in blockchain within the AEC industry, most of 

these researches focused on building a theoretical foundation that can be used as a departure point in 

order to move forward the application, or developing prototypes to validate proposed researchers’ 

themes and conceptual frameworks.  

As such, this research is an attempt to draw a realistic application to smart contracts through defining 

the requirements before the construction stage such as building the consensus mechanism. In addition, 

the construction stage has been carefully considered within the proposed framework, and the flow of 

data is highlighted (i.e. who is the data sender and receiver). The closeout stage is not enough 

investigated regarding financial issues (Kiprotich, 2014), and most claims raised at this stage, thus, the 

proposed framework includes a list of tasks that should be implemented with smart contracts, whether 

minimising potential claims, or to be used as a mean to resolve the disputes. This could come to the 

reality through exploiting the functionality of smart contracts in order to add more functions and to 

record all types of financial issues (i.e. advanced payments, regular payments and retentions).  
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