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Abstract

This paper presents a novel and cost-effective solution for detecting the islanding condition
at embedded generators using an innovative new type of phase angle detector, the "quasi-
PMU". The method works by checking the synchronism of the embedded generator with
respect to a robust reference location. The method is low cost, effective, and easy to con-
figure using a modern broker based "one-to-many" solution for the telecommunications
needs. The new "quasi-PMU" is validated against appropriate IEEE compliance standards
and shown to be effective in detecting the islanding condition using data obtained by an
experimental study and through simulations. The islanding detection method presented
in this paper is particularly suited to grids with increasingly large dynamic events and fre-
quency excursions arising from lowering system inertia. The authors’ design gives the sys-
tem operator confidence for consistent operation of embedded generation protection. The
method is affordable, reliable and is ready for immediate implementation.

1 INTRODUCTION

Unintentional islanding of embedded generation is a potentially
hazardous condition which puts plant and personnel at risk.
Conventional methods of islanding detection that are in use
today include rate-of-change-of-frequency (ROCOF) and vec-
tor shift (VS) relays. Such techniques were popular and effec-
tive during the 1990s and 2000s when grids operated with large
capacities of thermal generation. At that time, the frequency
dynamics of the large interconnected grid were sufficiently dis-
tinct from that of a small power island to allow reliable discrim-
ination between a grid wide frequency transient and a transient
that was indicative of island formation. This is no longer the
case.

Today’s electricity grids operate with significant capacities of
renewable generation. In contrast to thermal plant, which pro-
vide system inertia through their large rotating mass and syn-
chronous machines, renewable generation such as wind and
photovoltaic (PV) are usually connected by power electronic
interfaces. This results in the displacement of rotational mass
from the grid, reducing system inertia, and thus increasing
the magnitude of frequency excursions [1]. Consequently, con-
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ventional islanding detection technologies can no longer be
depended upon to reliably determine the islanding condition
and to protect embedded generators [2].

The islanding condition can be reliably detected using the
phase angle difference method [3]. This method is analogous to
a wide area "sync check" relay, continuously comparing the volt-
age phase angle at the generator terminals to a robust reference
location. The principle drawback of this method is the need for
an expensive phasor measurement unit (PMU) at the generator.
Combined with telecoms costs, this renders the method unaf-
fordable in many instances.

The authors present a new solution which overcomes the
drawbacks of prior work. The phase angle difference method is
now implemented on affordable low-cost hardware, the "Quasi-
PMU", relieving the need for a conventional PMU. A novel
telecoms solution based on an MQTT broker allows for cost
effective, secure, and reliable distribution of reference data over
any delivery technology, including public internet infrastructure
with minimal configuration complexity. Both aspects of the
system are fully described, and the detector system is evaluated
against relevant transient event and fault scenarios. The detector
is demonstrated to be reliable at islanding detection.
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FIGURE 1 Diagram of a power island. The power island is formed when
the line between A and B becomes disconnected. At the moment immediately
prior to island formation, active power "P" and reactive power "Q" were
imported into the island. The generator remains connected to the utility grid by
the point of common coupling (PCC) breaker. Consequently utility network
loads are being supplied by the embedded generator

In summary, the benefits of this new technique are:

∙ The new detector can reliably differentiate between islanding
events and system wide disturbances, with greater discrimi-
nation than existing technologies.

∙ The phase angle difference method is immune to the prob-
lems arising from lowering system inertia, in particular system
wide transient events.

∙ Low capital cost for the detector equipment, making it com-
petitive with conventional islanding detection methods cost-
ing circa US$300. This contrasts with conventional PMUs
costing an order of magnitude more.

∙ A deterministic protection technique with an open source
reference design, making it possible to audit and qualify the
protection relay for practical use.

∙ Low telecoms bandwidth requirement minimises operational
costs, and maximises choices of delivery technology.

∙ The communication system is easy to configure, secure and
reliable, with failover mechanisms built into the design.

∙ In the event of communications outage, the detector can be
configured to operate as a conventional ROCOF relay.

This paper is structured as follows: In Section 2, the islanding
problem and conventional islanding detection technologies are
described, identifying their operational principle and limitations.
Section 3 describes the islanding detection method employed by
the authors, and Section 4 discusses the new low cost ‘Quasi-
PMU’ detector developed by the authors, which is then evalu-
ated in Section 5. Section 6 describes the telecommunications
requirements and implementation.

2 THE ISLANDING PROBLEM

The term "islanding" refers to the condition when an embedded
generator becomes disconnected from utility dispatched bulk
generation and is synonymous with the term "loss-of-mains".
This condition is of concern when there is potential for the
islanded generator to continue to energise the section of utility
network loads that have become disconnected from the utility
dispatched generation, Figure 1. The point of interconnection
between the generator owner’s premises and the utility network

is referred to as the point of common coupling (PCC). Although
it is permissible for the generator to energise loads within its
owner’s boundary, it is usually forbidden that the generator ener-
gises the utility network. The reasons for this include:

1. Voltage, frequency and power quality regulation is no longer
controlled by the utility.

2. Potential for unearthed operation, leading to incorrect or
ineffective network protection.

3. Risk to personnel safety, especially personnel involved in
fault restoration.

4. Out-of-synchronism reclosure of the embedded generator
onto mains supply when the fault is cleared.

Consequently, many utilities require embedded generators to
be fitted with suitable "islanding", "anti-islanding" or "loss-of-
mains" detection relays. These relays identify that the generator
is no longer connected to the utility dispatched generation, and
open the point of common coupling.

2.1 Conventional methods of island
detection

There are two common methods of islanding detection in use
today, namely ROCOF and VS. Both of these techniques oper-
ate on the principle that there is a power imbalance between the
power island and the utility network at the moment of island
formation. This is indicated by P, Q, in Figure 1. The theory
of operation is that the dynamics of the islanded system, in
response to the change in P and Q, will be characteristically
different to the normal dynamics of the interconnected power
system.

ROCOF and VS relays were designed at a time when the
installed capacity of embedded generation was relatively small,
and power system generation was dominated by large thermal
plant. The large rotating mass of thermal power station alterna-
tor and turbine assemblies contributed significant stored kinetic
energy, or inertia, to system dynamics. The physical response of
a large alternator to a reduction in system frequency is to release
stored kinetic energy (exporting power), or to absorb power and
store energy if system frequency increases. This near immediate
response reduces the magnitude and rate of frequency excur-
sions due to changes in supply and demand.

A ROCOF relay works on the principle that a power island is
much more dynamic than the interconnected utility grid. That is
to say, the rate-of-change-of-frequency, Δf/Δt, at the generator
terminals at the moment of island formation will be significantly
larger than the largest credible Δf/Δt in the interconnected sys-
tem. If the observed Δf/Δt is greater than the relay’s threshold
setting, then islanding is indicated and the PCC will be opened.

A VS relay determines the islanding condition by observing
the period of each cycle of the voltage at the generator terminals.
A step change implies a step in the generator load angle, and the
relay infers that islanding has occurred [3]. Threshold settings
of 6◦ to 12◦ are common [4], but are in effect insensitive to
islanding events. RoCoF is regarded as better able than VS to
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discriminate islanding events [5], and on weak networks VS is
prone to nuisance tripping. In the UK, VS is forbidden on new
embedded generators, and must be removed from all existing
generators by Sept 2022 [5].

Under the conditions for which they were designed, ROCOF
and VS relays worked well. However, in light of changes to the
generation mix in recent years, ROCOF and VS are becoming
less reliable [1, 6].

2.2 Changing generation mix and system
dynamics

The ROCOF relay threshold setting is determined with respect
to the loss of the largest system infeed (generator or inter-
connector). In the 1990s and 2000s, a threshold setting
of± 0.125 Hz/s was common on larger interconnected systems.
On smaller systems, such as the island of Ireland, ± 0.5 Hz/s
was used. Such thresholds are no longer feasible on systems
with low system inertia, with ROCOFs of 1 Hz/s or more now
credible [7]. As a result, the dynamics of the interconnected sys-
tem are no longer distinct from an islanded system. ROCOF
relay thresholds must either be increased, risking that they do
not detect islanding reliably, or operate with regular nuisance
tripping [2]. Maloperation of ROCOF and VS has the led to
cascade tripping of embedded generation and in the worst case
scenario could cause system blackouts.

In recent decades, grids worldwide have seen a dramatic
increase in installed capacity of embedded and renewable gen-
eration. The island of Ireland frequently operates with wind
infeed in excess of 50% and total non-synchronous machine
generation of 65% [8]. Other countries are on a roadmap for
similar renewable energy targets and thus operating conditions.
With fewer thermal generators online, rotational mass and sys-
tem inertia is lowered, and the system becomes more dynamic
in response to changes in loads and fault conditions [6]. Under
these conditions, the loss of even small to medium sized bulk
generation infeeds can cause frequency dynamics in excess
ROCOF and VS relay settings [9]. EirGrid studies indicate that
system wide ROCOF events between 0.5 and 1 Hz/s are cred-
ible under normal operating conditions, and over 2 Hz/s is
possible in certain scenarios [7]. In the UK, Engineering Rec-
ommendation G99 now requires embedded generators to be
equipped with ROCOF protection settings of ±1 Hz/s with a
definite time delay of 500 ms [10]. This is regarded as necessary
due to changing system dynamics, but has the effect of desensi-
tising the generator’s islanding protection.

2.3 Alternative islanding detection methods

Alternatives to ROCOF and VS relays have been proposed in
literature, although they have not seen significant application in
practice [4,11–14]. The alternatives can be roughly categorised
as those which require telecommunications and those which
do not. Of the types which do not require telecoms, promis-
ing approaches are impedance monitoring [15,16] and reactive

power perturbation [17]. The principle of each is to modulate a
signal that should disturb the voltage at the generators terminals,
observe the change in voltage and determine the impedance.
Since these methods are based on disrupting the voltage at
the generator terminals, they are not in favour with network
operators. The harmonic shift method [18] overcomes this
issue, but at the expense of suffering similar issues as ROCOF
and VS.

Methods with make use of telecoms to detect islanding
include comparison-of-ROCOF (COROCOF) [19], differential
ROCOF using PMU [20], power line signalling [21] and inter-
tripping methods [4]. These methods are somewhat binary in
nature and to a lesser or greater extent they require signifi-
cant capital investment in equipment for the protection of each
embedded generator. Alternatively, frequency [22,23] or phase
angle [11,24,25] at the embedded generator may be observed
and compared with respect to a secure location on the utility
network. It is also possible to exploit the correlation between
frequency difference and phase angle difference [26]. Methods
which apply machine learning to synchrophasor data have been
proposed [22,27]. Instrumentation errors affecting synchropha-
sor measurements applied to islanding detection are considered
in [28].

3 PHASE ANGLE DIFFERENCE
METHOD

The phase angle difference method has been described in detail
in [3,29]. In summary, a synchrophasor measurement from a
suitably robust reference location is compared to a synchropha-
sor measurement at the terminals of the embedded generator
being protected. The reference location would be chosen as
somewhere unlikely to be within a power island, for example
a large interconnected substation. Over a period of time, the
nominal offset in phase angle between the reference and the
generator site is determined, including the limits of its variation.
The average offset is calculated by means of a sliding window,
and subtracted from the instantaneous offset. If the result is
within the maximum limits of the variation at that generator
site, then the generator is regarded as being in synchronism with
the utility grid. If the result is greater than the maximum limits
of variation, then the generator is regarded as having become
islanded. The algorithm may be tailored by allowing a threshold
greater than the observed variation, and by adding trip delays
[3]. Practically, this means that if a frequency transient occurs
across the interconnected system, the phase disturbance at
the generator terminals will be small and momentary. If the
frequency disturbance is local to the generator, the phase will
be significantly altered and will exceed the threshold settings.
Figure 2 shows the theory of both scenarios.

Even in the event that power flow across the PCC is zero at
the moment of island formation, the normal variation in utility
frequency by free-governor action will yield a phase angle dif-
ference between the island and utility grid.

The problem with the phase angle difference method is pri-
marily the expense. A typical ROCOF or VS islanding detector
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FIGURE 2 Concept of phase angle islanding detection method. System
wide disturbances do not cause an islanding detection since no significant
phase angle difference (ϕd) develops between the generator (fG) and the
reference (fR). In an islanding event, fG differs from fR, thus ϕ deviates from
nominal. When ϕd reaches the threshold, ϕt, relay output D changes logic level
(after time Td since the start of the event)

retails for circa US$300, but a single PMU costs more than an
order of magnitude more. In addition, a telecommunication
network is required, and traditional synchrophasor protocols
are not readily suited to use on wide area networks (WAN)
without complex configuration of additional network technolo-
gies [30,31]. These problems are addressed by the new work in
this paper.

Previous work has experimentally evaluated suitable thresh-
old settings using a weak section of electrical network in Ireland
[3]. A setting of ± 10◦ with a time delayed trip, and ± 15◦ with
instantaneous trip proved effective. The threshold of ±15◦ is
consistent with a study on the phase variation of wind farms
on the island of Ireland [32]. Other work showed both ana-
lytically & experimentally that ±60◦ could be considered the
safe limit for out-of-synch reclosure of salient pole synchronous
machines [33]. Although ±15◦ should be suitable in many cir-
cumstances, it is possible to determine thresholds for specific
networks by simulation [34].

4 PHASE ANGLE DETECTOR

A PMU is a sophisticated instrument capable of precisely mea-
suring the magnitude, phase angle, frequency and ROCOF of
voltage and current waveforms. For the phase angle difference

~

ϕ

FIGURE 3 Hardware configuration of the phase angle detector. Further
to the external components, the input pins for Int0 and Int1 are configured by
the application software to use internal pull-up resistors. The output of the
generator protected by this device is connected across the "AC" terminals

method of islanding detection, only phase angle is required.
Thus, the method is possible with a simpler phase angle detec-
tor. The authors’ method uses low cost microcontroller hard-
ware, yielding a "quasi-PMU". A prototype is demonstrated
using the "Raspberry Pi" Model 2B [35], although any similar
hardware platform may be used.

The principle of operation is to compare and measure the
time at which the rising edge of the monitored AC voltage wave-
form occurs with respect to a reference impulse. As with a PMU,
the reference impulse is the transition of the second of the UTC
time base. The authors’ prototype uses the 1-pulse-per-second
(1PPS) output of a GPS receiver to yield this. The phase of
the voltage is computed with respect to a theoretical cosine
waveform of nominal frequency, i.e. 50 or 60 Hz. The model
of representing phase is similar to that employed by PMUs as
described in IEEE Std. C37.118.1 [36].

4.1 Phase detector hardware

The hardware of the phase angle detector is described in
Figure 3. The Raspberry Pi Model 2B is in essence a break-
out board for the Broadcom BCM2836 ARMv7 system-on-chip
(SoC). The Raspberry Pi makes available 28 general purpose
input-output (GPIO) pins, power supply rails, serial interfaces,
an Ethernet port, HDMI port, USB ports, 1 GB of RAM and a
microSD card slot for non-volatile storage. The microSD card
also acts as the boot device for the operating system.

The GPIO pins operate at 3.3 V and can read/write Boolean
values. Two pins are used; both configured with internal pull-
up resistors and set as rising edge interrupts. The GPS 1PPS is
applied to Int0. The AC voltage from the generator being mon-
itored is applied to a step-down transformer and then an opto-
isolator. This yields a square wave that alternates in synchronism
with the applied AC voltage, applied to Int1. As implemented in
this manuscript, the bill-of-materials (BoM) for the detector is
circa US$50. This could be reduced if mass produced using a
similar SoC. By comparison, the PMU used in [3] had a BoM of
US$1,200.
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4.2 Phase detector algorithm

The phase angle detector uses a similar model to PMUs to deter-
mine phase angle. In a PMU, the applied waveforms are sam-
pled by ADC, and an algorithm is use to "fit" a model to those
sampled values [37]. The model in question is that the sampled
values represent a cosine function:

x(t ) = X cos(2𝜋 ft + 𝜙) (1)

where x(t) is the instantaneous value at time t, X is the ampli-
tude, f is the frequency, and ϕ is the phase angle of the "best fit"
of a cosine to the sampled values. Various methods of estimat-
ing the model parameters exist, including curve fitting and DFT
methods.

The authors’ method does not use an ADC, so there are no
sampled values to fit the cosine function to. Instead, a timer on
the Raspberry Pi is used to determine the period between each
rising edge of the applied AC voltage and the most recent rising
edge of the 1PPS.

The frequency "f" is readily determined by measuring the
period between successive rising edges of the applied AC volt-
age, i.e. the classical "zero crossings" method.

Since the nominal frequency of the system on which the
detector is to be installed (50 or 60 Hz) will be known, it is pos-
sible to calculate the times as which a cosine wave of nominal
frequency should have a rising edge. These will occur at regu-
lar intervals of 20 or 16.67 ms (50 or 60 Hz), disciplined to the
1PPS signal.

If we understand "t" as being the time elapsed between the
last rising edge of the nominal frequency reference and the
observed rising edge, we know:

0 = X cos(2𝜋 ft + 𝜙) (2)

Allowing that the actual amplitude is non-zero, dividing each
side by X yields:

0 = cos(2𝜋 ft + 𝜙) (3)

Thus,

±
𝜋

2
= 2𝜋 ft + 𝜙 (4)

It is convention that the phase angle of the measured wave-
form is estimated with respect to a sinusoid at the nominal
frequency. Using f0 = 1/T0, and adopting the convention that
cosine leads sine by 90◦, with cosine being symmetrical about
t = 0, yields:

𝜙 = 2𝜋
t

T0
+
𝜋

2
(5)

where t is the period since the last rising zero crossing of a cosine
at nominal frequency (disciplined to Int0) and the observed AC

FIGURE 4 With reference to Figure 3, Vin is the AC voltage applied to
the detector, and Vsq is the voltage at the terminals of the MCU (Raspberry Pi)
after the opto-isolator stage. The time of the rising zero crossings of the
measured voltage is estimated with respect to the rising edge of the 1PPS,
which is regarded as t = 0

voltage rising zero crossing (Int1), and T0 is the nominal period
(20 or 16.7 ms). See Figure 4.

In practice, this function may be implemented by using a
timer that is reset by the 1PPS, and is read when the rising zero
crossing of the measurement waveform occurs (tn). By applying
the modulo function such that tn is the dividend and T0 is the
divisor, will return the value of t required. That is:

t = tn mod T0 (6)

This will yield a new value of t for each rising zero crossing
that occurs. A function is written to report the most recent esti-
mated phase angle equally spaced at the rate of the nominal fre-
quency. This yields compatibility with traditional synchropha-
sors derived from PMUs, reporting at a rate of 50 or 60 Hz.
The message structure of IEEE Std. C37.118.2 may be used if
desired [38].

The algorithm is written in the Python language. Although
there are Python tools to interface with GPIO supplied with
the Raspberry Pi, it was found that the measurement latency was
too large and made the estimator’s operation unreliable. Instead,
the PIGPIO Daemon [39] was employed for its interrupt tim-
ing mechanism, used to provide the Python application accurate
timing measurements.

4.3 Detector validation

Correct and consistent operation of the detector is essential for
reliable detection of the islanding condition. The detector has
been experimentally evaluated using standard compliance tests
under laboratory conditions, and to playback of transient events
captured from disturbance fault recorders installed across the
island of Ireland (Section 5).
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FIGURE 5 Probability distribution of the frequency error and phase
error between two phase detectors having the same 50 Hz tone applied to their
terminal, over a period of 48 h (8.64 million estimations)

4.3.1 Steady-state, pure 50 Hz tone

The same 50 Hz sinusoidal tone from a signal generator was
applied to a pair of detectors for a period of 48 h. This yielded
8.64 million phase angle estimations for each detector which
were stored and analysed for variance. The result is presented
as a probability distribution in Figure 5. The mean of the abso-
lute errors was 0.8 mHz and 0.035◦, with a standard deviation
of 2.65 mHz and 0.003◦. In practical application, noise and har-
monic content would be a more significant factor than the mea-
surement error which has been calculated.

4.3.2 Frequency ramp test

One of the dynamic tests specified in [36] is the frequency ramp
test. A ramp sweeping between 45 to 55 Hz at ± 1 Hz/s was
applied to two detectors. The detector estimations of the first
cycle of the ramp are shown in Figure 6. The area of interest lies
at 10 s, when the ramp changes direction. No significant changes
in frequency or phase estimation error are observed, Figure 7.
This test was repeated for a period of 60 min with no anoma-
lies arising. The estimation errors remain below what would be
attributed to noise in practical application, ± 30 mHz, ± 0.13◦.

4.3.3 Amplitude and phase step test

C37.118.1 also specifies compliance test conditions for step
changes in amplitude and phase angle. Since the phase detector
does not estimate amplitude, the amplitude test is not relevant

FIGURE 6 One-cycle of the frequency ramp test at ± 1 Hz/s between 45
and 50 Hz. The test is applied continuously, changing ramp direction at
intervals of 10 s

FIGURE 7 Frequency and phase error over one cycle of the ramp test.
Note that there is no significant change in error around the change in ramp
direction at t = 10 s

to this design. Step changes in phase angle were applied. Both
detectors behaved in a similar way, so the error remained consis-
tent with the results for the pure 50 Hz tone test. Note that the
frequency estimation was affected by the step in phase, a normal
effect even in conventional PMUs [36]. A change of± 7◦ causes
a momentary error on a single report of approximately ± 1 Hz,
the subsequent report being normal.

5 RESPONSE TO DISTURBANCE
FAULT RECORD

A DFR installed at a major thermal power station, and a DFR
installed at a wind farm, captured the frequency transient shown
in Figure 8 during June 2017. This transient is characteristic of
the loss of a large thermal generator. The DFRs are configured
to capture point-on-wave sampled values during such distur-
bances. These sampled value records have a duration of 600 ms.
The two records were prepared into one file for playback on
an Omicron CMC256plus signal generator. One detector was
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FIGURE 8 Frequency transient observed arising from the loss of a large
thermal generator in June 2017. This chart is obtained from synchrophasor
data. The highlighted region represents the period when two DFR recorded
point-on-wave sampled values, one at a power station, and the other at a wind
farm

FIGURE 9 Frequency and phase error observed between two
"Quasi-PMU" over the course of 600 ms of sampled values obtained from two
DFRs during a frequency transient arising from the loss of a large thermal
generator

connected to V1 channel, and another detector to the V2 chan-
nel. The estimations were captured and compared, and are pre-
sented in Figure 9.

Although the data obtained is short in duration, it is sufficient
to determine that the frequency and phase estimation of the two
detectors is useful for the purpose of islanding detection. The
estimation errors are orders of magnitude less than the phase
thresholds recommended in [3].

It is possible to synthesise an islanding type event by using
the DFR record on one channel of the signal generator, and
creating a set of calculated sample values at the initial frequency
(50.03 Hz) on the second channel. The results of doing so are
shown in Figure 10. Now that there is a consistent sign to the

FIGURE 10 In this case, DFR acquired sampled values have been
applied to one detector, and calculated sampled values at a constant frequency
have been applied to the other detector. The islanding condition is detected at
200 ms

frequency error, the phase error rapidly increases. The detector
is set to a threshold of ± 15◦, as determined by the authors’
previous experimental work [3]. Based on this threshold setting,
the detector will indicate an islanding condition has occurred
after 200 ms.

5.1 Low imbalance across PCC

A common concern regarding conventional islanding detection
methods is that they are reliant on a power flow (P or Q) across
the PCC at the moment of island formation, in order that they
may detect a disturbance indicative of islanding. If there is little
or indeed no imbalance, when conventional ROCOF and VS
relays will not operate. This scenario does not affect the Quasi-
PMU phase difference method.

To validate this, power system frequency and phase angle data
was collected using both the Quasi-PMU and a conventional
PMU for a period of 1 month. The data was analysed to deter-
mine how long it would take the phase difference detector to
operate in the scenario that there was zero power flow across
the PCC at the moment of island formation. In this scenario,
the island is assumed to continue to operate at the same fre-
quency it was at on the moment of island formation. Since the
utility system frequency is continuously varying due to on-going
load-frequency control, a phase difference will emerge. The sce-
nario was stepped through the datasets at 1 min intervals. The
detector is set to trip at ± 10◦. The distribution of ‘trip times’ is
shown in Figure 11. Although the trip times appear long, with
a maximum of 34.28 s and 99% of trips occurring within 25 s,
it is important to note that ROCOF and VS relays would have
failed to trip at all in this scenario. Furthermore, the island is still
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FIGURE 11 Cumulative probability distribution of trip time for the
improbable "worst case" scenario of zero imbalance across the PCC at the
moment of island formation, and the island frequency remaining invariant
from its initial coupled frequency

effectively in phase with the utility during this time. In practice,
such perfect balance with the utility is extremely unlikely. The
island would be expected to diverge from the utility frequency
due to internal load-frequency control. This would hasten the
phase divergence and reduce the trip time considerably.

6 SIMULATED ISLANDING EVENTS

To illustrate the operation of the proposed islanding method-
ology under a number of different dynamic islanding scenarios,
a simulation was constructed using the "DIgSILENT PowerFac-

tory" software. The simulation makes use of the IEEE 9-bus test
system. A graph layout of the 9-bus system is shown in Fig-
ure 12. Generators G1 to G4 are modelled with the TGOV1
governor.

Bus 10 is added to the 9-bus system to represent the "power
island". Bus 10 included the embedded generator, G4, and load,
L10. The power island is formed when the transformer con-
necting between bus 10 and bus 5 is taken out of service.
Throughout the simulations, the islanding is formed at 1 s after
the start of the simulation. G4 has a capacity of 1 MW, and ini-
tially operates with an output of 500 kW.

The simulations are run in the "electromagnetic transient"
(EMT) mode. By doing so, waveform sampled value data is pro-
duced for each bus, generator, and line at a sampling rate of
10 kHz. Simulating 20 s requires approximately 2 min of pro-
cessing time. The simulation operates in steady-state until 1 s, at
which time the various test scenarios are applied.

Figure 13 shows the sampled values of the voltage waveforms
at Bus 5 and Bus 10 around t = 1 s when the tie-line is opened.
Prior to islanding, 100 kW is exported from the island to the
9-bus system. The disturbance is low in magnitude and difficult
to see without mathematical analysis. Figure 14 shows the fre-
quency and ROCOF over the first 5 s of the simulation.

The Quasi-PMU based phase angle difference islanding
detection method is implemented by means of a Python pro-
gramme which operates on the sampled value data created by
PowerFactory. The programme finds the rise edge zero cross-
ings, and by linear interpolation calculates an approximation
of the zero crossing time to the same precision as the hard-

FIGURE 12 Graph layout of the IEEE 9-bus test system with a "power
island" added as Bus 10. The power island consists of embedded generator G4
and load L10. The islanded is formed when tie-line 5–10, highlighted in blue, is
opened

FIGURE 13 Voltage waveforms simulated by "PowerFactory" in EMT
mode. At t = 1 s, Bus 10 islands from the 9-bus system

FIGURE 14 Frequency and ROCOF resulting when the tie-line opens.
The island had been exporting 100 kW to the system
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FIGURE 15 Phase angle of the "quasi-PMU" for island (red) and system
(blue) calculated from sampled value data. Phase angle difference relay trips
when "delta" (green) exceeds the threshold of ±15◦

ware described in Section 4. This allows the phase angle to
be determined in the same way as in Section 4, and the phase
angle difference method is implemented in the same way. The
operation of the islanding detector may be visualised as in
Figure 15.

6.1 Variation in tie-line power transfer

The first simulation scenario considers variations in the tie-line
power transfer at the moment of island formation. Load L10’s
active power, P, is adjusted in the range 300 to 700 kW in
steps of 25 kW. This represents a sweep in active power imbal-
ance of ±200 kW. For each active power setting, the reactive
power, Q, is adjusted in steps of 50 kVar. In total, 85 unique
tie-line power transfer scenarios are simulated. The challeng-
ing in this scenario is when the tie-line transfer tends to zero,
meaning that there is little disturbance at the moment of island
formation.

The full set of simulation results are shown in Table 1. The
median trip time is 0.52 s. The maximum trip time is 5.96 s,
occurring with a tie-line import of 25 kW; this reflects an island
load change due to subtle changes in the island voltage magni-
tude following the moment of island formation. Times greater
than 1 s are highlighted in italics in Table 1. Such trip times
would be considered long based on previous protection prac-
tices. However, compared to contemporary practice, embedded
generators employing G99 ROCOF relay settings [10] would
not have tripped for any of the islanding scenarios in Table 1.
Thus, despite the long trip times when the tie-line power trans-
fer is very small, the phase angle difference method represents
an improvement over incumbent techniques. That is, the phase
angle difference relay will always trip eventually due to nor-
mal variations in system frequency. Note that during the period
between the island forming and the relay tripping, the island is
effectively still in phase with the utility system. Although not
recommended as a standard practice, previous work has shown

TABLE 1 Trip time of new islanding detector set to ±15◦ for variation in
tie-line transfer at moment of island formation

Trip time (s)

Q (kvar)

P (kW) −100 −50 0 50 100

ROCOF

(Hz/s)

−200 0.36 0.36 0.34 0.34 0.34 0.61

−175 0.38 0.38 0.38 0.36 0.36 0.54

−150 0.42 0.42 0.40 0.40 0.40 0.47

−125 0.48 0.46 0.44 0.44 0.42 0.40

−100 0.54 0.52 0.50 0.48 0.48 0.33

−75 0.64 0.62 0.58 0.56 0.54 0.26

−50 0.84 0.76 0.70 0.66 0.64 0.20

−25 1.56 1.14 0.96 0.86 0.78 0.13

0 2.76 5.12 1.76 1.28 1.06 0.07

25 1.08 1.46 5.96 2.76 1.82 −0.07

50 0.76 0.84 1.00 1.32 1.70 −0.13

75 0.6 0.64 0.72 0.78 0.92 −0.20

100 0.52 0.54 0.58 0.62 0.68 −0.27

125 0.46 0.48 0.50 0.52 0.56 −0.33

150 0.42 0.42 0.44 0.46 0.48 −0.42

175 0.38 0.38 0.40 0.42 0.44 −0.49

200 0.36 0.36 0.38 0.38 0.40 −0.56

that islanded generating equipment will tolerate such reclosures
[40,41].

6.2 System-wide transients

It is desirable to confirm that the islanding detector is immune
to system wide transient disturbances. This is simulated using
two scenarios, frequency disturbances due to step changes in
system load and short circuit events.

The islanding detector should remain stable during sys-
tem wide under- and over-frequency transients. This is sim-
ulated by increasing and decreasing the load L6 in the range
0 to 50 MW in steps of 10 MW. Results are presented in
Table 2. In all cases, the islanding detector observed a peak
angle difference less than the threshold setting of ±15◦ and
the detector remained stable. Note that the ROCOF observed
would have caused nuisance tripping of conventional islanding
protection.

The islanding detector should remain stable during system
wide transient events in general. To test this, 3-phase short cir-
cuit faults, cleared after 0.15 s, have been applied to the buses of
the 9-bus system. The results are presented in Table 3. Again,
the islanding detector remains stable. The peak phase angle dif-
ference observed is less than the threshold of±15◦. Once more,
the observed ROCOF is sufficient to have caused nuisance trip-
ping of conventional relays.
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TABLE 2 System wide dynamics arising from load steps

Loadstep

(MW)

Freq. excursion

(Hz)

Peak ROCOF

(Hz/s)

Island det.

angle (◦)

−50 50.21 0.72 1.36

−40 50.15 0.53 0.66

−30 50.09 0.34 0.07

−20 50.05 0.16 0.05

−10 50.04 0.15 0.04

10 49.67 −0.75 −0.10

20 49.60 −0.93 −0.13

30 49.53 −1.10 −0.17

40 49.46 −1.31 −0.23

50 49.38 −1.48 −0.22

TABLE 3 System wide dynamics arising from short circuits

Short

circuit bus

Freq. excursion

(Hz)

Peak ROCOF

(Hz/s)

Island det.

angle (◦)

1 50.31 3.08 −1.62

2 50.23 1.48 −1.09

3 50.18 0.92 −0.88

4 50.52 5.19 −6.12

5 50.18 1.79 −3.50

6 50.16 1.57 −1.53

7 50.23 1.68 −2.65

8 50.18 1.19 −1.37

9 50.19 1.03 −1.11

7 DETECTOR
TELECOMMUNICATIONS

Unlike ROCOF and VS methods, the phase angle difference
method requires telecommunications. The embedded genera-
tor requires a continuous stream of phase angle data from a
robust reference location. The required data rate including secu-
rity and overheads is relatively low, 32.64 kbps (∼11 GB per
month), allowing use of a wide variety of delivery technologies
[42]. Since many embedded generator sites will already have an
Internet connection for diagnostics and control, use of pub-
lic Internet infrastructure will save on operational costs. In all
circumstances, the system must take appropriate cyber security
considerations into account.

Although IEEE Std. C37.118.2 [38] and IEC 61850-90-5 are
effective for synchrophasor communication in the substation,
they are not natively suited for use over wide area networks
(WAN). Mass adoption of the phase difference method will
require ‘one-to-many’ distribution of data to multiple embed-
ded generators, and choices of robust reference location which
are electrical close to the embedded generator.

The design requirements for the telecoms systems are:

∙ Cyber secure transport of reference phase angle data.
∙ Bandwidth efficient for limited connections, e.g. cellular.
∙ Mechanism to subscribe to a choice of reference locations.
∙ Must work over common delivery technologies, including the

generator owners’ public Internet service, and handle inter-
ruptions to the flow of reference data.

The authors’ preferred method is to use a broker based
publish/subscribe protocol, and they have implemented such
a system using MQTT [43]. MQTT utilises a central broker for
message queue management. Data sending devices, namely the
PMUs at reference sites, publish their data to a specified ‘topic’
managed by the broker. Data consumers, namely the ‘Quasi-
PMU’ based islanding detectors at generator sites, subscribe to
the topic that is most relevant to them. This will normally be
chosen based on electrical proximity. References messages are
received by the detectors in close to real-time as they are sent.
There is no limit to the number of subscribers on a topic. A
particular advantage of MQTT is the low overhead it adds to
message payloads. The MQTT broker adds approximately 5 ms
of latency to the message delivery [44]. Over public internet,
latency of 50 ms or less is readily achievable [42]. Present
ROCOF relays calculate Δf/Δt over a period of 500 ms [5], thus
the telecoms delay overhead is an order of magnitude lower.
The phase angle difference algorithm takes < 1 ms to compute
once data is available.

7.1 Security, encryption and authorisation

To protect against modification of data in transit, it is recom-
mended to encrypt the phase angle reference data using TLS
[45], which MQTT natively supports. This mechanism encrypts
the entire communications channel end-to-end which protects
the data stream contents from being intercepted or modified.
Access authorisation to the broker and the broker topics may be
provisioned in a number of ways including through use of pass-
words, certificates or tokens. Tokens, such as OAUTH2 [46], are
recommended for a machine-to-machine environment such as
this islanding detector application.

7.2 Message size and bandwidth

The islanding detector requires only the phase angle and the
time at which it was estimated from the reference site for oper-
ation. This allows for a bit efficient message structure. Allow-
ing a resolution of 0.01◦ yields a 2-byte (16-bit) field for phase
angle. PMUs represent time with a 4-byte "second-of-century"
(SOC) and 4-byte "fraction-of-second" (FRACSEC) structure
[38], yielding 8-bytes. MQTT adds a 2-byte fixed overhead, and
TLS security adds a 56-byte overhead. Note that the device iden-
tification is inferred from the message topic, which is included
in the header of each message; a 1-byte identifier is used in this
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case. The payload per message is thus 68-bytes, or at 60 Hz a
data rate of 32.64 kbps. Operating continuously, this yields a
monthly data throughput requirement of ∼11 GB. This is a rel-
atively small amount of data for a fixed broadband Internet ser-
vice, and on the lower end of cellular data plans. At the time of
writing, several cellular service providers offer 12 GB per month
data plans at £10 (US$13) or less per month.

7.3 Reference sites and configuration

Conventional PMUs can be used to provide the reference data
by means of middleware to convert from the IEEE C37.118.2
message to that required by the islanding detector and publish
to the broker.

Configuration of the islanding detectors is simplified for the
end user by accessing the broker via a domain name. The gen-
erator owner would set the detector to connect to a URL,
for example mqtt://islanding.mylocalutility.org, and provide a user-
name/password to authenticate. A list of topics would allow the
user to connect to an appropriate reference site. A configuration
topic could also be provisioned to allow the utility responsible
for the broker to send configurations to the detector. This could
be useful when field personnel are not trained in configuring
networked communication devices.

7.4 Communication failure

MQTT has a number of intrinsic reliability mechanisms. When
a TCP connection is established to the MQTT broker by a pub-
lisher or subscriber, the TCP session remains "open" indefi-
nitely; not only does this reduce latency by eliminating the delay
caused by initial TCP establishment, it also provides a method
for the broker to detect if a publisher (reference site) discon-
nects unexpectedly. This allows for a "last will and testament"
message to be sent to all subscribed devices (islanding detectors)
if they are subscribed to a publisher that disconnects prema-
turely. The islanding detectors can be instructed to "failover" to
an alternative reference site. It may be desirable for larger gen-
erator sites to always obtain data from multiple reference sites,
allowing for seamless failover. This is achieved by subscribing to
two or more reference site topics.

In the event that the communication outage is local to the
generator, or that no suitable reference site is available, the
detector will failover to a conventional ROCOF relay mode.
Specific threshold settings can be sent to the islanding detectors
using the "last will and testament" message, and will be applied
in the event the session with the broker is lost.

7.5 Suitability for highly scalable
deployment

MQTT can be considered as a "client-to-client" communication
protocol, facilitated through an intermediary brokerage system
that filters and logically "routes" messaging. Considering this,

the broker element of the system requires careful consideration.
All MQTT brokers will implement the various security and reli-
ability mechanisms that are inherent to the underlying proto-
col specification, but higher-level availability and reliability func-
tionality is often added as additional features by the developers
of specific implementations of MQTT broker.

One commonly employed addition is a clustering function-
ality. This is where multiple brokers are added into a common
MQTT broker cluster. The broker used by the authors for test-
ing, EMQ [47], is one of several MQTT broker systems that
offer this functionality. Clustering allows a high-level of avail-
ability to be achieved by providing alternate redundant routes
for publishing or subscribing clients to send or receive messages.
Additionally, it allows for availability to be further improved by
utilising this same mechanism in order to balance resources;
ensuring no single server or communication link becomes satu-
rated, which would likely lead to noticeable performance degra-
dation. Cluster-based broker systems can be configured to scale
automatically, if "elastic compute" services are utilised.

In practical use, clustering functionality does require the sup-
port of additional services outside the broker clusters. High-
availability proxy systems, such as "HAProxy" [48] or "Nginx"
[49], which essentially act as "single points of contact" for pub-
lishing or subscribing clients, can forward individual MQTT
connections to brokers within the cluster based on a variety
of metrics, such as cluster load, link latency etc. This func-
tionality can be enhanced even further by adding DNS-based
high-availability on top of this. If an organisation can manage
their own DNS servers locally, or even on cloud-based systems,
then they can modify the DNS records TTL timeouts, and even
have active DNS monitoring, so that fully-qualified domain
names can be resolved to secondary, or backup IP addresses.
This mechanism can be used for failover, resource-based load-
balancing, or even geo-based forwarding, which can be very
useful in selecting "best available routes" if sensor systems are
deployed across large geographic areas.

With these systems in place, MQTT-based metrology sys-
tems can achieve a high level of resiliency, even using standard
Internet connections.

8 CONCLUSION

This paper has presented a novel means of implementing the
phase angle difference method of islanding detection in a man-
ner which does not require conventional PMU equipment, thus
overcoming the issue of cost in previous work in this area. The
"quasi-PMU" presented shows the potential to create a com-
mercial detector with a very low bill of materials. A pair of such
detectors has been validate using appropriate PMU standards,
and shown to be stable during playback of a system wide fre-
quency disturbance captured by DFR. Simulation studies have
validated the approach under various tie-line power transfers
and system wide transient events.

The authors’ have implemented an MQTT broker for distri-
bution of reference data, and show that it is bandwidth efficient,
easy to configure and allows application of security mechanisms.
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Crucially, it enables failover mechanisms to enhance the island-
ing detector reliability. Future work will address matters of
reliability engineering, including failover mechanisms for select-
ing backup reference phasor locations. This would benefit from
an integrated protection coordination approach.

Phase angle difference islanding detection overcomes the
issues affecting ROCOF and VS on electrical grids with low and
lowering inertia, and in particular alleviates issues of desensitisa-
tion of loss-of-mains relays arising from requirements for wide
ROCOF thresholds. This paper has shown that application of
phase angle difference islanding detection is now affordable and
practical.

The authors consider that the measurements made by the
quasi-PMU will have applications in other novel emerging areas
of distribution network control, for example management of
DERs [50] and control of inverters [41], where cost effect
alternatives to conventional measurement devices will assist the
business case. The authors welcome enquiries for novel applica-
tions of the technique.
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