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Special Session-Dynamically Configurable Physical
Unclonable Function based on RRAM Crossbar

Abstract—Physical unclonable function (PUF) has been an
effective solution for hardware security with the popularity of the
internet of things (IoT). Due to low power consumption and high
area efficiency, an emerging nonvolatile memory, resistive random
access memory (RRAM) based PUF designs have attracted many
attentions. Due to the bottleneck in the existing RRAM PUFs that
it can not be fully compatible with the memory architecture, a
dynamically configurable PUF based on the mainstream RRAM
crossbar is proposed in this paper. Utilizing the device-to-device
variation of the RRAM resistance, abundant challenge-response
pairs (CRPs) are generated with a flexible configuration of
an RRAM crossbar. Furthermore, different from the existing
RRAM-based PUF designs, the proposed RRAM PUF can be
dynamically configured between a memory cell and a PUF
cell, without requiring additional sense circuits, leading to a
minimal design overhead. The simulation results show that the
proposed PUF exhibits good performance with a high uniqueness
and reliability. Moreover, it achieves a great resistance against
machine learning (ML) attack.

Index Terms—Physical unclonable function (PUF), resistive
random access memory (RRAM), RRAM crossbar, dynamically
configuration

I. INTRODUCTION

DUE to the ubiquity of IoT and cloud computing, the
edge devices encounter big challenges of security threats.

Most keys are stored in non-volatile memories (NVMs), and
physical attacks, such as side channel analysis, can easily
reveal the keys. Therefore, IoT devices are in demand of a
more secure key storage method to protect the security of the
system.

As a promising hardware security primitive, PUF, which
uses manufacturing process variations introduced by the
changed fabrication process of an integrated circuit (IC),
has got a fast development with the explosive growth of
electronic devices in recent decades [1], [2]. PUFs are based on
challenge-response pairs (CRPs) to implement authentications
by comparing CRPs in a database with that of a PUF circuit.
According to the number of CRPs in a PUF, PUFs can be
generally categorized as weak PUFs and strong PUFs. The
number of CRPs in a strong PUF increases exponentially,
while the number of CRPs in a weak PUF is small, e.g.,
only one in most cases. Strong PUFs are normally utilized for
device authentications [3], [4], and weak PUFs are commonly
used for key generation [5], etc.

RRAM is a state-of-the-art memory architecture for novel
PUF designs [6], [7]. However, the effects, such as instability,
retention loss or thermal sensibility of the resistance transfor-
mation of RRAM during the write process, may give a rise to
bit-flippings in a response generation phase. When applying

a precise voltage, one-transistor-one-RRAM (1T1R) cells set
half 1T1R cells to high-resistance state (HRS) and others to
low-resistance state (LRS) to generate the random key, which
are vulnerable to various supply voltage and environment tem-
perature [8]. The basic cells, e.g., one-transistor-two-RRAM
(1T2R) and tow-transistor-two-RRAM (2T2R) cells require
more circuits to generate the same number of response bits
[9]. Comparing the resistance of two RRAMs from different
arrays can generate a low bit error rate response. However, the
mismatch of sense amplifier and the variations of symmetric
cells between different arrays may generate bias, i.e., a bias of
the number of ‘1’ or ‘0’ [10]. A strong PUF structure using
the RRAM/CMOS hybrid circuits was proposed to achieve a
significant number of CRPs [11]. The usage of multiplexers or
inverters increases the randomness of RRAM PUFs. However,
the additional and dedicated circuits also increase the hardware
resource consumption. Although RRAM is widely utilized to
memories [12], the compatibility of RRAM PUFs with the
memory architectures is stil unknown.

In order to address the above challenges in RRAM PUFs,
a dynamically configurable PUF design based on the native
instability of RRAM crossbar circuits is proposed. Utilizing
the device-to-device (D2D) variation of an RRAM, the pro-
posed RRAM PUF design can generate a significant number
of CRPs. It generates responses by comparing the resistance of
different combinations of RRAMs, which can generate more
than 238 CRPs in a 32 × 32 (1kb) RRAM array. Owing to
the sneak current in RRAM crossbar, the relationship between
the challenge and response is nonlinear. Hence, the RRAM
PUF features high resistance against ML attacks. Furthermore,
based on 1T1R crossbar scheme, the RRAM PUF is compati-
ble to mainstream RRAM-based memory architectures without
requiring additional peripheral circuits, and all RRAMs can
be dynamically configured from a PUF cell to a memory
cell, or vice versa. This makes the RRAM array can be
reused by memory or PUF, leading to minimal circuitry
overheads. Through the National Institute of Standards and
Technology (NIST) tests, the true randomness of the proposed
PUF using self-directed channel (SDC) RRAMs is validated,
and the simulation results demonstrate a high uniqueness and
reliability of the proposed RRAM PUF.

The rest of this paper is organized as follows. In Section II,
the randomness source of RRAM, which is used to implement
configurable RRAM PUF, is described. Section III elaborates
PUF design and dynamically configurable scheme. Section IV
gives the performance results of the proposed PUF. And a
conclusion is provided in Section V.



II. CHARACTERISTIC OF RRAM

An RRAM is one of the emerging NVMs that are exten-
sively applied in industrial developments [13]. RRAM devices
are based on redox or electronic, in which the metal-ion
based SDC RRAM is relatively new [14]. Silver ions move
in the cracks between the electrode of SDC RRAM, and
the resistance is tunable by applying a positive or negative
potential. SDC RRAM has a high endurance, analog state
retention and low switch voltages. There are two tunable
resistance states of an RRAM: LRS and HRS for memory
applications, and an RRAM can persist at any resistance state
without requiring power. By applying the pulse of appropriate
amplitude that is more than a threshold voltage, an RRAM
can repeatedly switch between these two resistance states. The
operation which changes the state of the RRAM from HRS
to LRS is defined as RESET. The operation, which changes
the state of RRAM from LRS to HRS, is defined as SET. In
this paper, the LRS is a logic ‘0’, and the HRS is a logic ‘1’.
The structure of a 1T1R cell, that uses the NMOS transistor
as a selected device, is shown in Fig. 1(a). SDC RRAM,
equipped with tungsten (W) as the dopant to enhance and
optimize device properties, changes its resistance by restricting
the movement of silver (Ag) ions into a chemically created
channel. Fig. 1(b) presents the switch of RRAM resistance
states between HRS and LRS by RESET and SET operations.
When the applied voltage exceeds the backward threshold
(approximately -0.11V), the RRAM will switch to the HRS
abruptly by a RESET operation.
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Fig. 1: (a) The typical structure of a 1T1R cell that uses an
NMOS transistor. (b) The switch process between the LRS
and HRS of a RRAM.

Since there is a tendency that Ag agglomerates with other
Ag atoms, the RRAM resistance will change by adding or
removing Ag from the agglomeration sites within generated
channel, and the number of Ags determines the RRAM
resistance of LRSs and HRSs. Due to manufacture process
variations, the number of Ags in RRAMs differs which leads
to the variation of the RRAM resistance. Therefore, there are
significant device-to-device (D2D) and cycle-to-cycle (C2C)
variations in RRAMs. For example, as shown in Fig. 2(a),
when a SET or RESET operation is applied, the RRAM
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Fig. 2: (a) The D2D variation of a RRAM, providing an
entropy source for PUFs. (b) The C2C variation of a RRAM,
which can refresh PUF instances.

resistances of the LRS or HRS are different. The median of
LRS resistance is about 3.57𝑘Ω, while the median of HRS
resistance is about 126𝑘Ω. The distributions of both LRS and
HRS resistance are in a wide range, which provide suitable en-
tropy sources for the response generation of a PUF. Moreover,
in different cycles, the resistance of the same RRAM fluctuates
considerably. One cycle includes a switch operation between
LRS and HRS. Fig. 2(b) gives the resistance variation of an
RRAM in different cycles and the RRAM resistance varies
dramatically and unpredictably. The C2C variation endows
the proposed RRAM PUF with unique configurability and
provides an approach to refresh PUF instances. Most existing
RRAM PUFs are constructed by 1T1R, 1T2R, 2T2R cells, or
RRAM crossbars. Two common mechanisms are utilized to
generate random responses including the transformation of two
different resistance states for weak PUFs, and the resistance
comparison of the same state for strong PUFs. Regardless of
the mechanism, there is a uniform implementation approach,
firstly applying the same voltage to induce the same transfor-
mation process to each RRAM, then performing the resistance
sensing procedure, which compares the resistance values of the
RRAM with a reference or another RRAM.

III. PROPOSED DYNAMICALLY CONFIGURABLE PUF
BASED ON A RRAM CROSSBAR

A. Architecture and Dynamically Configurable Scheme of the
RRAM PUF

The proposed RRAM PUF is designed to be compatible
with a normal memory structure. Based on RRAM crossbar,
the architecture of the proposed dynamically configurable PUF
is shown in Fig. 3(a), which includes a 1T1R RRAM crossbar
array, a row/column decoder, a timing control circuit and a
sense amplifier (SA). Fig. 3(b) shows the RRAM crossbar with
three types of control lines, 𝑊𝐿, 𝑊𝐿𝐵 and 𝐵𝐿. By applying
the bias voltage to the 𝑊𝐿𝐵 and 𝐵𝐿, the RRAMs can be
flexibly switched to the LRS (or HRS) after SET (or RESET).
The 𝑊𝐿 lines, connected to the gate of NMOS transistors
in the same rows, are used to enable or disable the NMOS
transistors. Before SET or RESET process, the 𝑊𝐿 should be
enabled. To avoid an entropy loss and unstable bit flip during
the response generation process of the PUF, an offset-tolerant
current-sampling-based SA is adopted [15]. The schematic
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Fig. 3: (a) Schematic of the proposed dynamically configurable
PUF which includes RRAM crossbar circuit and complete
peripheral circuits. (b) Schematic of the RRAM crossbar
circuit with three types of control lines, i.e. 𝑊𝐿, 𝑊𝐿𝐵 and
𝐵𝐿. (c) Schematic of the SA with an offset tolerance for a
small-cell-current read.

of SA, which is used to implement the read process of the
PUF cell and memory cell, is shown in Fig. 3(c). The SA
samples the current and amplifies the current difference across
operating phases using the same MOS device, i.e. M1 and
M2. Therefore, it can implement the 𝑉𝑇 𝐻 -independent current
sampling schemes for different 𝐼𝑟𝑒 𝑓 and 𝐼𝑐𝑒𝑙𝑙 inputs. The
current fed into the SA from either RRAM cells or voltage-
controlled current source is selected by 𝑠𝑤𝑖𝑡𝑐ℎ5 (𝑆5) and
𝑠𝑤𝑖𝑡𝑐ℎ6 (𝑆6).
𝑆5 of the proposed PUF design should be enabled, while

𝑆6 should be disabled in Fig. 3(c). Two column currents
of the RRAM crossbar are selected to feed into SA. The
read current 𝐼𝑐𝑒𝑙𝑙 of the 𝑅𝑅𝐴𝑀𝑃1 is compared with 𝐼𝑟𝑒 𝑓
of the 𝑅𝑅𝐴𝑀𝑃2 through the SA, and a 1-bit PUF response
is generated by comparing the magnitude of two currents.
Since the resistance distribution of RRAMs is wide, the current
difference is large enough to generate stable PUF responses
and no post-processing is required. For a generated memory,
𝑆5 should be disabled, while 𝑆6 should be enabled. The SA is
fed with the currents of the RRAM and current source to read
the resistance state of the RRAM. By comparing the current
magnitude of the RRAM with 𝐼𝑟𝑒 𝑓 of the current, whether
the selected RRAM is in HRS or LRS can be read out, and a
memory bit can be generated based on the logic state of the
RRAM. The reference current should be tuned to a suitable
magnitude, which can be searched automatically by calculating
and minimizing the bit error rate (BER), to distinguish LRS
and HRS.

Furthermore, based on the proposed PUF, the RRAM be-
comes fully configurable between a PUF cell and a memory
cell, enabling the functions of both PUF and memory, as
shown in Fig. 4. The RRAM array1 (𝐴1) is firstly used as
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Fig. 4: The dynamically configurable scheme between a PUF
cell and a memory cell which share the same SA circuit. If
the CRPs of a PUF cell have exhausted, a new PUF cell can
be rebuilt from other memory cells.

PUF cells, while the other arrays are used as memory cells.
If the CRPs of the PUF cell have exhausted or the PUF cell
have been attacked and insecure, the PUF cell can transfer to
other RRAM arrays. For example, if the CRPs of PUF cell
in 𝐴1 have exhausted, it can be configured as a memory cell
and store the data from 𝐴2. Then, 𝐴2 can be configured as a
PUF cell to generate responses. The RRAM array in any size
for memory cells can be used as a PUF. Therefore, according
to the requirements of PUF applications, RRAM arrays with
a sufficient size can be used as a PUF, which minimize the
circuit overhead and improve the device utilization rate.

B. Configurable Scheme and Exploiting Sneak Paths to En-
hance Security of PUF
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The proposed RRAM PUF generates a 1-bit response by
comparing the current of two columns. Therefore, it is a
flexible and configurable scheme, and any number of RRAMs
in the column can be selected, as shown in Fig. 5. The
transmission gate is used to be the row selector (RS), and the



column selector (CS) is based on a 4-transistor structure. A
single bit response is generated in a 96-bit challenge. Since the
HRS resistance is larger than that of the LRS, and the HRS can
also reduce the power consumption. Hence, the RRAM should
be configured as an HRS by a RESET operation before the
generation of a response. The 32-bit challenge (𝐶𝑏𝑖) uniquely
determines which two columns are enabled, and another 32-bit
challenge 𝐶𝑏𝑖𝑎 is used to determine that the current of column
feed into 𝐼𝑐𝑒𝑙𝑙 or 𝐼𝑟𝑒 𝑓 of SA. The remaining 32-bit challenge
𝐶𝑤𝑖 enables the rows to select any number of RRAMs, and
all unselected rows and columns are floated. Therefore, the
number of CRPs generated based on 1kb RRAM crossbar is∑ (32

𝑚

) (32
2
)
, and it is more than 238 for 𝑚 = 16.
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When the bias voltage is applied on the selected rows
and the unselected rows/columns in the array are floated,
the sneak currents will flow through the entire RRAM array,
as shown in Fig. 6. As for the enabled row and columns,
the crossed RRAM is selected, while the RRAMs is half-
selected in the single enabled row or column. Therefore, apart
from the entropy of RRAM resistance, the more randomness
of abundant sneak current can be utilized to enhance the
security of the PUF. However, such sneak current influences
the accuracy of the read-out sense, which is detrimental to
memory applications [16]. By using a selector device, such as
a transistor, the affection of the sneak current can be mitigated
[17]. Therefore, the NMOS transistors of the PUF are enabled
all the time, while in the memory process, the read scheme
based on sneak current compensation can be adopted using
the NMOS transistors [18].

IV. SIMULATION RESULTS

The performance of a PUF can be evaluated by some
metrics, such as uniformity, uniqueness, reliability and ran-
domness [19], which are adopted to evaluate the performance
of the proposed RRAM PUF. The compact Spice model of
SDC RRAM from [20] is used in the simulation. Uniformity
measures the probability of ‘0’ and ‘1’ in the response,
representing the randomness of generated bits. The ideal value

of uniformity is 50%. The uniqueness indicates the differences
between the responses of different PUF instances, and its ideal
value is 0.5. Reliability measures the ability of a PUF to
regenerate response with the same challenge and the ideal
value is 0. Moreover, the randomness of a PUF is evaluated
by using NIST SP800-22 statistical test suite [21].

A. Uniformity and Randomness

The spectral pattern of collected 100 128-bit responses
is shown in Fig. 7(a). The distribution of ‘0’ and ‘1’ is
random and homogeneous, and there is no apparent spatial
correlations. From the generated responses, the uniformity can
be analyzed and calculated by percentage Hamming Weight
(HW):

𝑈𝑛𝑖 𝑓 𝑜𝑟𝑚𝑖𝑡𝑦 =
1
𝑛

𝑛∑︁
𝑖=1

𝑟𝑖 × 100% (1)

where 𝑟𝑖 is the 𝑖-th bit of an 𝑛-bit response. Fig. 7(b) shows the
uniformity result of different PUF instances. It can be observed
that the maximum deviation of the uniformity result from 50%
for the 10 PUF instances is 0.04%, and the mean value is
49.99%, which represents that the probability of ‘0’ or ‘1’
generated by the PUF is close to an ideal value, 50%.
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Fig. 7: (a) The spectral pattern of the collected 100 128-bit
responses. (b) The uniformity of 10 different PUF instances.

Additionally, the 10Mb response is collected and fed into the
NIST SP800-22 statistical test suite [21]. The NIST test results
are summarized in TABLE I. “P-value > 0.01” represents that
the test data passes the corresponding test item. As seen in
TABLE I, the proposed RRAM PUF passes all the listed NIST
statistical tests, which verifies the excellent randomness of the
proposed PUF.

B. Uniqueness, Reliability and Security

The uniqueness measures the difference between two re-
sponses of different PUF instances with the same challenge,
which indicates the capacity of a PUF to distinguish a partic-
ular instance from others. Uniqueness can be can calculated
by the inter-chip Hamming Distance (HD) and defined as:

𝑈𝑛𝑖𝑞𝑢𝑒𝑛𝑒𝑠𝑠 =
2

𝑁 (𝑁 − 1)

𝑁−1∑︁
𝑢=1

𝑁∑︁
𝑣=𝑢+1

𝐻𝐷 (𝑅𝑢 , 𝑅𝑣 )
𝑛

(2)

where 𝑅𝑢 and 𝑅𝑣 respectively represent the 𝑛-bit responses
of two chips, 𝑢 and 𝑣, 𝑢 ≠ 𝑣, with the same challenge, and



TABLE I: NIST SP800-22 STATISTICAL TEST RESULTS
OF THE PROPOSED RRAM PUF.

NIST Test 800-22 Prop. P-Value Pass?

Frequency 99/100 0.452424 Yes
Block Frequency 100/100 0.276526 Yes
Cumulative Sums 100/100 0.526778 Yes
Runs 98/100 0.725467 Yes
LongestRun 100/100 0.267653 Yes
Rank 98/100 0.862543 Yes
FTT 99/100 0.476525 Yes
Universal 98/100 0.254657 Yes
ApproximateEntropy 99/100 0.265768 Yes
*NonOverlapingTemplate PASS PASS Yes
OverlapingTemplate 99/100 0.326572 Yes
*RandomExcusions PASS PASS Yes
*RandomExcusionsVariant PASS PASS Yes
*Serial PASS PASS Yes
LinearComplexity 98/100 0.724325 Yes

* There are more than one sub-tests in this item.

𝑁 is the total number of tested PUF instances. According to
Eq. (2), 200 128-bit responses generated by 20 PUF instances
with 10 responses from each PUF instance is used to evaluate
uniqueness. Therefore, based on total 200 128-bit responses,
there are

(200
2
)
= 19900 pairs of 128-bit responses for the

calculation of the HD. Fig. 8(a) shows the histogram of the
HD of 10 PUF instances, and provides the best-fit Gaussian
distribution curve. The mean ` and standard deviation 𝜎 are
0.4999 and 0.0186, respectively.

In order to measure the efficiency of the proposed RRAM
PUF in regenerating the response bits with the same chal-
lenge, the reliability which is calculated by the intra-chip HD
between two responses of the same PUF, is used to evaluate
it. The intra-chip HD is expressed as follows:

𝑅𝑒𝑙𝑖𝑎𝑏𝑖𝑙𝑖𝑡𝑦 =
1
𝑁

𝑁∑︁
𝑢=1

𝐻𝐷 (𝑅𝑣 , 𝑅𝑣,𝑢)
𝑛

(3)

where the same challenge is applied 𝑁 times to generate
responses, 𝑅𝑣 is the 𝑛-bit standard response and 𝑅𝑣,𝑢 is the
𝑢-th sample of 𝑅𝑣 . The 128-bit responses are generated by
10000 times with the same challenge. The reliability results are
plotted in Fig. 8(b), and it can be observed that the mean ` and
standard deviation 𝜎 are 0.00074 and 0.00019, respectively.
Moreover, the relationship between the inter and intra HDs is
presented. As seen in Fig. 8(b), the distance between the inter
and intra HD is calculated to be ∼676×, which shows a low
Fault Failure Rate (FFR) and a Fault Acceptance Rate (FAR).

To further measure the resistance of the proposed PUF
against ML attack, the online libraries LIBLINEAR and LIB-
SVM are used [22]. Based on the training of 80% CRPs and
validation of 20% CRPs, the prediction rate of ML attack to
the RRAM PUF is shown in Fig. 9. The prediction accuracy
of ML attacks are close to the ideal value, 50%, indicating that
the proposed PUF has a strong resistance against ML attacks.
The performance of the proposed PUF is summarized and
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responses. (b) The uniqueness and reliability distributions of
the proposed RRAM PUF.

compared with previous designs in TABLE II. The proposed
RRAM achieves excellent randomness and reliability, and it
features the great resistance to ML attack, which well-verifies
the superior security.
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Fig. 9: The predictability of the ML attack to the proposed
RRAM PUF.

V. CONCLUSION

In this work, a dynamically configurable PUF based on the
RRAM crossbar has been proposed. Using the D2D variation
of a RRAM, the proposed PUF can generate a significant
number of CRPs with different combinations of current paths.
Additionally, the RRAM can be dynamically configured from
a PUF cell to a memory cell, reducing the circuitry overhead.
The proposed PUF achieves a high randomness and reliability,
enabling a potential for lightweight IoT application. The
sneak current in a RRAM crossbar enhanced security, and
the proposed PUF is resistant to ML attacks. The proposed
RRAM PUF shows good uniformity, uniqueness, and reliabil-
ity results.
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