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Abstract—In this paper, we consider a mobile edge computing
(MEC)-based secure computation offloading system, and design a
practical multi-eavesdropper model including two specific scenar-
ios of non-colluding and colluding eavesdropping. Furthermore,
we design a requirement satisfaction model by exploring practical
variations in user request patterns for security provisioning,
delay reduction and energy saving. Based on these, we propose
a satisfaction-maximized secure computation offloading (SMax-
SCO) scheme, and then formulate an optimization problem
aiming at maximizing users’ requirement satisfactions subject
to secrecy offloading rate, tolerable delay, task workload and
maximum power constraints. Since the optimization problem is
nonconvex, we present an efficient successive convex approxi-
mation (SCA)-based algorithm to obtain suboptimal solutions.
We demonstrate that the proposed SMax-SCO scheme achieves
a significant improvement in security performance and require-
ment satisfaction compared with existing schemes. Moreover, we
conclude that SMax-SCO can resist eavesdropping attacks of
multiple eavesdroppers and even colluding eavesdroppers.

Index Terms—Mobile edge computing (MEC), computation
offloading, multiple eavesdroppers, security provisioning, delay
and energy consumption

I. INTRODUCTION

THE past decade has witnessed explosive demand for
Internet of Things (IoT) networks to support a large num-

ber of computation-intensive applications such as autonomous
driving, interactive gaming, and augmented reality [1, 2]. Such
applications usually require large amounts of computation
resources, which is challenging to mobile devices with limited
computing capabilities [3]. Mobile edge computing (MEC)
has been proposed to address this challenge by deploying
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MEC servers at wireless access points (APs) to provide high
computation resources at the IoT network edge [4]. MEC
enables mobile devices to offload their computation tasks via
wireless transmissions to the APs for efficient execution [5].
Specifically, by exploiting the large amounts of computation
resources available at APs, MEC can support a variety of
emerging computation-intensive applications and bring sig-
nificant benefits to users, such as lower service delay, lower
energy consumption and better quality of experience (QoE)
[6, 7].

In MEC-based computation offloading systems, there are
two offloading modes, namely binary and partial offloading
[8]. In binary mode [9], the computation tasks are indivisible,
and each user can either complete them using local computing
or offload them entirely to the MEC server for processing. In
partial mode [10], each user can divide their computation tasks
into two parts, which can be processed in parallel by offloading
one part to the MEC server and completing the other part
using local computing. In this paper, we consider the more
general and flexible mode of partial offloading. Computation
offloading in MEC systems with partial offloading requires
careful allocation of various wireless resources (e.g., transmit
power, bandwidth and computing resources) and offloading
rate [11]. It is known that different task offloading require-
ments correspond to strikingly different resource allocation
solutions [12]. For mobile users, security provisioning is
an essential prerequisite for MEC-enabled applications, and
service performance regarding processing delay and energy
consumption is important to promote effective long-term task
offloading for IoT users.

Security provisioning is essential due to the broadcast nature
of wireless communications, where the computation tasks
offloaded from mobile devices to APs via wireless channel
could be overheard by malicious attackers nearby [13-15].
Moreover, traditional cryptographic techniques are challenging
to implement in mobile devices with limited computing ca-
pacities [16]. Against this background, extensive studies have
explored the advantages of physical layer security (PLS) [17,
18]. PLS aims to reinforce the security of communication
systems by exploiting differences in channel conditions be-
tween each legitimate user and eavesdropper, which is a viable
solution to guarantee the security of wireless offloading [18].
Unlike encryption-based algorithms, the security metric for
PLS does not rely on any computationally expensive encryp-
tion techniques. In other words, the secrecy level provided
by PLS will not be compromised by the mobile devices’
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limited computation resources [19]. Recently, many works on
MEC-based computation offloading consider eavesdropping
attacks and exploit the nature of wireless channels in PLS
to enhance security [4, 5, 20-26]. Most of these works have
focused on the eavesdropping scenario with only a single
eavesdropper in MEC networks [4, 5, 20-24]. The authors in
these works aimed at minimizing processing delay or energy
consumption in a single-eavesdropper system, and ensure the
security of offloaded tasks using PLS technologies. Actually,
there are usually multiple eavesdroppers in realistic MEC
networks. More recently in [25, 26], the authors considered
a UAV-enabled MEC system with multiple non-colluding
eavesdroppers. The authors investigated the security problems
of maximizing secrecy capacity under some performance
constraints, where one UAV helps mobile users to compute
the offloaded tasks and the others act as jammers to sup-
press the non-colluding eavesdroppers. We note that previous
works on secure computation offloading have not considered
the worst-case scenario of colluding eavesdroppers in multi-
eavesdropper scenarios. Furthermore, they have not considered
the impact of various users’ requirements for delay reduction
and energy saving.

In practical IoT applications, mobile users always place
great concerns about the performance experiences regarding
delay reduction and energy saving under the premise of
security provisioning. There has been substantial research on
MEC resource management to optimize system delay [4] or
energy consumption [5] while ensuring offloading security.
To reduce energy consumption and extend the life cycle of
devices, the authors in [5] and [22] investigated a weighted
sum-energy consumption minimization problem with security
provisioning. The authors in [20] and [21] defined secrecy
energy efficiency (SEE) as the total number of secure com-
putation offloading bits per Joule, which aims to maximize
secrecy capacity and minimize devices’ energy consumption.
Moreover, to achieve excellent delay performance in IoT
applications, the authors in [4] and [23] formulated the overall
delay minimizing problem with security provisioning. We note
that the degrees and urgencies of delay and energy consump-
tion requirements may vary greatly in different scenarios and
situations. For example, the applications in vehicular networks
and tactile Internet usually have very stringent requirements to
guarantee low delay performance, while the requirements on
energy consumption are relatively less strict [27]. Moreover,
a device with short battery life always pays more attention to
energy saving than delay reduction [28]. However, the above
existing works on MEC-based secure computation offloading
only support fixed service of minimizing delay or energy con-
sumption with security provisioning. Given this background,
how to dynamically balance the tradeoff performance between
delay reduction and energy saving on the basis of security
provisioning is a very challenging problem, which directly
affects users’ requirement satisfaction in MEC systems.

To sum up, due to the security vulnerability of wireless
communication and the wide variety of IoT applications, typ-
ical users usually have both security requirements and various
task preferences regarding delay and energy consumption.
However, few existing works have jointly addressed these

concerns, and most have considered relatively ideal eavesdrop-
ping scenarios. Motivated by these challenges, in this paper,
we consider a practical requirement-based multi-eavesdropper
computation offloading system. We focus on the specific
requirements of each user regarding security, delay and energy
consumption for their tasks. Then, we aim to maximize users’
requirement satisfaction by providing each user with a unique
and optimal computation offloading strategy. In this context,
we provide an optimal solution to satisfy both the delay-energy
balance and security requirements by answering the following
three questions: 1) What is the volume of the computation
tasks that should be offloaded? 2) How much power should be
assigned to the offloaded task? 3) What is the transmission rate
that can ensure offloading security? As such, unlike the fixed
service strategies in the existing works, we flexibly design
a requirement-adaptive service pattern by considering users’
current task preferences and eavesdropping scenarios, and we
believe the problems formed and solved in this work are of
great practical significance. The main technical contributions
of this paper are as follows:

1) To the best of our knowledge, this is the first work
to study the delay and energy consumption balance for
the secure computation offloading in MEC-based multi-
eavesdropper computation offloading systems, and fur-
ther provide offloading solutions for users with various
individual requirements.

2) We design a multi-eavesdropper model including two
practical scenarios to reflect different eavesdropping
capabilities: the non-colluding (independent) eavesdrop-
pers who do not share received information and collud-
ing (cooperating) eavesdroppers who can combine and
jointly process the received information.

3) We design a requirement satisfaction model by ex-
ploring practical variations in the user request patterns
to security provisioning, delay reduction and energy
saving. Based on the above two models, we propose
a satisfaction-maximized secure computation offloading
(SMax-SCO) scheme.

4) We formulate an optimization problem aiming at maxi-
mizing the requirement satisfactions of users subject to
secrecy offloading rate, tolerable delay, task workload
and maximum power constraints. To tackle the noncon-
vex optimization problem, we develop an efficient suc-
cessive convex approximation (SCA)-based algorithm to
obtain the solutions.

5) Through exhaustive numerical simulations, we demon-
strate that our proposed SMax-SCO scheme signifi-
cantly outperforms other benchmarks DMin-SCO [4]
and EMin-SCO [5] regarding the security performance
and user’s requirement satisfaction. Furthermore, we
show that SMax-SCO can guarantee offloading security
when there are multiple eavesdroppers or even colluding
eavesdroppers.

The structure of the remainder of this paper is as follows.
Section II introduces the system models of secure computation
offloading. Section III proposes a SMax-SCO scheme. Specif-
ically, we introduce the multi-eavesdropper and requirement
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satisfaction models in detail, and the problem formulation of
SMax-SCO. In Section IV, we present a SCA-based algorithm
to solve the resulting nonconvex problem. In Section V, we
provide a detailed overview description of our SMax-SCO
scheme. We evaluate our proposed SMax-SCO scheme by
experimental simulation in Section VI. We conclude and
discuss the paper in Section VII.

II. SYSTEM MODELS AND PROBLEM FORMULATION

A. System Model

As shown in Fig. 1, we consider an illustrative MEC-based
multi-eavesdropper computation offloading system where user
i offloads its computation tasks to an AP in the presence of
M > 1 malicious eavesdroppers. Let M = {1, ...,m, ...,M}
denote the set of eavesdroppers. All nodes are assumed to be
equipped with a single antenna. The AP is integrated with a
MEC server, and thus has a high amount of computation and
energy resources. User i with limited computation and energy
resources has some computation-intensive and delay-aware
tasks that need to be completed. Its computation tasks are
characterized by (Li, Di). Li is the total number of bits to be
processed in the computation tasks. Di is the tolerable delay,
which means the tasks must be completed within this time. We
focus on secure partial offloading in this paper. In other words,
the computation task of user i can be partitioned into two
portions with li and Li − li bits, which are locally computed
at user i and securely offloaded to the AP in the presence of
multiple eavesdroppers, respectively. Physical layer security
technology is adopted to mitigate eavesdropping and improve
security during the offloading process.

Offloading channel
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Fig. 1: MEC-based multi-eavesdropper computation offloading
system

We consider a quasi-static Rayleigh fading channel model,
in which the channels remain constant within each offloading
process. Then, the channel gains from user i to the AP and
the eavesdropper m are denoted by hiA and gim, respectively.
Since the AP performs real-time control signal interactions
with its serviced users, we further assume that the tasks
information and the instantaneous channel state information
(CSI) (i.e., hiA) of each legitimate user are perfectly known
by the AP. However, due to the fact that the eavesdroppers
might intentionally hide their position, accurate instantaneous
CSI (i.e., gim) of each eavesdropper is difficult to obtain.

Therefore, similarly to previous works [5, 13], we apply a
deterministic CSI uncertainty model for gim, where gim =
ḡim+∆gim,m ∈ M. Here, ḡim is the estimated (i.e., average)
channel gain of eavesdropper m at the AP and ∆gim is the
estimation error.

B. Local Computing Model
For the local computing at user i, we use Ci to denote the

number of central processing unit (CPU) cycles required to
compute one bit of tasks. Hence, the total number of CPU
cycles required for computing li bits is Cili. We assume
that fi is the average CPU frequency (in CPU cycles per
second) of user i. Then, the total computing time used for local
computing is Cili

fi
. Due to the delay limitation requirement of

the computation tasks, the delay constraint of local computing
at user i is given by

tloci =
Cili
fi

≤ Di. (1)

Next, the energy consumption for local computing at user i
is written as

Eloc
i = ςCilif

2
i , (2)

where ς > 0 is the effective capacitance coefficient that
depends on the chip processor architecture of user i’s device.

C. Secure Offloading Model
Apart from local computing, user i can offload the remain-

ing computation tasks of Li− li bits to the AP for computing.
As stated before, we apply physical layer security to quantify
the communications security against eavesdroppers when user
i offloads its computation tasks to the AP. According to the
Shannon’s channel capacity theory [29], the channel capacity
Ri,AP from user i to the AP and the capacity Ri,m from user
i to eavesdropper m are shown as

Ri,AP = Blog2

(
1 +

pihiA

nA

)
(3)

Ri,m = Blog2

(
1 +

pigim
nE

)
, (4)

where B is the system bandwidth, pi denotes the transmission
power at user i for offloading the partial computation tasks,
nA and nE are the background noise powers at the AP each
eavesdropper, respectively.

Based on (3) and (4), the secrecy capacity Ssec
i,m of user i

against eavesdropper m is given by

Ssec
i,m = [Ri,AP −Ri,m]

+
, (5)

where [x]
+ represents max{x, 0}. We denote riA as the

offloading rate, which must satisfy the condition of Ssec
i,m ≥ riA

to prevent eavesdropper m from eavesdropping on the offload-
ing tasks.

Moreover, the energy consumption of user i during the
offloading process is expressed as

Eoff
i = pi

Li − li
riA

. (6)
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D. Edge Computing Model

For the edge computing at the AP, we use CAP and
fAP to represent the number of required CPU cycles at the
AP for computing one bit of tasks and its average CPU
frequency, respectively. The time consumption at the AP is
tAP
i = CAP (Li−li)

fAP
. To satisfy the delay limitation of user i’s

computation tasks, the delay constraint of edge computing at
the AP is defined as

tAP
i +

Li − li
riA

≤ Di. (7)

III. PROPOSED SMAX-SCO SCHEME

In this section, we propose a satisfaction-maximized secure
computation offloading (SMax-SCO) scheme to accommodate
users’ various requirements on the computation tasks. In
particular, we consider a multi-eavesdropper model to accom-
modate more general and practical wireless task environments.
Besides the security provisioning, we consider specific re-
quirements of users in terms of processing delay and energy
consumption. Finally, we formulate the optimization problem
for SMax-SCO.

A. Multi-Eavesdropper Model

We specifically consider two eavesdropping scenarios of
non-colluding and colluding eavesdroppers. The colluding
eavesdropping scheme includes partial colluding and complete
colluding, where the latter is a special case of the former.

• Non-colluding eavesdropping
In this case, each eavesdropper is considered to intercept

the computation offloading messages independently and there
are no information exchanges between them. As such, the
secrecy capacity Ssec

i,m̃ from user i to multiple non-colluding
eavesdroppers is constrained by the best eavesdropper, which
can be expressed as

Ssec
i,m̃ = [Ri,AP −Ri,m̃]+

=

{
Ri,AP −Ri,m̃, if hiA ≥ nA

nE
gim̃

0, otherwise
,

(8)

where m̃ = arg max
m∈M

(Blog2(1 + pigim
nE

)) is the best eaves-
dropper among the multiple eavesdroppers. To ensure secure
offloading of the computation tasks, the offloading rate riA of
user i must satisfy Ssec

i,m̃ ≥ riA.
• Partial and complete colluding eavesdropping
In this case, we consider that the AP and other legitimate

users can detect that some eavesdroppers are displaying collud-
ing behaviours (e.g., gathering and exchanging eavesdropping
information), and therefore the multi-eavesdropper scenario is
regarded as partial colluding eavesdropping. In general, when
the channel gains of multiple eavesdroppers to the legitimate
users are poor, the eavesdroppers could collude to improve
their detection of the computation offloading messages. In
addition, the complete colluding eavesdropping scenario is
the worst-case scenario when all identified eavesdroppers are
involved in malicious colluding.

For the partial colluding eavesdropping scenario, let
CM(CM ⊂ M) denote the set of colluding eavesdroppers.

In this case, these eavesdroppers can be regarded as one
super eavesdropper m′ with |CM| distributed antennas [30],
where |CM| is the number of colluding eavesdroppers in
set CM. Similarly to [30], the channel gain from user i
to the super eavesdropper m′ is equivalent to the sum of
the channel gains of the colluding eavesdroppers in |CM|,
i.e., gim′ =

∑
j∈CM

gij . As such, the best channel capacity
Ri,Coll among the eavesdroppers for this partial colluding
eavesdropping scenario can be expressed as

Ri,Coll = Blog2(1 + piγi,Coll) (9)

γi,Coll =

{ gim′
nE

, if gim′ ≥max{gim}
max{ gim

nE
}, otherwise

, ∀m ∈ M\CM, (10)

where M\CM means removing CM from M, and is the set of
the remaining eavesdroppers (i.e., eavesdroppers who are not
involved in the collusion) besides the colluding eavesdroppers
in the partial colluding eavesdropping scenario. Specifically,
when the channel gain of the super eavesdropper m′ is larger
than that of any of the remaining eavesdroppers in set M\CM,
the super eavesdropper m′ becomes the best eavesdropper m̃.
Otherwise, the best eavesdropper m̃ is the one with the largest
channel gain in set M\CM.

Then, secrecy performance Ssec
i,m̃ from user i to the best

eavesdropper m̃ is

Ssec
i,m̃ = [Ri,AP −Ri,Coll]

+

=

{
Ri,AP −Ri,Coll, if hiA ≥ nAγi,Coll

0, otherwise.

(11)

To ensure security, the offloading rate riA must satisfy
Ssec
i,m̃ ≥ riA.

B. Requirement Satisfaction Model
For MEC users, security provisioning, delay reduction and

energy saving are three main concerns in computation offload-
ing systems. Hence, in this paper we design a requirement
satisfaction model including the above three concerns. Among
them, security provisioning is the basic requirement of users
during the computation offloading process. We introduce a bi-
nary security variable xiA = {0, 1} to represent the offloading
security of user i’s computation tasks. xiA = 1 means that
the security of the offloading process can be guaranteed, i.e.,
Ssec
i,m̃ ≥ riA, and otherwise xiA = 0, i.e., Ssec

i,m̃ < riA.
For energy consumption, we focus on user since the MEC

server is typically powered by grid energy and has sufficient
energy resources. The energy consumption of each user can be
expressed in two parts given by local computing and secure
computation offloading. From (2) and (6), the total energy
consumption Ei of user i with secure partial offloading is
given by

Ei = Eloc
i + Eoff

i = ςCilif
2
i + pi

Li − li
riA

. (12)

If user i does not offload computation tasks to the AP,
the security variable will be xiA = 1 and the total energy
consumption Eall−loc

i using only local computing can be
calculated as

Eall−loc
i = ςCiLif

2
i . (13)
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As mentioned before, this paper considers the service re-
quirements of users regarding delay reduction and energy
saving on the basis of ensuring offloading security. Since the
units and dimensions of time and energy are quite different, a
simple weighted combination cannot provide users with a pref-
erence index to fairly balance the delay reduction and energy
saving. Therefore, it is necessary to address the dimensional
differences between them and provide on-demand service. To
this end, we introduce a normalized energy consumption γE

i

and a normalized delay γD
i for user i when using secure partial

computation offloading, which is given by

γE
i =

Ei

Eall−loc
i

. (14)

γD
i =

max
(
tloci , tAP

i + Li−li
riA

)
Di

, γD
i ≤ 1, (15)

where γD
i should be less than or equal to one to comply with

the user i’s delay limitation for the computation task. By doing
so, γE

i and γD
i can intuitively reflect the degrees of energy

saving and delay reduction due to secure partial computation
offloading, respectively.

According to the above analysis, we further define a Re-
quirement Satisfaction (RS) index including security provision-
ing, delay reduction and energy saving for user i as

RS(i) =
xiA

αiγE
i + (1− αi)γD

i

. (16)

We highlight that security provisioning is a basic require-
ment for all users during the computation offloading process.
Therefore, each user i assigns the value of xiA as 1. Besides,
0 ≤ αi ≤ 1 is a control weight, and its value is given by user i
according to his/her device state and current tasks preferences
regarding delay and energy consumption. As such, we find
that maximizing the requirement satisfaction of each user is
equivalent to minimizing the costs of normalized processing
delay and energy consumption of the user for completing tasks
while ensuring security (i.e., xiA = 1).

Obviously, when a user has energy-intensive tasks or has
limited battery power, he/she would like to choose a larger
αi to save more energy. Conversely, when a user is par-
ticipating in some delay-sensitive applications (e.g., online
games), he/she may set a smaller αi to reduce the processing
delay. Therefore, the value of αi greatly affects the offloading
decisions of the computation tasks. To meet the specific
requirement of each user, we allow each user to freely assign
weights αi and xiA. To illustrate this, we present the following
three-user example:

1) User 1 has delay-sensitive tasks, and he/she places
a higher priority on the tasks’ processing delay than
energy consumption. The security offloading process is
a further consideration due to the presence of eavesdrop-
pers in the system. Therefore, user 1 sets 0 ≤ α1 < 1

2
and xiA = 1, where the setting of α1 = 0 and xiA = 1
means that the goal is to minimize the processing delay
with security provisioning [4];

2) User 2 has computation tasks, and he/she places equal

priority on energy consumption and delay during the
secure offloading process. Therefore, user 2 sets xiA = 1
and α2 = 1

2 ;
3) User 3 has energy-intensive tasks and is in a low

battery state, thus he/she places higher priority on energy
consumption than delay during the secure offloading
process. Therefore, user 3 sets xiA = 1 and 1

2 < α3 ≤ 1,
where the setting of α3 = 1 and xiA = 1 means that the
goal is to minimize energy consumption while meeting
the delay constraint and ensuring offloading security [5].

C. Problem Formulation for SMax-SCO

In the proposed SMax-SCO scheme, we aim to provide
computation offloading solutions for participating users ac-
cording to the user’s requirements including security, delay
and energy consumption. In our optimization problem, the
goal is to find an optimal allocation decision set {li, pi, riA}
for each user i’s computation tasks, which maximizes the
requirement satisfaction RS(i). Specifically, we aim to min-
imize the computation cost of each user regarding delay and
energy consumption while ensuring offloading security in the
presence of eavesdropper m̃. Here, m̃ refers to the best eaves-
dropper among multiple eavesdroppers in the non-colluding
eavesdropping scenario, or among the super eavesdropper and
the remaining eavesdroppers in the colluding scenario. To this
end, the optimization problem can be formulated as

(P1): max
li,pi,riA

RS(i) (17a)

s.t. tloci ≤ Di, (17b)

tAP
i +

Li − li
riA

≤ Di, (17c)

0 ≤ li ≤ Li, (17d)
0 ≤ pi ≤ pmax

i , (17e)

where in (17a), xiA is 1, corresponding to Ssec
i,m̃ ≥ riA. It

ensures the requirement of secure offloading in the presence
of eavesdropper m̃. Constraints (17b) and (17c) ensure the
delay limitation Di. Constraint (17d) ensures the offloading
size limit, and constraint (17e) restricts the transmission power
of user i. Problem (P1) is a nonconvex problem due to the
complexity of the objective function (17a) and the coupling
of variables.

We introduce a variable Rden
i to represent the denominator

of RS(i) in (16), i.e., Rden
i

∆
= αiγ

E
i + (1−αi)γ

D
i . Rden

i can
be seen as the computation cost of user i regarding the delay
and energy consumption during the tasks completion. Then,
we equivalently transform the above maximization problem to
a minimization problem as

(P2): min
li,pi,riA

Rden
i (18a)

s.t. tloci ≤ Di, (18b)

tAP
i +

Li − li
riA

≤ Di, (18c)

0 ≤ li ≤ Li, (18d)
0 ≤ pi ≤ pmax

i , (18e)
Ssec
i,m̃ ≥ riA, (18f)
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where (18f) is the equivalent form of xiA = 1.
However, problem (P2) is still a nonconvex problem due

to the coupling of variables in objective function (18a) and
constraints (18c) and (18f), which is belong to NP-hard
problems.

IV. PROPOSED SCA-BASED ALGORITHM

In this section, we first derive the optimal secure offloading
rate in Theorem 1 and define an auxiliary variable to ap-
proximately transform objective function (18a) and constraints
(18c), (18f) in (P2). Then, we discuss the advantages of
the SCA approach from [6] and introduce several Lemmas.
Finally, we transform the nonconvex problem into a convex
one, and propose an efficient SCA-based algorithm to solve
the optimization in (P2).

A. Problem Transformation
We aim to transform problem (P2) into an equivalent

but more tractable form. First, given a generally reasonable
assumption of Ssec

i,m̃ > 0 (i.e., nEhiA − nAgim̃ > 0 always
holds), we expand Ssec

i,m̃ in (18f) based on (3)-(5) as

Ssec
i,m̃ = Blog2(1 +

pihiA

nA
)−Blog2(1 +

pigim
nE

)

= Blog2(
nAnE + nEhiApi
nAnE + nAgim̃pi

)
(19)

Then based on (19), constraint (18f) can be rewritten as

riA ≤ Blog2

(
nAnE + nEhiApi
nAnE + nAgim̃pi

)
. (20)

Next, our solution for transforming problem (P2) relies on
the following Theorem.

Theorem 1 (Optimal Offloading Rate r∗iA): For the optimal
solution of problem (P2), the optimal offloading rate r∗i,A for
minimizing Rden

i should satisfy

r∗iA = Blog2

(
nAnE + nEhiApi
nAnE + nAgim̃pi

)
. (21)

Proof: Refer to Appendix.
Based on Theorem 1, we introduce an auxiliary variable zi

for user i as

zi
∆
= max(tloci , tAP

i +
Li − li

Blog2(
nAnE+nEhiApi

nAnE+nAgim̃pi
)
). (22)

We can linearize the processing delay term in Rden
i using zi.

Based on zi and Theorem 1, problem (P2) can be reformulated
as (23), shown at the bottom of this page.

However, problem (P3) is still a nonconvex optimization
problem because the objective function (23a) and constraint
(23c) are nonconvex.

B. SCA-Based Algorithm

In this subsection, we develop an SCA-based optimization
algorithm to transform the nonconvex objective function and
constraint into suitable convex approximations. We specifically
introduce how to build the convex approximation for the non-
convex terms in problem (P3) while preserving the local first-
order behaviour of the original nonconvex problem. Before
developing our SCA-based algorithm, we first introduce the
following three Lemmas from [8].

Lemma 1: [8, Example 4]: Suppose that g has a separable
structure as the product of two convex and non-negative real-
valued functions f1 and f2, i.e., g(x, y) = f1(x)f2(y). For
any (x0, y0) in the domain of g, a convex upper bound
g̃(x, y;x0, y0) of function g(x, y) can be written as

g̃(x, y;x0, y0)

∆
=

1

2
(f1(x) + f2(y))

2 − 1

2
(f1(x0)

2 + f2(y0)
2)

− f1(x0)f1
′(x0)(x− x0)− f2(y0)f2

′(y0)(y − y0).

(24)

Then, we get g̃(x, y;x0, y0) ≥ g(x, y).
Lemma 2: [8, Example 6]: If no convexity whatsoever is

present in U(x), we can follow proximal-gradient methods
for equivalently convex transformation, i.e., first order approx-
imation. Hence, for any x0 in the domain of U , a convex
approximation Ũ(x;x0) of function U(x) can be written as

Ũ(x;x0)
∆
= ∇xU(x0)(x− x0) +

τ

2
(x− x0)

2, (25)

where τ > 0 is a positive constant. ∇xU(x0) denotes the
partial gradient of U with respect to argument x evaluated at
x0.

Lemma 3: [8, Example 8]: Function U is often written as
the product of functions. We consider here the product of two
functions, i.e., U(x, y) = h1(x)h2(y). Functions h1 and h2

are positive but not necessarily convex. For any (x0, y0) in the
domain of U(x, y), a convex approximation Ũ(x, y;x0, y0) of
U(x, y) can be written as

Ũ(x, y;x0, y0)
∆
= h̃1(x;x0)h2(y0) + h1(x0)h̃2(y; y0), (26)

where h̃1(x;x0) and h̃2(y; y0) are the legitimate approxima-
tions using Lemma 2 above for h1 and h2.

(P3): min
pi,li,zi

R̂den
i = min

pi,li,zi

(
αili
Li

+
αi(Li − li)

ςCiLif2
i

pi

Blog2(
nAnE+nEhiApi

nAnE+nAgim̃pi
)
+

(1− αi)zi
Di

)
(23a)

s.t. tloci ≤ zi ≤ Di, (23b)

zi ≥ tAP
i +

Li − li

Blog2(
nAnE+nEhiApi

nAnE+nAgim̃pi
)
, (23c)

0 ≤ li ≤ Li, (23d)
0 ≤ pi ≤ pmax

i . (23e)
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Based on the above Lemmas, we transform nonconvex con-
straint (23c) and objective function (23a) in problem (P3) into
suitable approximations, and develop a SCA-based algorithm.

For constraint (23c), we observe that the second term of the
right hand side is nonconvex, which we represent as g(li, pi).
Here, g(li, pi) can be written as the product of two functions

g(li, pi) =
1

B
f1(li)f2(pi) (27)

f1(li) = Li − li (28)

f2(pi) =
1

log2(
nAnE+nEhiApi

nAnE+nAgim̃pi
)
. (29)

Obviously, f1(li) is an affine function. We next establish
the convexity of function f2(pi) in the following Proposition.

Proposition 1: Function f2(pi) is convex with respect to pi.
Proof: We define the denominator of function f2(pi) as

fden
2 (pi) = log2(

nAnE + nEhiApi
nAnE + nAgim̃pi

), (30)

where fden
2 (pi) > 0 due to the premise of nEhiA − nAgim̃ >

0. Then, the first derivative of function fden
2 (pi) is given by

dfden
2 (pi)

dpi
=

nAnE(nEhiA − nAgim̃)

ln 2(nAnE+nEhiApi)(nAnE+nAgim̃pi)
, (31)

where due to nEhiA − nAgim̃ > 0, we can easily find that
dfden

2 (pi)
dpi

> 0. Thus, fden
2 (pi) is an increasing function with

respect to pi. Moreover, since nAnE(nEhiA − nAgim̃) is a
constant greater than zero, we can further observe that dfden

2 (pi)
dpi

is a decreasing function with respect to pi.
Next, we derive the first derivative of function f2(pi) as

df2(pi)

dpi
= −

nAnE(nEhiA−nAgim̃)
ln 2(nAnE+nEhiApi)(nAnE+nAgim̃pi)(

log2(
nAnE+nEhiApi

nAnE+nAgim̃pi
)
)2

= −
dfden

2 (pi)
dpi(

fden
2 (pi)

)2 ,
(32)

since fden
2 (pi) and dfden

2 (pi)
dpi

are respectively a positive increas-
ing and a decreasing functions, df2(pi)

dpi
is a negative increasing

function with respect to pi. Consequently, we conclude that the
increase of pi results in an increased df2(pi)

dpi
. Hence, f2(pi) is

a convex function.

Based on Proposition 1, we conclude that g(li, pi) is the
product of two convex and nonnegative functions. Hence,
given a feasible solution li(k) and pi(k) for the kth iteration
of the SCA-based algorithm, we derive a convex upper bound
g̃(li, pi; li(k), pi(k)) of g(li, pi) using Lemma 1, which is
given by (33), shown at the bottom of this page.

In (33), g̃(li, pi; li(k), pi(k)) can equivalently replace
g(li, pi), and then non-convex constraint (23c) can be trans-
formed into a convex one.

For objective function (23a), the second term is nonconvex
and we use U(li, pi) to represent it. As such, U(li, pi) can be
written as the product of two functions as

U(li, pi) =
αi

ςCiLif2
i B

h1(li) · h2(pi) (34)

h1(li) = Li − li (35)

h2(pi) =
pi

log2(
nAnE+nEhiApi

nAnE+nAgim̃pi
)
. (36)

Obviously, h1(li) is an affine function, and h2(pi) is a
nonconvex function. According to Lemma 2, we derive a
convex approximation of h2(pi) as

h̃2(pi; pi(k)) = h2
′(pi(k))(pi−pi(k))+

τ1
2
(pi−pi(k))

2, (37)

where τ1 > 0 is a positive constant, and h2
′(pi(k)) is given

by equation (38), shown at the bottom of this page.

Based on (37) and (38), the transformed objective function
Û(li, pi) can be written as a product of two convex functions

Û(li, pi) = h1(li)h̃2(pi; pi(k)). (39)

Then, given a feasible solution li(k) and pi(k) for the kth
iteration of our SCA-based algorithm, we derive a convex

g̃(li, pi; li(k), pi(k))

=
1

B

1
2

(
Li − li +

1

log2(
nAnE+nEhiApi

nAnE+nAgim̃pi
)

)2

− 1

2

(
(Li − li(k))

2
+

1(
log2(

nAnE+nEhiApi(k)
nAnE+nAgim̃pi(k)

)
)2
)

+ (Li − li(k))(li − li(k)) +
nAnE(nEhiA − nAgim̃)

ln 2(nAnE + nEhiApi(k))(nAnE + nAgim̃pi(k))

pi − pi(k)(
log2(

nAnE+nEhiApi(k)
nAnE+nAgim̃pi(k)

)
)3


(33)

h2
′(pi(k))=

(
log2

(nAnE+nEhiApi(k)

nAnE+nAgim̃pi(k)

)
− pi(k)nAnE(nEhiA − nAgim̃)

ln 2(nAnE+nEhiApi(k))(nAnE+nAgim̃pi(k))

)
× 1(

log2(
nAnE+nEhiApi(k)
nAnE+nAgim̃pi(k)

)
)2 (38)
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approximation of Û(li, pi) using Lemma 3 as

Ũ(li, pi; li(k), pi(k))

=
αi

ςCiLif2
i B

(
h̃1(li; li(k))h2(pi(k)) + h1(li(k))

)
=

αi

ςCiLif2
i B

(
(Li − li)pi(k)

log2(
nAnE+nEhiApi(k)
nAnE+nAgim̃pi(k)

)

+ (Li − li(k))h̃2(pi; pi(k))

)
,

(40)

where h̃2(pi; pi(k)) is given by (37) and (38). In (40),
h̃1(li; li(k)) = Li − li because h1(li) is an affine function.

Therefore, the convex surrogate objective function R̂den
i of

(23a) can be transformed as a nonnegative weighted sum of
convex functions, which is given by

R̃den
i =

αili
Li

+ Ũ(li, pi; li(k), pi(k)) +
(1− αi)zi

Di
, (41)

where the convexity is preserved.
Based on the above derivations, problem (P3) can be

equivalently converted to

(P4): min
pi,li,zi

R̃den
i (42a)

s.t. tloci ≤ zi ≤ Di, (42b)
zi ≥ tAP

i + g̃(li, pi; li(k), pi(k)), (42c)
0 ≤ li ≤ Li, (42d)
0 ≤ pi ≤ pmax

i . (42e)

The above optimization problem (P4) is convex, and the
SCA-based algorithm is summarized in Algorithm 1, where the
feasible solution for kth iteration is (li(k), pi(k)) = (l′i, p

′
i).

Algorithm 1 SCA-Based Algorithm for Solving Problem (P4)
Input:

δ: tolerance for convergence
K: maximum number of iterations
(l′i, p

′
i): initial feasible solution for resource allocation

Output:
(l∗i , p

∗
i ): optimal resource allocation strategy for user i

1: Initialize: k = 1, R̃den(0)
i = −δ and Converge = false;

2: while Converge = false and k ≤ K do
3: Solve problem (P4) based on (l′i, p

′
i) using CVX;

4: Obtain objective function value R̃den(k)
i and solution

(lki , p
k
i ) of the kth iteration;

5: if |R̃den(k)
i − R̃den(k−1)

i | ≤ δ then
6: Converge = true
7: else
8: Converge = false
9: end if

10: Update l′i = lki and p′i = pki ;
11: k = k + 1;
12: end while
13: Return optimal solution (l∗i , p

∗
i ) = (l′i, p

′
i).

In Algorithm 1, δ and K are the tolerance for convergence
(i.e., the desired accuracy) and the maximum number of
iterations, respectively. The iteratively updated l′i and p′i are

the initial feasible solution for each iteration of the SCA-based
algorithm. l′i and p′i can be any values within the given ranges
(i.e., 0 ≤ l′i ≤ Li and 0 ≤ p′i ≤ pmax

i ), and different initial
values will not affect the final convergent optimal solution of
Algorithm 1. After the k−1th iteration, the updated l′i and p′i
is the input feasible solution for the kth iteration. Then, given
an initial feasible solution (l′i, p

′
i) for resource allocation, we

iteratively approximate the optimal solution until the termi-
nation condition is satisfied, i.e., |R̃den(k)

i − R̃den(k−1)
i | ≤ δ

or k > K, where R̃den(k)
i is the objective value of the kth

iteration.
Complexity analysis: The complexity of Algorithm 1 is

theoretically analyzed as follows. As mentioned above, by
using the SCA approach, the original nonconvex problem can
be transformed into a strictly convex optimization problem
(P4). It can be solved by the interior point method of the CVX
toolkit. Therefore, the overall complexity of solving problem
(P4) in Algorithm 1 can be written as O(Klog( 1δ )), where K
are the number of iterations to solve problem (P4) using CVX,
and δ denotes the accuracy required for the convergence of
Algorithm 1. Therefore, our proposed Algorithm 1 can solve
the resulting problem in polynomial time complexity.

V. SOLUTION OVERVIEW

In this section, we provide a detailed overview description
of our SMax-SCO scheme. Specifically, we first introduce the
application scenario and problem construction of SMax-SCO.
Then, we present a visual flow diagram to illustrate the main
steps in the problem transformation process.

In a MEC-based computation offloading application, due to
limited computing capacity, each participating user offloads
part of the computation tasks to the MEC server in the p-
resence of multiple non-colluding or colluding eavesdroppers.
During the task offloading and processing, each user has both
security requirements and various task preferences regarding
delay and energy consumption.

• For security, the MEC server and legitimate users can
monitor and discover malicious eavesdroppers. If some
eavesdroppers are displaying colluding behaviours (e.g.,
gathering and exchanging eavesdropping information),
the server will assume a partial or complete colluding
eavesdropping scenario. For this case, security provision-
ing is the basic requirement of users.

• For delay and energy consumption, different users have
various computation tasks and device statuses, and thus
their requirements for delay reduction and energy saving
are diverse. To this end, we design an adaptive weight
factor, which can be assigned as needed by each user
according to their emphasis on energy saving compared
to delay reduction. The details of a three-user example
are given in Section III-B.

As such, we measure the requirement satisfaction of users
using security provisioning, delay reduction and energy saving.
Then, we propose the SMax-SCO scheme, and construct a
requirement satisfaction maximization problem, as shown in
problem (P1). Because (P1) has high computational com-
plexity, and is an intractable non-convex problem, we must
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transform the problem using a tractable approximation. The
specific problem transformation process is shown in Fig. 2.

Construct original satisfaction 

maximization problem P1

Equivalently transform it into a 

minimization problem P2

Equivalently transform it into a 

tractable problem form P3

Approximatively transform it 

into a convex problem P4

High complexity

Intractable

Non-convex

Non-convex

Low complexity

Tractable

Convex

Use fraction theorem to equivalently transform problem 

 Introduce an auxiliary variable and present Theorem 1

 Use SCA approach to approximately transform problem

High complexity

Intractable

Non-convex

Fig. 2: Problem transformation process of SMax-SCO

First, we use the fraction theorem to transform the maxi-
mizing fraction problem into a minimizing denominator prob-
lem (the numerator is a constant), and rewrite the original
problem as (P2). Second, to further reduce the computational
complexity and express the problem in a more tractable form,
we introduce an auxiliary variable zi and present Theorem
1. Then, the problem is transformed as problem (P3). But
(P3) is still a non-convex problem. Finally, we apply the SCA
approach to approximatively transform it into a strictly convex
problem (P4). It can be quickly solved by the interior point
method in the CVX toolkit. The specific solution process of
SMax-SCO is detailed in Algorithm 1.

VI. PERFORMANCE EVALUATION

In this section, we evaluate the performance of the proposed
SMax-SCO scheme via extensive simulations. All the simu-
lations are conducted in MATLAB using CVX on a desktop
computer with an Intel Core i7-7700 3.60GHz CPU and 16GB
RAM. The simulation parameters settings are summarized in
Table I unless otherwise stated.

In the following simulation experiments, we use L, D and
ς to describe the characteristics of various computation tasks
belonging to different users. Specifically, Li is the workload
of the computation tasks required by user i, Di is the tolerable
delay of i’s tasks, and ς is the effective capacitance coefficient
of i’s device. A larger ς represents more energy consumed for
computing one bit of tasks. Besides, we use αi to measure
user i’s preference for energy consumption compared to delay
regarding the current computational tasks. A larger αi (i.e.,
αi > 0.5) means that user i places relatively higher priority
on energy consumption than delay under security provisioning.
One reason for setting a larger αi is that the current tasks are
more energy-consuming or user i’s device has low power.

We validate the advantages of SMax-SCO from three as-
pects: convergence analysis, requirement satisfaction analysis
and secrecy capacity analysis. In terms of convergence analy-
sis, we show the number of iterations and convergence time of

TABLE I: Simulation Parameter Settings

Parameters Values
Maximum number of iterations in Algorithm 1:K 50
Tolerance for convergence in Algorithm 1: δ 0.0001
Channel bandwidth: B 20MHz
Channel gain from user i to the AP: hiA 2.5×10−7

Estimation error of gim: ∆gim 0.2×10−8

Background noise at AP: nA -43dbm
Background noise at each eavesdropper: nE -50dbm
CPU cycles required for computing 1-bit tasks

at user i: Ci
100 cycles/bit

CPU cycles required for computing 1-bit tasks
at AP: CAP

100 cycles/bit

Maximum transmission power of user i: pmax
i 2W

Average CPU frequency at user i: fi 1GHz
Average CPU frequency at AP: fAP 3GHz

the proposed Algorithm 1 when solving the optimal solution.
In terms of requirement satisfaction analysis, we highlight
that security provisioning, delay reduction and energy saving
are the three main requirements of users when offloading
computation tasks. Hence, the requirement satisfaction in this
paper is measured by the gains in the above three requirements
of the offloading solution, and is specifically given by equation
(16). In terms of secrecy capacity analysis, we calculate
the secrecy capacity of the offloading process in different
eavesdropping scenarios using equations (8) and (11).

A key contribution of this paper is to consider different
requirements for secure offloading by each user regarding
delay and energy consumption, and provide the corresponding
offloading strategy. In the current literature, depending on
the user requirement of delay or energy consumption, the
existing works on MEC-based secure computation offloading
can be generally categorized into either security-based delay
minimization schemes or security-based energy consumption
minimization schemes. Therefore, we compare our proposed
SMax-SCO scheme with these two types of schemes to high-
light the advantages of our proposed scheme. Specifically, the
two schemes used for comparisons are configured as follows:

1) Delay minimization secure computation offloading
(DMin-SCO) scheme [4]: In this scheme, there is
one eavesdropper in the MEC system. Moreover, us-
er i adopts partial offloading mode in the single-
eavesdropper MEC-based computation offloading sys-
tem, and the AP aims to provide solutions with minimum
delay and security provisioning for user i’s tasks.

2) Energy consumption minimization secure computation
offloading (EMin-SCO) scheme [5]: In this scheme,
there is one eavesdropper in the MEC system. Moreover,
user i also adopts partial offloading mode in the single-
eavesdropper MEC-based computation offloading sys-
tem, and the AP aims to provide solutions with minimum
energy consumption and security provisioning for user
i’s tasks.
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TABLE II: Convergence Performance of Algorithm 1

αi = 0.5,
Li = 1×106

αi = 0.5,
Li = 2.5×106

αi = 0.5,
Li = 4×106

αi = 0.2,
Li = 3×106

αi = 0.5,
Li = 3×106

αi = 0.8,
Li = 3×106

Average

Number of Iterations 5 3 5 5 3 3 4
Convergence Time (s) 2.375864 1.78303 2.370782 2.388341 1.72754 1.799234 2.074132

A. Convergence analysis

First, we verify the convergence of Algorithm 1 for the
SMax-SCO scheme in the presence of an eavesdropper m,
shown in Table II. In this case, we set Di = 0.6s and
ς = 10−27. The average channel gain ḡim of eavesdropper
m is set to 1.05 × 10−7. Then, we consider different αi

and Li (bits), and then analyze the convergence performance
of Algorithm 1 with these different task requirements. From
Table II, we can observe that the optimal solution is achieved
within 5 iterations at most, regardless of the values of αi and
Li. Meanwhile, under our simulation conditions of a standard
desktop computer, the algorithm convergence time in Table II
for different task requirements does not exceed 2.5 seconds,
and the average is only about 2 seconds. In reality, the MEC
server has far more computational resources than a desktop
computer, so it is possible to obtain the optimal solution
of Algorithm 1 almost in real time. Therefore, the proposed
Algorithm 1 for the SMax-SCO scheme can quickly converge
to a stable value with a fast convergence speed, thus verifying
the convergence and feasibility of our Algorithm 1.

B. Requirement Satisfaction Analysis

Subsequently, we validate the advantages in requirement
satisfactions of our proposed SMax-SCO scheme compared
to DMin-SCO and EMin-SCO schemes regarding different
tolerable delays, computation task sizes, α and number of
users.

• Regarding changes in tolerable delays
First, we evaluate the performance of different tolerable

delays in different eavesdropping scenarios. We set αi = 0.2,
Li = 3×106 bits and ς = 10−27 to describe the characteristics
of user i’s current computation tasks. Obviously, the tasks are
delay-sensitive for user i as αi = 0.2 < 0.5.

For the single-eavesdropper scenario, Fig. 3 shows the
requirement satisfaction RS(i) of user i in the presence of
an eavesdropper m changing with the tasks’ tolerable delay
Di in the three schemes. The average channel gain ḡim
of eavesdropper m is set to 1 × 10−7. All three schemes
can achieve security provisioning (i.e., xiA = 1) due to
hiA ≥ nA

nE
m
gim (gim = ḡim + ∆gim). In Fig. 3, we find that

the requirement satisfaction increases with increasing tolerable
delay Di in the three schemes. This is because when task
workload Li is constant and xiA = 1, a larger tolerable
delay Di leads to a smaller delay term (i.e., (1− αi)γ

D
i )

of the denominator in (16). Moreover, compared with EMin-
SCO, DMin-SCO shows relatively better performance because
the current tasks are delay-sensitive. Furthermore, we show
that SMax-SCO and DMin-SCO achieve a similar RS(i)
when the tolerable delay is very small. This is because the

computation tasks with smaller tolerable delay are more delay-
sensitive. In this case, our SMax-SCO will place more focus on
minimizing delay to satisfy the strict delay constraint, which
the resulting solution is closer to DMin-SCO. Overall, it is
obvious that our proposed SMax-SCO scheme outperforms the
other schemes. The reason for the improvement is that SMax-
SCO can accommodate different user preferences with security
provisioning, while other schemes can only provide a fixed
strategy of minimizing delay or energy consumption. When
αi = 0.2, SMax-SCO places a higher priority on minimizing
user i’s task processing delay compared to energy consumption
to maximize the requirement satisfaction of user i. In other
words, instead of ignoring energy saving as DMin-SCO, we
give energy consumption relatively low attention on the basis
of ensuring security provisioning. DMin-SCO and EMin-SCO
default to αi = 0 and 1, respectively, and thus they show lower
requirement satisfaction than our SMax-SCO scheme.
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Fig. 3: Requirement satisfaction in the presence of an eaves-
dropper versus tolerable delays

For the multi-eavesdropper scenario, Fig. 4 shows the
requirement satisfaction RS(i) of user i in the presence of
three eavesdroppers changing with the tasks’ tolerable delay
Di in the three schemes. Fig. 4 (a) is the case of three non-
colluding eavesdroppers, and the average channel gains are
ḡim = {1, 1.6, 2.2} × 10−7. Fig. 4 (b) is the case of three
colluding eavesdroppers, and the average channel gains are
ḡim = {0.5, 0.5, 0.5} × 10−7 (The channel gain of each
colluding eavesdropper is generally small, which is why they
choose to collude). Since DMin-SCO and EMin-SCO are the
single-eavesdropper schemes, we randomly select a value of
ḡim from three eavesdroppers for each experimental trial and
present the average results for a large number of trials.

In Fig. 4 (a), we observe that our proposed SMax-SCO
scheme outperforms the other schemes. There are two reasons
for this improvement. First, SMax-SCO can balance user i’s
preference regarding delay and energy consumption, while
DMin-SCO and EMin-SCO can only provide a fixed solution.
Second, in the case of non-colluding eavesdroppers, SMax-
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(a) Case of non-colluding eavesdroppers

0.35 0.45 0.55 0.65 0.75 0.85 0.95

Tolerable delay (s)

0

0.5

1

1.5

2

2.5

3

3.5

4

R
eq

ui
re

m
en

t s
at

is
fa

ct
io

n

Our proposed SMax-SCO
DMin-SCO
EMin-SCO

(b) Case of colluding eavesdroppers

Fig. 4: Requirement satisfaction in the presence of three
eavesdroppers versus tolerable delays.

SCO is designed to prevent eavesdropping attacks by the best
eavesdropper m̃, and the channel gain gim̃ = max{ḡim +
∆gim, ∀m ∈ M} = 2.22 × 10−7. By contrast, DMin-SCO
and EMin-SCO default that there is one eavesdropper in the
considered system. When their default eavesdropper is not
the best eavesdropper, the provided solutions cannot ensure
the security of offloading tasks (i.e., xiA = 0), and then the
requirement satisfaction RS(i) of user i is zero.

In Fig. 4 (b), the requirement satisfactions of DMin-SCO
and EMin-SCO are always zero regardless of the tolerable
delays. This is because they ignore the multi-eavesdropper
scenarios in the task environments, and therefore cannot
guarantee a secure offloading rate for the user. Moreover,
we observe that the requirement satisfactions of SMax-SCO
in Fig. 4 (b) are smaller compared with those in Fig. 4
(a). This is because in the case of colluding eavesdroppers,
SMax-SCO is designed to prevent eavesdropping attacks by
the super eavesdropper m̃, and the channel gain gim̃ =∑

m∈M (ḡim +∆gim) = 1.52× 10−7. A larger channel gain
ḡim̃ leads to the consumption of more wireless resources to
ensure security provisioning, and thus occupying part of the
resources previously used to improve the service satisfaction
of delay and energy consumption.

• Regarding changes in computation task sizes

Next, we evaluate the performance of different computa-
tion task sizes in different eavesdropping scenarios. We set
αi = 0.8, Di = 0.8s, ς = 2 × 10−27 to describe the
characteristics of user i’s current tasks. This describes user i
having energy-intensive tasks or the residual energy of his/her
device is low due to the setting of αi = 0.8 > 0.5 and the
effective capacitance coefficient ς = 2× 10−27.

For the single-eavesdropper scenario, Fig. 5 shows the
requirement satisfaction RS(i) of user i in the presence of
an eavesdropper m changing with the task workload Li. The
average channel gain ḡim of eavesdropper m is 1× 10−7. All
three schemes can achieve security provisioning (i.e., xiA = 1)
due to hiA ≥ nA

nE
m
gim. This figure shows that the requirement

satisfaction decreases with increasing task workload. This is
because when tolerable delay Di is constant and xiA = 1, a
larger task workload Li leads to a larger energy consumption
term (i.e., αiγ

E
i ) of the denominator in (16). Meanwhile,

we observe that EMin-SCO performs better than DMin-SCO
because the current tasks are energy-intensive for user i’s
device. More importantly, our proposed SMax-SCO scheme
outperforms EMin-SCO, and performs far better than DMin-
SCO. The reason is that user i in SMax-SCO is not completely
ignoring the processing delay of current tasks, but the delay is
of relatively low concern compared to energy consumption un-
der the premise of ensuring security provisioning. Therefore,
SMax-SCO can accommodate each user’s preference, and then
improve the requirement satisfactions of users.
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Fig. 5: Requirement satisfaction in the presence of an eaves-
dropper versus task sizes

For the multi-eavesdropper scenario, Fig. 6 shows the re-
quirement satisfaction RS(i) of user i in the presence of three
eavesdroppers changing with the computation task workload
Li. Fig. 6 (a) is the case of three non-colluding eavesdroppers
with the same average channel gains as Fig. 4 (a), and the
channel gain of the best eavesdropper m̃ is gim̃ = 2.22×10−7.
Fig. 6 (b) is the case of three colluding eavesdroppers with the
same average channel gains as Fig. 4 (b), and the channel gain
of the best (super) eavesdropper m̃ is gim̃ = 1.52× 10−7. In
Fig. 6 (a), we observe that our proposed SMax-SCO scheme
outperforms the other schemes. This is because SMax-SCO
can accurately determine the worst-case eavesdropper in the
non-colluding eavesdropper scenario, while DMin-SCO and
EMin-SCO are assumed to randomly select an eavesdropper.
In Fig. 6 (b), the requirement satisfactions of DMin-SCO
and EMin-SCO are always zero regardless of computation
task workload due to the fact that they do not consider the
impact of the multiple eavesdroppers colluding as a single
super eavesdropper.

• Regarding changes in α and number of users
Finally, we evaluate the performance of different α and

number of users in different eavesdropping scenarios. We
verify our advantages when there are multiple participating
users with various task preferences in the MEC system. We
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(a) Case of a single eavesdropper
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(b) Case of non-colluding eavesdroppers
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(c) Case of colluding eavesdroppers

Fig. 7: Requirement satisfaction versus the degree of emphasis on energy consumption.
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(a) The case of non-colluding eavesdroppers
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(b) The case of colluding eavesdroppers

Fig. 6: Requirement satisfaction in the presence of three
eavesdroppers versus task sizes.

aim to highlight the positive impact of considering each user’s
requirement preference regarding delay and energy consump-
tion on the basis of security provisioning. We set L = 3×106

bits, D = 0.4s, ς = 10−27 for each user’s tasks. We specif-
ically consider the three cases of single eavesdropper, non-
colluding eavesdropper and colluding eavesdropper scenarios.
The average channel gains in the three cases are the same as
in Figs. 3 and 4. Since DMin-SCO and EMin-SCO are the
single-eavesdropper schemes, we randomly select a value of
ḡim from three eavesdroppers for each multiple-eavesdropper
experimental trial and present the average results for a large
number of trials.

Fig. 7 shows the requirement satisfaction RS(i) of user i
changing with the degree of preference on energy consumption
αi in different eavesdropper scenarios. In Fig. 7 (a), the three
schemes can achieve security provisioning (i.e., xiA = 1)
due to the single-eavesdropper scenario and hiA ≥ nA

nE
m
gim̃.

Obviously, our proposed SMax-SCO scheme is equivalent to

the DMin-SCO scheme when αi = 0, and is equivalent to the
EMin-SCO scheme when αi = 1. Moreover, in Fig. 7 (a),
we find that SMax-SCO always achieves a higher requirement
satisfaction than other schemes regardless of the preference
degrees αi, because SMax-SCO can accommodate the varying
requirements of users. Furthermore, we observe that the turn-
ing point of the data curve in SMax-SCO occurs approximately
at αi = 0.4 < 0.5. This phenomenon shows that the
computation tasks with the above settings of L, D, ς and gim̃
are relatively more energy-consuming. In Figs. 7 (b) and (c),
we observe that our proposed SMax-SCO scheme outperforms
the other schemes, and the requirement satisfactions of DMin-
SCO and EMin-SCO in Fig. 7 (b) are always zero regardless
of the preference degrees αi. The specific reasons are the same
as those in Fig. 4 (a) and (b).

Fig. 8 shows the requirement satisfaction RS(i) of user i
changing with the number of users in different eavesdropper
scenarios. The αi value of each user i is randomly generated
between 0 and 1 to represent the different requirement pref-
erences of different users. We observe that our SMax-SCO
scheme consistently outperforms the other schemes regard-
less of the number of users and the eavesdropper scenarios.
Besides, in Fig. 8 (a), EMin-SCO has better performance
than DMin-SCO, which supports the conclusion in Fig. 7
(a) that the computation tasks are more energy-consuming.
More importantly, we find that under our above simulation
settings, the requirement satisfactions of SMax-SCO in the
colluding eavesdropper case are greater than those in the
non-colluding eavesdropper case and less than those in the
single eavesdropper case. This is because the requirement
satisfaction is negatively correlated with the channel gain gim̃,
and 2.22× 10−7 > 1.52× 10−7 > 1.02× 10−7.

C. Secrecy Capacity Analysis

In this subsection, we validate the advantages of our pro-
posed SMax-SCO scheme in terms of secrecy capacity. We
set L = 3× 106 bits, D = 0.4s and ς = 10−27.

First, we evaluate the performance of the three schemes
in non-colluding eavesdropping scenarios. We consider 11
non-colluding eavesdroppers with average channel gains of
ḡim = {1, 1.2, 1.4, 1.6, 1.8, 2, 2.2, 2.4, 2.6, 2.8, 3}× 10−7, and
randomly select a certain number of eavesdroppers in each
experiment. We show the average results of a large number
experiments. In Fig. 9 (a), we set α = 0, and show the
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(a) Case of a single eavesdropper
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(b) Case of non-colluding eavesdroppers
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(c) Case of colluding eavesdroppers

Fig. 8: Requirement satisfaction versus the number of users.

average secrecy capacity decreasing with increasing number
of non-colluding eavesdroppers in the SMax-SCO and DMin-
SCO schemes. In Fig. 9 (b), we set α = 1, and similarly show
that the average secrecy capacity decreases with the increasing
number of non-colluding eavesdroppers for both the SMax-
SCO and EMin-SCO schemes. This is generally because a
larger number of non-colluding eavesdroppers leads to a larger
channel gain gim̃ for the worst-case eavesdropper. Meanwhile,
we observe from Fig. 9 that SMax-SCO outperforms DMin-
SCO and EMin-SCO, especially when the number of eaves-
droppers is large. The reason is that SMax-SCO considers
multiple-eavesdropper scenarios and provides corresponding
security offloading strategies, while the other schemes focus
only on single-eavesdropper scenarios.
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(a) α = 0
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(b) α = 1

Fig. 9: Average secrecy capacity versus the number of non-
colluding eavesdroppers.

Next, we evaluate the performance of the three schemes
in colluding eavesdropping scenarios. We set 8 colluding
eavesdroppers with the same average channel gain of ḡim =
0.5×10−7. Fig. 10 shows the secrecy capacity changing with

the number of colluding eavesdroppers in DMin-SCO, EMin-
SCO, and SMax-SCO with different values of α. Obviously,
the secrecy capacities in DMin-SCO and EMin-SCO are
always zero because they cannot deal with the colluding
eavesdropping attacks. Meanwhile, we observe that the secrecy
capacity decreases with increasing α in our proposed SMax-
SCO scheme. The reason is that with the increase of α, SMax-
SCO pays more attention to minimizing the energy consump-
tion of users when completing computing tasks. Specifically,
when α increases, the users will try to offload more of their
computation tasks to the AP for processing, while SMax-SCO
assigns a relatively low offloading power pi to the offloading
tasks to reduce the energy consumption of the offloading
process. Then, a smaller offloading power pi leads to a small
secrecy capacity.
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Fig. 10: Secrecy capacity versus the number of colluding
eavesdroppers

VII. CONCLUSION AND DISCUSSION

MEC-based computation offloading is a promising paradigm
for supporting ubiquitous mobile users. Due to the broadcast
nature of wireless communications, the computation tasks
offloaded from mobile devices to MEC servers are likely
to be overheard by malicious attackers nearby. To address
this challenge, there has been substantial research on MEC-
based secure computation offloading. However, these works
ignore the varying requirements of individual IoT users in
terms of delay and energy consumption on the basis of
security provisioning. Furthermore, the eavesdropping mod-
el considered in these works does not consider the impact
of collusion. To this end, we considered a practical multi-
eavesdropper model including non-colluding and colluding
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scenarios and a requirement satisfaction model. Furthermore,
we proposed a satisfaction-maximized secure computation
offloading (SMax-SCO) scheme, which aims to maximize
the requirement satisfaction of individual users subject to
secrecy offloading rate, tolerable delay, task workload and
maximum power constraints. To tackle the original nonconvex
problem, we developed an efficient iterative algorithm based
on the SCA approach to obtain near-optimal solutions. Finally,
we conducted extensive simulations, and verified that our
proposed SMax-SCO scheme provides better performance in
terms of secrecy capacity and requirement satisfaction of users
than the existing schemes.

APPENDIX

PROOF OF THEOREM 1

We prove this Theorem via contradiction. Denoting the
optimal offloading size and optimal offloading power as l∗i
and p∗i respectively, regarding (20), we assume the optimal
offloading rate r∗iA < Blog2(

nAnE+nEhiAp∗
i

nAnE+nAgim̃p∗
i
).

Based on the optimal values l∗i and p∗i , one can find that the
objective function (23a) is related to variable riA. In particular,
we have

Rden
i (riA)=



αi
ςCil

∗
i fi+p∗

i

Li−l∗i
riA

ςCiLifi
+ (1− αi)

Cil
∗
i

fi

Di
,

riA ≥ | Li−l∗i
Cil

∗
i

fi
−

CAP (Lk−l∗
k
)

fAP

|

αi
ςCil

∗
i fi+p∗

i

Li−l∗i
riA

ςCiLifi
+(1−αi)

CAP (Li−l∗i )

fAP
+

Li−l∗i
riA

Di
,

riA < | Li−l∗i
Cil

∗
i

fi
−

CAP (Li−l∗
i
)

fAP

|

When riA = | Li−l∗i
Cil

∗
i

fi
−

CAP (Li−l∗
i
)

fAP

|, we have Cil
∗
i

fi
= tAP +

Li−l∗i
riA

. Therefore, the above piecewise functions are contin-
uous at the piecewise point. Moreover, riA is a real number
greater than zero. Since f(x) = a + b

x , (x > 0, x, a, b are
real numbers) is a continuous function, we can conclude
that objective value Rden

i is continuous for variable riA, and
decreases with riA. This is because when the transmission
power is constant, a larger offloading rate riA leads to a shorter
offloading time and a smaller offloading energy consumption.
Based on this, we believe that there must exist another r∗iA

′ =

r∗iA+ τ , (τ is a small positive value), such that Rden
i

′
(r∗iA

′) <
Rden

i (r∗iA). It is proved that the assumed offloading rate is
not optimal. Therefore, the assumption we made above is
incorrect, the equation r∗iA = Blog2(

nAnE+nEhiAp′
i

nAnE+nAgim̃p′
i
) must be

held in the optimal solution. Here, we have completed the
proof of Theorem 1.
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