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Abstract—The lattice-based cryptography problems are known
to be secure against the quantum computing attacks, till date no
known quantum algorithm is able to solve these hard problems
in lattices. Their naive implementations on embedded devices
are, however, vulnerable to side-channel analysis (SCA) attacks
with full key recovery possible via power/EM leakage analysis.
This work analyses and attacks the power side channel leakage
in the baseline hardware architecture of schoolbook polynomial
multiplication, that is an essential component of most of the
lattice based cryptography implementations. We first undertake a
horizontal correlation power analysis (HCPA) method, optimized
to work independent of the precise attack location specification
in the schoolbook polynomial multiplier power leakage profile.
Inspite of the inherent difficulties in HCPA, the attack is
extremely efficient; with an 99.90% accuracy of recovering any
one sub secret-key using only a single trace. Next we undertake
the vertical correlation power analysis (VCPA) attack on the
schoolbook polynomial multiplier power leakage profile, that
requires larger number of power traces to analyze the correlation.
Finally, we propose a novel combined correlation power analysis
(CCPA) method that combines the strengths of both the VCPA
and the HCPA to further improve the attacking capability of
HCPA. We report a complete secret key recovery with a 100%
accuracy by using only 4 power traces.

Index Terms—Lattice-based cryptography, Ring-LWE, School-
book polynomial multiplier, Side-channel analysis, Correlation
power analysis, Horizontal CPA (HCPA)

I. INTRODUCTION

The lattice-based cryptography (LBC) schemes are resistant
against the threat of quantum computers since the lattice based
hard problems cannot be solved by a quantum algorithm
till date [1]. Although LBC problems have proved to be
mathematically secure, their naive implementations are studied
to to be vulnerable against the side channel analysis (SCA)
attacks due to their data dependent power/EM leakages[2].
Since the simple power analysis (SPA) attacks rely on the
visual inspection of a single/few leakage traces and is far
too simplistic to cater for noisy traces, more powerful attacks
like differential power analysis (DPA), and correlation power
analysis (CPA) are often used. DPA attacks generally reply on
extracting information from a large number of leakage traces to
statistically rule out any incorrect hypothesis for sensitive data.

This work is supported by grants from National Natural Science Foundation
of China (62022041 62134002 62104107), Natural Science Foundation of
Jiangsu Province (BK20210287), the Royal Society Research Grant IEC/
NSFC/211024 and EPSRC Quantum Communications Hub (EP/T001011/1).

The CPA is essentially an improvement over DPA, requiring
much lower number of traces necessary to an attack compared
to the DPA [3]. The CPA uses the correlation between the ac-
tual measured leakage trace and the hypothesized constructed
trace by calculating Pearson correlation coefficient [4] to reach
the correct guesses for sensitive data.

Traditionally, the correlation power analysis, also called
vertical correlation power analysis (VCPA), analyzes the cor-
relation between the same point of interest in multiple power
traces, without utilizing any other information[5], [6]. This
under-utilization of information is compensated for in the
later introduced better attack called the horizontal correlation
power analysis (HCPA), that simultaneously uses more points
on a single trace to analyze the correlation between multiple
intermediate values in a leakage trace[7]. Consequently, HCPA
method has a better utilization of sampled data on each
power trace compared to VCPA method [4], [8], however,
HCPA method also has a higher threshold of use, requiring
precise location of the exact time at the operation point
under attack. VCPA method does not require this. In addition,
HCPA method is more effective against transient key schemes
because VCPA method can not collect enough power traces
for analysis in this case.

In this work, we use the Test Vector Leakage Assess-
ment (TVLA) method to first analyze substantial leakages in
the schoolbook polynomial multiplier of Ring-Learning-With-
Errors (R-LWE) baseline hardware architecture. We attack
the schoolbook polynomial multiplier with a Horizontal CPA
method without the need of precise location. We construct the
power trace for correlation analysis using a sliding method to
take data at intervals. The accuracy of recovering any one sub
secret-key using only a single trace by using HCPA method is
99.90%, and the accuracy of recovering the whole secret-key
is 76.41%. We re-attack the schoolbook polynomial multiplier
with an optimized Vertical CPA method. After comparing the
attack results and attack costs of the two analysis methods,
we propose a combined CPA (CCPA) method by combining
HCPA and VCPA. This new CPA method further improves the
attack effect of HCPA method. All the sub secret-key can be
recovered with 100% accuracy by using only 4 power traces.

The rest of this paper is organized as follows. Section
II introduces the R-LWE cryptosystem and some hardware
architectures used. Section III introduces the experimental



setup, the leakage reflected by the power traces and the result
of TVLA analysis. Section IV introduces the attack method,
effect and result comparison of three CPA attacks: HCPA,
VCPA and CCPA. Section V concludes the work.

II. BACKGROUND

The R-LWE is a lattice based public-key exchange cryp-
tosystem comprising of three phases: key generation, encryp-
tion and decryption, as shown in Alg. 1 [9]. The parameter-
set for the R-LWE hardware implementation undertaken is
n = 256, q = 7681. Structured version of LWE and its
efficient variant learning-with-rounding (LWR) problems make
3 out of 4 finalist Key exchange schemes in the NIST initiated
contest for find quantum resistant algorithms (NIST PQC)
[10]. All of these schemes require polynomial multiplication
as an essential operation.

The hardware implementation of the R-LWE is manually
developed in HDL and comprises of the discrete Gaussian
sampler and the polynomial multiplier. The discrete Gaussian
(DG) sampler is based on the cumulative distribution table
(CDT) technique, as used in [11]. The distribution is truncated
in interval [-31, 31]. To handle the negative values, this range
is distributed within the interval [0, 7680], by considering the
q+a for the negative values of a. Hence, the DG distribution
obtained on the ring comprises of two discontinuous intervals
[0, 31] and [7650, 7680], with the truncated probability den-
sity of the DG distribution as shown in Fig. 1.

The hardware implementation of ring polynomial multipli-
cation of the inputs b and b adopts the simplistic algorithm of
schoolbook polynomial multiplication, expressed as follows:

a(x)× b(x) =

n−1∑
i=0

n−1∑
j=0

aibjx
i+j

mod (xn + 1)

=

n−1∑
i=0

n−1∑
j=0

(−1)⌊(i+j)/n⌋ aibjx
(i+j) mod n

(1)

A serial hardware architecture of the schoolbook polynomial
multiplier comprises of two polynomials stored in RAM_a and
RAM_b. One DSP slice is used to generate a single product. A
control unit first generates one address signal for RAM_a, and

Algorithm 1 The Encryption and Decryption of R-LWE
Input: Public key: a ← U and p; Secret key: r2 ← Dσ;
Plaintext: m← {0, 1}.
Output: Ciphertext: c1, c2; Decrypted plaintext: m′.

1: Sampling to generate e1, e2, e3 ← Dσ;
2: Encoding plaintext m̄ = encode(m);
3: Ciphertext is calculated c1 = a× e1 + e2, c2 = p× e1 +

e3 + m̄;
4: Decrypting c = c1 × r2 + c2;
5: Decoding plaintext m′ = decode(c);
6: return c1, c2,m′.

U: uniform distribution, Dσ: Gaussian distribution with a mean
of µ = 0 and a standard deviation of σ = 4.51.

Fig. 1. The truncated probability density of DG distribution.

then generates 256 address signals to RAM_b, sequentially.
The two numbers, ai and bj , are multiplied in DSP and the
Barrett reduction (BR) calculates the modulo operation, thus
completing the first round of calculation. Next, the control unit
generates a new address signal for RAM_a and conducts a new
round of calculation and so on until 256 rounds of calculation
are completed.

III. SIDE-CHANNEL ANALYSIS

This section presents the experimental setup, the SPA leak-
age initially reflected by the collected power traces and the
result obtained by TVLA analysis.

Fig. 2. The experimental setup for our platform includes the measurement
Oscilloscope, FPGA board and the PC/Workstation

A. Experimental Setup

Our SCA FPGA experimental platform comprises of the
following three components (as shown in the Fig. 2).

• FPGA board: We use a Xilinx Spartan-6 (XC6LX9)
FPGA board for our leakage analysis. The R-LWE
decoder design is configured to run at 50MHz clock
frequency. The attack relies on measuring the power
consumption of the chip during execution [12]. To do
so, a 0.5Ω sampling resistor in connected in series on
the power supply circuit of the chip.

• Measurement Instrumentation: A Pico Technology Pi-
coScope 3206D oscilloscope model is used for data
acquisition. The oscilloscope can sample at 2ns intervals
(500 MS/s) using two channels simultaneously. We use



Fig. 3. A power trace of R-LWE decryption phase on the Xilinx Spartan-6 FPGA. The large fluctuation of voltage is affected by the value of the sub
secret-key and the amplitude of voltage can be divided into three levels (L, M and H) because of the three categories of the sub secret-key.

one channel to collect voltage drop and the channel to
trigger the oscilloscope for acquisition.

• Workstation: The workstation controls the trigger to
start/stop the capture operation. It provides the ciphertext
for decryption and collects the power traces from the
oscilloscope via a USB port. All post processing (data
analysis and attack) is performed on the workstation.

B. Leakage Assessment

We analyze the schoolbook polynomial multiplication in
the decryption phase of R-LWE algorithm, corresponding to
Step 4 in Alg.1, as done in [13]. Fig.3 gives the power
traces collected during the decryption phase at one time.
The horizontal axis represents the sampling instance, and
the vertical axis represents the voltage drop of the sampling
instance.

It can be seen from Fig.3 that the voltage drop reflects
large fluctuations, indicating a leakage in the unprotected
schoolbook polynomial multiplier. One of the coefficients in
the secret-key polynomial is defined as a sub secret key. The
vertical axis of the power trace is divided into three levels, L,
M and H, as shown in Fig.3. When the sub secret-key is 0,
the voltage is distributed around L. When the sub secret-key is
in the interval of [0,31], the voltage is distributed around M.
When the sub secret key is in the interval of [7650,7680], the
voltage is distributed around H. Though this leakage initially
classifies the sub secret-key into three different candidate
values ranges as in [14], the resulted information leakage can
not be negligible.

C. Test Vector Leakage Assessment (TVLA)

TVLA was initially proposed in [15] and is considered
as a common standard test method for information leakage
detection in side-channel power/EM traces [16]. It is easy to
integrate in existing crypto implementation and is often used
to demonstrate the strength of a proposed countermeasure.
It gives a PASS/FAIL verdict, relying on the commonly
used Welch’s t-test value. If the threshold ±4.5 is crossed,
data dependent information leakage is confirmed, enabling
a possibility of potential exploitation [15]. The TVLA is

computed using the Welch’s t-test for every power trace in
the measurements, as follows:

t =
µA − µB√
σ2
A

NA
+

σ2
B

NB

(2)

where, µA and µB denote the mean value of set A,B. σA and
σB denote the standard deviation of the set A and B. NA

and NB denote the number of power traces in set A and B,
respectively.

For the schoolbook polynomial multiplication execution in
the R-LWE decryption (Step 4 in Alg.1), we construct two sets
of power traces, denoted as A and B. For the set A, the secret-
key r2 and the two ciphertexts c1 and c2 are randomly gen-
erated. For set B, the two ciphertexts c1 and c2 are randomly
generated, while the secret-key r2 is fixed and unchanged. We
collect 3000 power traces of each set to calculate the t-values,
as depicted in Fig. 4. The t-values exceed the threshold by
large margins, depicting serious information leakage in the
execution of schoolbook polynomial multiplication.

IV. EVALUATING THE CPA ATTACKS

This section introduces the attack methodology of the HCPA
attack and the VCPA attack, then proposes a CCPA method
that combines the strength of both. The attack results of these
three methods are analyzed and compared with other works.

A. Results of Horizontal CPA (HCPA)

The schoolbook polynomial multiplier comprises of a DSP
slice on an FPGA, that multiplies numbers (13-bit×13-bit),
and the Barret Reduction module, reduces the 26-bit number
by modular reduction. The architecture of this 13-bit modular
multiplication circuit is referred to Fig. 2 of [11]. We use all
the registers in the five-stage flow architecture of the modular
multiplication circuit to construct the attack function.

In polynomial multiplication, the sub secret-key multiplica-
tion of each partial product is one sub secret-key, multiplied
by 256 coefficients of the public-key polynomial vector, se-
quentially. This process is the opportunity to deploy the HCPA
attack once.

The sampling frequency of the oscilloscope (500MS/s)
and the operating frequency of the R-LWE decryption on the
FPGA (50MHz) is taken up as a multiple of each other (10×).
We pick one point every 10 sampled points and continue to do



Fig. 4. The TVLA computed between set A and set B largely violating the upper and lower thresholds (±4.5) depicting information leakage

so for the 256 values to construct a power trace for correlation
analysis. It is fair to assume that the attacker is unaware of the
exact starting point of the sampled power trace for aligning
with the target multiplication operation. Our design does not
need to find the precise location alignment on the power trace,
corresponding to the power leakage from the target module
execution on that FPGA that is considered a must for the
attacker to find out [17]. We only need to roughly locate
the calculation area of the sub secret-key (this rough location
requirement can be solved by using SPA method to divide the
power trace). We rely on the maximization of the computed
correlation coefficient as an indicator to find the right starting
point of the constructed power trace. We slide the starting point
of the constructed power trace, and calculate the correlation,
the point with the maximum correlation coefficient is most
likely to be aligned with the clock, and the hypothetical sub
secret-key to which the point belongs is the best candidate sub
secret-key.

In order to reduce the influence of high frequency noise
under single acquisition, we use a low pass filter to pre-
process the power trace as presented in [18] and then attack
the first sub secret-key. The attack result is shown in Fig. 5.
The correlation curve of the correct hypothetical sub secret-
key is drawn with red line, while the correlation curve of the
false hypothetical sub secret-key is drawn with green line. It
is clear that the peak of the red line is the highest of all
curves, indicating that the attack on the first sub secret-key
was successful.

We attack all the 256 sub secret-keys, test the attack effect
of this attack method on 5000 power traces and record the
accuracy of each sub secret-key. The result is shown in Fig.
6, where the horizontal axis represents the serial number of
the sub secret-key and the vertical axis represents the attack
accuracy percentage. The result shows that for most of the
sub secret-keys except a few, the attack accuracy is 100%.
The lowest attack accuracy is more than 90%. The average
accuracy of recovering any sub secret-key with a single trace
is 99.90%, and the accuracy of recovering all the sub secret-
keys with a single attack is 76.41%.

B. Results of Vertical CPA (VCPA)

The VCPA attack method introduced in this paper is a
stronger version of typically used Verical CPA methods. Gen-
erally, traditional VCPA attacks only one intermediate value,

Fig. 5. The result of HCPA attack on the first sub secret-key. Red depicts
correct hypothetical sub secret-keys, green depicts false ones.

Fig. 6. HCPA average accuracy for attacking all the 256 sub secret-keys.

but our improved VCPA method builds on the attack function
of the HCPA method, i.e., uses the intermediate values in the
five-stage registers in the polynomial multiplication operation
to attack. Like the conventionally used VCPA, our attack
utilizes the same point on the multiple power traces, instead
of simultaneously attacking multiple points on a single power
trace. The location of the attack point does not need to be
precisely aligned, a roughly located interval of attacked sub
secret-key also suffices. Every multiplication operation in the
complete polynomial multiplication, corresponds to a certain
point on the power trace. Since there are 256 multiplications
in one wheel of sub secret-key multiplication, there are 256
opportunities of launching one VCPA attack in each wheel of
sub secret-key multiplication. We collect the sub secret-key
candidate values of these 256 VCPA attacks and statistically
obtain the final candidate value of one sub secret-key.

In VCPA, we attack the first sub secret-key, record the
relationship between the maximum correlation of each hypo-
thetical sub secret-key and the number of power traces, as
shown in Fig. 7. It can be seen that the correlation curve of
the correct hypothetical sub secret-key is quickly separated



Fig. 7. Correlation curve of the correct hypothetical sub secret-key shown in
red while the false ones shown in green.

Fig. 8. VCPA attack accuracy under increasing number of power traces.

from other false hypothetical sub secret-keys (within about
100 power traces), which indicates that the attack on the first
sub secret-key is very successful.

We test the attack effect of this VCPA method applied to
all the sub secret-keys on the collected 100 power traces, and
the result of attack accuracy is 100%, which indicates that
the number of power traces used for analysis is sufficient. We
gradually reduce the number of power traces and repeat the
test to obtain the relationship between the accuracy and the
number of power traces, as shown in Fig. 8. It can be seen
that the minimum number of power traces required to stabilize
at 100% accuracy for the first time is 72 (indicated by the red
dot on Fig. 8).

The attack effect of VCPA method, though far less than
that of the above HCPA method, but compared with some
non-optimized VCPA methods, the attack effect of our VCPA
method is much better than them. This part of comparison data
will be shown in section IV.C.

C. Results of Combined CPA (CCPA)

The combined CPA or CCPA attack combines both the
HCPA and VCPA to increase the number of power traces for
analysis and consequently generating better attacking capabil-
ity. The HCPA method (described in section IV. A) shows a
strong attack effect on a single trace, to achieve 100% accuracy
however, more power traces need to be used for analysis. The
HCPA method for multiple power traces is still limited to the
fact that it analyzes each of the multiple power traces one
by one and then makes a comprehensive assessment, without
making a combined analysis of the multiple power traces. We
tested the attack accuracy of only using this HCPA method
under multiple power traces, and the result is shown with the
green line in Fig. 9. To successfully recover all the sub secret-
keys with 100% accuracy, at least 5 power traces are required.

Fig. 9. The attack accuracy of HCPA method (green line) and CCPA method
(red line) under multiple power traces.

By analyzing the correlation results of the sub secret-key
in the case of a failed attack, we found that the difference of
the correlation coefficients between the wrong candidate sub
secret-key and the correct sub-secret key is very small. In these
cases, the influence of noise is particularly prominent, conse-
quently, more traces could be used to reduce the influence of
noise and correctly recover the sub secret-key.

Combined with the attack idea of VCPA method, when the
number of available power traces is greater than 1, we splice
the power trace blocks from the same sub secret-key interval
on multiple power traces to generate a new extended power
trace, and then use the HCPA method to attack the newly
generated power trace again. It is worth mentioning that this
splicing process does not mean that all available power traces
can only be spliced into a new power trace, but can be arranged
and combined.

In short, the CCPA method is equivalent to indirectly
increasing the number of power traces that can be used for
analysis, and further improving the attack effect of HCPA
method. We tested the attack accuracy of using the CCPA
method under multiple power traces, and the result is shown
with the red line in Fig. 9. To successfully recover all the sub
secret-keys with 100% accuracy, at least 4 power traces were
need to be used, which reduces the requirement of 1 power
trace as compared to the previous HCPA methods.

D. Comparison and Discussion

The results of the three proposed attack methods are sum-
marized in Table I and compared with the other works. The
earliest attack reported in [6] is a VCPA attack on R-LWE
that needed at least about 200 power traces to achieve 100%
accuracy, consequently its attack effect is inferior than ours.
The first reported horizontal CPA attack on lattice based
schemes (Frodo, NewHope) [18] had very low operating
frequency, hence simplifying precise localization of the point
of multiplication operation on the power trace. The advantage
of our method is that our proposed method does not need
precise location in advance. For large lattice dimensions with
longer power traces (n = 752, 1024), the attack is strong but
for lattice dimension comparable to ours (n = 256), the attack
accuracy is much reduced [18]. The attack accuracy of VCPA
on the Binary R-LWE (B-RLWE), operating on a very low
frequency (1.5MHz) is inferior than ours [5] .

Our work implies large power leakages in naive/unprotected
lattice based cryptography implementations, easily exploitable



TABLE I
COMPARISON WITH REPORTED WORK ATTACKING POWER LEAKAGE FROM POLYNOMIAL MULTIPLICATION IN PQC IMPLEMENTATIONS

Design PQC Target FPGA
Implementation Device Method n Freq.

(MHz)
Without Precise

Location
Accuracy of

A Singe Trace
Required Traces of

100% Accuracy

HCPA R-LWE Xilinx Spartan-6 (XC6LX9) HCPA 256 50 ! 76.41% 5

VCPA R-LWE Xilinx Spartan-6 (XC6LX9) VCPA 256 50 ! N/A 72

CCPA R-LWE Xilinx Spartan-6 (XC6LX9) CCPA 256 50 ! 76.41% 4

[6] R-LWE Xilinx Virtex-II (XC2VP7) VCPA 256 18.75 ! N/A ≈ 200
[18] Frodo Xilinx Spartan-6 (XC6SLX75) HCPA 752 1.5 % 100% 1
[18] Frodo Xilinx Spartan-6 (XC6SLX75) HCPA 256 1.5 % ≈ 20% N/A
[18] NewHope Xilinx Spartan-6 (XC6SLX75) HCPA 1024 1.5 % 100% 1
[18] NewHope Xilinx Spartan-6 (XC6SLX75) HCPA 256 1.5 % ≈ 1% N/A
[5] B-RLWE Xilinx Spartan-6 (XC6SLX75) VCPA 256 1.5 ! N/A ≈ 200

by an adversary. The polynomial multiplication in R-LWE
decryption operation requires sub secret-key and the ciphertext
to be multiplied in a fixed calculation order, leading to power
leakages at predictable places. Our attack is finely character-
ized by simultaneous usage of several intermediate values used
in the Barret Reduction operation. Typical countermeasures to
protect against the side channel attacks include randomization
and masking. Since the result of polynomial multiplication
is independent of the order of partial products computation,
shuffling the order of computation could be adopted. Adding
dummy steps in computation could also serve the purpose.
Masking can also disable an adversary to associate power
traces with correct sub secret-key guesses but comes at a
higher processing and resource cost, e.g., 20% more LUT
usage and about 2.6× processing time reported after first order
masking undertaken for R-LWE [6].

V. CONCLUSIONS AND FUTURE WORK

This work identifies substantial power leakage in the FPGA
implementation of the baseline schoolbook polynomial mul-
tiplication architecture in R-LWE crypto-system. Exploiting
that, we propose an optimized HCPA method without pre-
cise location compared with the traditional HCPA method.
The average accuracy of recovering any sub secret-key with
a single trace is 99.90%, and the accuracy of recovering
complete secret key with a single attack is 76.41%. We
enhance the attack of HCPA function by the VCPA method,
resulting in improvement of the attack strength compared
to the traditional VCPA method. Finally, a CCPA method
combining the strengths of HCPA and VCPA is proposed that
further improves the attack capability. Using CCPA, the whole
secret key can be recovered with 100% accuracy by using only
4 power traces. We plan to explore the SCA-countermeasure
strategies and experimentally analyze their effectiveness.
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