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Approximate computing can accept errors in computation systems to
achieve better utilisation of hardware resources. Approximate com-
puting has been successfully developed in integrated circuits, such as
approximate arithemtic circuits and approximate accelerators. Unfor-
tunately, recent works show that approximate circuits also have se-
curity vulnerabilities. Hardware Trojan is one of the biggest threats
to hardware security. However, very limited research has been con-
ducted on hardware Trojans in approximate circuits. In this letter, two
types of hardware Trojans, namely Function-destructive Trojans and
Information-leaking Trojans, are presented. The Trojans are designed
based on the characteristics of approximate circuits. The effectiveness
of the hardware Trojans are analysed using the evaluation metrics for
approximate circuits.

Introduction: Approximate computing is considered to be one of the
most effective methods to address the power issues of integrated cir-
cuits. It can achieve a new trade-off between power consumption and
performance by sacrificing little accuracy [1]. Approximate computing
has been successfully applied to approximate arithmetic unit, approxi-
mate fast Fourier transform (FFT) [2], approximate neural network ac-
celerator, etc. Although approximate circuits has been widely developed,
they also introduce new security issues [3]. This is mainly because the
inherent errors in the approximate circuit may be exploited by malicious
attackers [3]. Therefore, the security of approximate circuits should be
investigated. Yellu et al.[4] investigated several potential threat models
and countermeasures for approximate circuits. Regazzoniet al.[5] pre-
sented that the approximate circuit may have the threat of leaking infor-
mation, but no specific design was provided. Dou et al. [6] pointed out
that approximate adder circuits may be vulnerable to hardware Trojans
than exact adder circuits. However, it lacks detailed analysis of the hard-
ware Trojan inserted in the approximate circuit. Hence, the introduction
of approximate computing to hardware circuits not only brings advan-
tages, but also new security issues, which have not been studied in depth.
Hardware Trojan is one of the biggest threats to hardware security. The
Trojan attacks to exact circuits is usually achieved by flipping the output
of the circuit. However, the error tolerance of approximate circuits may
result in non-functional for attacks since some erroneous outputs are ac-
ceptable by approximate circuits. The effectiveness of hardware Trojans
to approximate circuits is worth further investigation. Therefore, a com-
prehensive consideration is needed to analyse the vulnerability of the
approximate circuit to hardware Trojan insertion.

In this letter, two different types of hardware Trojan circuits, namely
Function-destructive Trojan and Information-leakage Trojan, are pro-
posed and inserted into approximate circuits. This letter analyses secu-
rity vulnerabilities of approximate circuits to hardware Trojan insertions
based on the metrics of approximate circuits. It is expected to provide
instructions for designers to understand the security threats in approx-
imate circuits and consider thorough detection techniques in the future
circuit designs.

The error metrics of approximate circuits: In approximate circuits, dif-
ferent approximation methods can introduce different errors into the ap-
proximate circuit. Therefore, unlike exact circuits, approximate circuits
do not have a uniform truth table to describe their functions, so their
computation capability is determined by error metrics [7].

The commonly used metrics of approximate circuits include error
magnitude (EM), worst case error (WCE), mean absolute error (MAE),

Fig. 1 Approximate 4-bit low-part-or-adder (LOA) adder with HT inserted.
The function of the Trojan is to flip the output of y0 when a0 = b0 = 1

Table 1. Model description

Attack model Key features

Tamper approximate
circuit function

Assumption (1) The netlist/RTL of the approximate
circuit is a white box; (2) The attack
can occur in the manufacturing or
testing phase;

Attack method Use Trojan circuit to flip the output of
the circuit;

mean squared error (MSE), error probability (EP), and worst case BFE
(WCBFE), which are also the metric used to test approximate circuits in
[7] and [8]. The definition of these metrics can be found in [7].

Hardware Trojan: Hardware Trojan (HT) refers to a redundant circuit
with a certain malicious function that an attacker deliberately inserts in
the original circuit design for a certain purpose. Generally, HTs can be
divided into Function-destructive Trojan and Information-leakage Tro-
jan according to their payload logic.

Function-destructive Trojan in approximate circuit: Function-
destructive Trojans aim to destroy the function and then affect the
performance of circuits. This is usually achieved by adding or deleting
the circuit structure. For example, in an exact adder, the logic function
can be destroyed by tampering the output of the exact adder which
changes the original defined truth table. However, an approximate
circuit, its computation capability and quality are determined by error
metrics. A Function-destructive Trojan inserted into an approximate
circuit may have a different result while an exact circuit has only
one fixed result. A systematic analysis is essential to understand the
effectiveness of Function-destructive Trojans to approximate circuits.
A low-part-or-adder (LOA)1 based approximate adder proposed by [9]
shown in Figure 1 is utilised as an example. Table 1 lists our hypothetical
attack model.

In Figure 1, a 4-bit LOA approximate adder is inserted a Trojan to
the least significant bit. The corresponding error metrics are shown in
Table 2. This work adopts the Type-2 2 Trojan proposed in [10] as an
example. The trigger circuit of the HT is composed of an AND gate, and
the payload circuit is composed of an XOR gate. The attack principle
of this HT is as follows. When the inputs of the approximate circuit are

1The most significant bits of the output are implemented using an
exact adder design while the least significant bits are computed by
OR gates.
2A Type-n Trojan is defined as a combinational hardware Trojan of
order n and has n trigger inputs
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Table 2. Approximate circuit error metrics with or without HT in-
serted. The trigger condition is a0 = b0 = 1

WCE MAE WCBFE EP MSE

HT-free 6 384 2 0.218 95.75

HT-FA1 5 320 2 0.218 101.25

HT-FA2 4 384 2 0.1875 95.75

HT-FA3 10 480 3 0.218 103.75

HT-FA4 14 704 4 0.218 127.75

Fig. 2 The proposed two Information-leaking Trojans on an approximate 4-
bit adder with a logic lock K: (a) an always-on Trojan is inserted having a
single metric WCE. Knowing the input of a0 and b0 and the output of y0, it
is easy to reveal the key value K of the key. (b) A Trojan is inserted having
multiple metrics. The Trojan can output the value of K from the main out-
put of y2 when the input satisfies a0 = b0 = a1 = b1 = 1, a2 = b2 = a3 =
b3 = 0

a0 = b0 = 1, the HT will flip the output y. The corresponding metrics
with the HT inserted are presented in Table 2.

Table 2 shows the metric changes when the trigger condition a0 =
b0 = 1 is satisfied. Note that the smaller the error metric, the higher the
accuracy of an approximate circuit. As shown in Table 2, it can be seen
that when the Trojan’s payload circuit is inserted to FA1, all the metrics
of the approximate circuit except EP are changed. Only the MSE become
larger, which means that the HT is only valid for MSE. When the HT is
inserted to FA2, only the WCE and EP are changed, but they have be-
come smaller, which means that the HT does not affects the function of
the approximate circuit, and at the same time improves the performance
of the approximate circuit. When the HT is inserted to both FA3 and FA4,
most of the metrics are changed. It shows that the HT is effective to the
outputs y2 and y3.

In summary, when a Function-destructive Trojan is inserted to an ap-
proximate circuit, the output of the circuit may be changed but the func-
tion of the approximate circuit could not be affected. Interestingly, some
HTs may even help to improve the accuracy of approximate circuits.
Therefore, when the approximate circuit is implanted into a Function-
destructive Trojan, the approximate circuit cannot be destroyed by sim-
ply flip the output. It is necessary to introduce the metric of the approxi-
mate circuit to validate the effectiveness of the Trojan.

Information-leakage trojans in approximate circuit: An Information-
leakage Trojan targets the part of an original circuit with sensitive in-
formation, such as a key in an encrypted circuit. By modifying the rel-
evant circuit logic, the selected circuit signal is sent to the attacker via
the side channel information or the output channel of the circuit. An at-
tacker can analyse this type of information to obtain key information,
such as encrypted keys, and thereby obtaining the encrypted informa-
tion in the original circuit. The error tolerance of approximate circuits
may provide new opportunity for the Information-leaking Trojans. Two
Information-leaking Trojans are designed based on the characteristic of
approximate circuits. The proposed Information-leaking Trojans target
at logic locking, which has become a widely accepted hardware obfus-
cation technology. Reference [11] is to output the logic lock key through
the main output of the circuit through a Trojan. Once the Trojan is ac-
tivated, a direct tampering attack will leak the key directly to the main

Table 3. Model description

Attack model Key features

Output key Assumption (1) Untrusted foundry can access the
locked netlist;(2) The location of the
tamper-proof memory can be
determined;(3) The detailed error
analysis report of this circuit can be
obtained;

Attack method Use Trojan to output key;

Fig. 3 The effectiveness of the logic lock key introduced in Figure 2

output. In [11], it is assumed that the attacker can obtain the test vec-
tor in the test phase, and then the activation vector of the Trojan can
be designed to avoid detection in the test phase. However, it is difficult
to ensure that the test vector is easily available. There is no guarantee
that the output of the key will not affect the desired result of the circuit.
Approximate circuits which can accept errors may bring new opportu-
nities to attackers. Therefore, according to the different test methods of
the approximate circuit or the application-oriented difference, two cases
are considered: Single Metric WCE and Multi-metric. The Single Metric
WCE means that only WCE metric is considered when the approximate
circuit is tested. The Multi-metric represents that the approximate circuit
considers multiple metrics when it is tested. Table 3 shows our hypo-
thetical attack model, which does not require the test vector in the test
phase. In this model, the attacker is assumed to be an untrusted foundry
and the foundry can obtain the error analysis report and netlist of the
approximate circuit. Figure 3 reflects the effectiveness of the logic lock
key introduced in Figure 2. It can be seen that only the LOA adder can
produce an expected result, when the input key is correct.

Single metric WCE: The WCE metric is one of the most important met-
rics reflecting the performance of an approximate circuit. Therefore, in
many cases when an approximate circuit is used, only the WCE metric
needs to be considered. In this case, the output of the least significant bit
of the approximate circuit is replaced with the proposed hardware Tro-
jan. In the approximate circuit, the change of the least significant bit will
not affect the maximum error of the approximate circuit. The proposed
hardware Trojan inserted in an LOA adder is shown in Figure 2. The
circuit in red is the proposed Trojan, which is an always-on type. The
gate K is a tamper-proof memory, in which a secret key is loaded by the
designer after fabrication and test. When the attacker knows the input,
a0, b0 and the output of y0, the key K could be revealed. The evaluation
metrics of the approximate circuit inserted by the proposed Trojan with
single metric WCE are shown in Table 4. The WCE of the approximate
4-bit adder with the Trojan does not exceed the WCE of the approximate
4-bit adder without Trojan no matter the key is 1 or 0. It means that the
Trojan have no effect on the function of the approximate circuits. The
circuit can easily pass the test [8] (as long as the result under the test
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Table 4. The evaluation metric when the approximate circuit is im-
planted in the trojan for a single metric WCE

WCE MAE WCBFE EP MSE

HT-free 6 384 2 0.218 95.75

k = 0 6 512 2 0.3125 83.75

k = 1 5 352 2 0.4063 107.75

Fig. 4 The output results of (a) a exact circuit, and (b) an approximate circuit

Table 5. The evaluation metric when the approximate circuit is im-
planted in the trojan for multiple metrics

WCE MAE WCBFE EP MSE

HT-free 6 384 2 0.218 95.75

k = 0 6 384 2 0.218 95.75

k = 1 6 380 2 0.218 95.6875

vector does not exceed the pre-determined WCE value, it is a qualified
circuit).

Multi-metric: According to the results in Table 4, when only a single
metric WCE is considered, the proposed Trojan is effective. The next is
to evaluate whether the proposed Trojan is still effective when multiple
metrics are considered in the test.

In the design of an approximate circuit, it has an inherent error un-
der a specific input. As shown in Figure 4(a), for an exact circuit, there
are only two results, one is the correct result (O) by normal operation,
and the other is the wrong result (Oe) after being attacked. These two
results are different. However, an approximate circuit will encounter dif-
ferent scenarios. An approximate circuit may produce a wrong result
(Oa) compared to the correct result (O) under a normal operation. How-
ever, this result (Oa) is acceptable to the approximate circuit. Hence, the
approximate circuit can be considered as the case of Figure 4(b). One
is an acceptable result (Oa) under normal operation, and the other is the
correct result (O) after being attacked. The acceptable result and the cor-
rect result here are also different.

Based on the characteristics of the approximate circuit, we can use a
special input as the trigger condition in the design of the Information-
leakage Trojan, and the corresponding output channel of the accept-
able result as a key output channel (the special channel can be obtained
from the netlist or error analysis report provided by the designer.). For
example, in the LOA adder as shown in Figure 2(b), when the input
satisfies a0 = b0 = a1 = b1 = 1, a2 = b2 = a3 = b3 = 0, the output y2

must be an acceptable; however, it is an erroneous result. The red cir-
cuit in Figure 2(b) is the Trojan we designed. When the input satisfies
a0 = b0 = a1 = b1 = 1, a2 = b2 = a3 = b3 = 0, the key is output from
the multiplexer inserted to the output(y2) of FA3.

The error metrics of the approximate circuit with the proposed Trojan
are shown in Table 5. It can be seen that it does not affect the error
metrics of the approximate circuit no matter the key is 0 or 1. Therefore,
this Trojan does not produce unexpected results, even if the Trojan is
activated. Similarly, the Trojan can pass the testing in [8] as these error

metrics are calculated by traversing all inputs, which must include the
test vector required for the test.

Conclusion: In this work, we classify the HTs into Function-destructive
Trojans and Information-leaking Trojans according to their functions,
and then design and implant them into approximate circuits, respec-
tively. The error metrics of the approximate circuit are used to analyse
the security vulnerabilities of approximate circuits to HT insertions.
Finally, through analysis, we find that the Function-destructive Trojan
cannot simply change the output to destroy the quality of the approxi-
mate circuit, as the quality of the approximate circuit is determined by
the error metric. Arbitrarily change the output of the approximate circuit
may even improve the accuracy of the approximation circuit, which is
contrary to the purpose of the Trojan destruction function. This means
that the implantation of a Function-destructive Trojan in an approximate
circuit becomes more difficult than an implantation in an accurate
circuit. However, the approximate circuit provides new opportunities for
the Information-leakage Trojan. The work also proposed two methods
for designing Information-leaking Trojans, which can leak keys without
affecting the function of approximate circuits.
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