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Abstract— By virtue of conversions between orthogonal linear 

polarization (LP) pair representation and orthogonal circular 

polarization (CP) pair representation of an arbitrarily polarized 

electromagnetic wave, it is shown for the first time that the far-

field radiation pattern synthesis approach can be utilized to 

construct a directional modulation (DM) transmitter for secure 

CP transmission. This CP DM system implies that not only the 

receiver has to locate along a pre-specified spatial direction, as 

required in a LP DM system, but also that the polarization 

characteristics of transmitters and receivers have to be matched, 

i.e., both right-hand CP (RHCP) or both left-hand CP (LHCP), 

in order to recover information data with low bit error rate 

(BER). In this way superior physical layer security is achieved. 

Keywords— Bit error rate, circular polarization, directional 

modulation, fast Fourier transform, pattern synthesis.  

I.  INTRODUCTION 

Recently, directional modulation (DM) technology has 
become a promising means to implement physical-layer 
security in wireless communications [1]-[10]. Generally 
speaking, DM is a technology equipped at transmitter side that 
is able to distort the transmitted signal constellation patterns in 
IQ space along all spatial directions other than an a-priori 
selected secure communication direction in free space, in such 
a fashion to reduce the probability of interception by potential 
eavesdroppers.  

In all existing DM works, the synthesis approaches focus 
on either enabling DM characteristics [1]-[5], or enhancing 
DM system security performance, e.g., optimizing bit error rate 
(BER) spatial distributions [3]-[8]. The DM concept was 
developed and mathematically rigorous necessary and 
sufficient condition for achieving DM properties were formally 
derived in [9]. In the above mentioned DM works, it is always 
assumed that matched linear-polarized (LP) electromagnetic 
waves are radiated, transmitted, and received in DM systems. It 
should be noted that in these DM systems if the receivers are 
polarization mis-matched to the LP DM transmitters, e.g., LP 
with a different polarization direction or circular polarization 
(CP), the detected constellation patterns in all spatial directions 
are un-altered with respect to their counterparts in the matched 
LP case, subject to certain constant power attenuation.  

In this paper we show for the first time how CP DM 
transmitter arrays can be synthesized by an iterative far-field 
pattern synthesis approach. In such a system, only matched CP 
receivers along the desired communication direction can 

decode transmitted data with low BER. Thus another degree of 
security is obtained directly at the physical layer. 

II. PROPOSED CP DM CONSTRAINED PATTERN SYNTHESIS  

Without loss of generality, we confine our discussion to 
uniformly half-wavelength spaced 1D DM transmitter arrays 
operating in free space. The arrangement is shown in Fig. 1 
with DM properties illustrated for a QPSK modulation scheme. 
It is assumed that each array element is actively excited and 
can generate horizontal and vertical electromagnetic waves 
independently. Thus 2N excitation values are required for one 
symbol transmission in a CP DM array. 
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Fig. 1. The arrangement of a uniformaly half-wavelength spaced 1D CP DM 

transmitter array operating in free space. The CP DM property, i.e., standard 

constellation patterns can only be detected by matched CP receiver along 

desired communication direction, is illustrated for QPSK modulation scheme. 

The proposed CP DM iterative pattern synthesis approach, 
taking right-hand CP (RHCP) as an example, is presented 
below. 

1) Seek initial excitation value pairs, Ehn and Evn, 
corresponding to both horizontal and vertical 
electromagnetic components, of each array element for 
every unique symbol to be RHCP transmitted.  

For each polarization component we perform the 
following; 

• Generate the excitation required to steer a 
conventional array to the preferred direction where 
low BER is required. 
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• Randomize the magnitudes within the average power 
limit and phases of the excitations of 50% of the array 
elements. The choice of the elements undergoing in 
this procedure is also random. 

Using this procedure the resulting set of excitations 
obtained generates far-field patterns with main beam 
approximately pointing to the selected communication 
direction, while preserving sufficient randomness for 
different QPSK symbols transmitted. 

2) Generate another set of arbitrary excitation values that 
contribute to left-hand CP (LHCP) component and satisfy 
LHCP power requirements. Then combine the excitations 
with their counterparts generated in the step 1). 

3) Calculate far-field patterns from the combined array 
excitations for each LP component via the inverse fast 
Fourier transform (IFFT), and then re-cast the resulting 
patterns to get RHCP and LHCP components. In this paper 
it is assumed that each array element has an ideal isotropic 
active element pattern (AEP) [11] for each polarization 
component. 

4) For the RHCP component, individually scale the 
magnitude patterns according to required signal to noise 
ratio (SNR) and shift the phase patterns to form standard 
constellation diagrams in IQ space along a specified 
communication direction. The details for constellation 
reshaping are described in [6]. 

5) Adapt the resulting RHCP and LHCP far-field patterns to 
the pre-defined templates, while enforcing power masks 
and phase constraints for both RHCP and LHCP 
components. For the LHCP mask both an upper and a 
lower power limit are set in order to further scramble 
detected constellation diagrams if polarization mis-
matched receivers are equipped. The details of this step are 
further discussed with an example in the next section. 

6) Dis-assemble the adapted far-field pattern into its LP 
components, and then calculate the array excitations for 
each unique symbol via the fast Fourier transform (FFT). 

7) If required, constrain the array excitations as determined 
by the chosen DM array excitation hardware. 

8) Repeat the step 3), and adapt the resulting RHCP far-field 
patterns to standardized constellation patterns along 
desired communication directions as in the step 4). 

9) Iterate the steps 5) to 8) until the far-field patterns meet the 
imposed requirements or the maximum iteration number is 
reached. 

10) Calibrate the excitations according to the last adaptation in 
step 8). This is done through scaling excitation magnitudes 
and shifting excitation phases by the same coefficients 
used in the step 8) during the last iteration. 

III. SYNTHESIS EXAMPLE 

Based on the synthesis procedure described in Section II, an 
example is now described. An 11-by-1 element array and 
QPSK modulation with Gray-coding projected along a desired 
low BER communication direction of 60° (boresight at 90°) are 

adopted hereafter. RHCP communication is assumed. The 
number of points for the IFFT and FFT used in synthesis steps 
3) and 6) is chosen to be 4096, and the maximum iteration 
number is set to 500. All results are obtained using MATLAB 
2013a [12]. 
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Fig. 2. RHCP far-field (a) power patterns and (b) phase patterns for each 

QPSK symbol in the synthesized static RHCP DM system. The power mask 

for RHCP is also shown in (a). The phase constraint is set in the out-band 

region with the phases for symbol ‘11’ as the reference template. 

In a wireless point-to-point communication system, 
normally it is desirable that the majority of energy is radiated 
towards a preferred polarization matched receiver location. In 
[9] it was revealed that DM transmitter arrays generally radiate 
in an un-constrained manner energy into all spatial directions. 
We will now show that it is reasonable to set a spatial power 
mask for a DM transmitter array, e.g., as shown for RHCP 
component in Fig. 2(a), in order to maximize transmitted 
power along a  pre-selected low BER spatial direction while 
simultaneously suppressing power radiated elsewhere. The 
width of the rectangular mask in this example is chosen as the 
first null beamwidth (FNBW) of a corresponding conventional 
uniform tapered phased array steered to 60°, in this example 
24.5°, from 47° to 71.5°. To facilitate discussions we define the 
spatial region where the rectangular part of the mask occupies 
as in-band, and attach the label of out-band to directions 



 

0º 30º 60º 90º 120º 150º 180º 

Spatial Direction θ  

M
a
g
n

it
u
d

e
 (

d
B

) 
 

−30

−20

−10

0

5

For Symbol ‘11’ For Symbol ‘01’

For Symbol ‘00’ For Symbol ‘10’

−3

−6

LHCP power 

upper and lower 

bounds during 

iteration

 

 (a) 

0º 30º 60º 90º 120º 150º 180º 

Spatial Direction θ  

−180º 

−135º 

−90º 

−45º 

0º 

45º 

90º 

135º 

180º 

P
h

a
se

For Symbol ‘11’ For Symbol ‘01’

For Symbol ‘00’ For Symbol ‘10’
 

                                                                  (b) 

Fig. 3. LHCP far-field (a) power patterns and (b) phase patterns for each 

QPSK symbol in the synthesized static RHCP DM system. The power spatial 

restrictions during iteration for LHCP pattern synthesis are also shown in (a). 

The phase constraint is set across the entire spatial region with the phases for 

symbol ‘11’ used as the reference template. 

elsewhere. The in-band and out-band mask levels are set to be 
several dB higher than the main beam and sidelobes in the 
conventional array, allowing extra power to be introduced into 
the system in order to enable DM characteristics. This aspect 
was described in [9]. In the example here 2 dB and −10 dB 
respectively are used for peak main bean and average sidelobe 
levels. While for LHCP components, the power is confined 
into a specified −6 to −3 dB range, and phase responses of 
symbols ‘01’, ‘00’, and ‘10’ are enforced to be that of symbol 
‘11’ with a tolerance of 10° within out-band region during the 
iteration. The power pattern adaption in the synthesis step 5) is 
applied: if the calculated far field pattern magnitudes or phases 
breach the masks they are forced to the mask values. 
Otherwise, they are left unaltered.  

 
A static RHCP QPSK DM system is synthesized with array 

excitations for each element and each polarization listed in 
Table 1. The far-field patterns for each CP component are 
shown in Fig. 2 and Fig. 3, respectively. It can be concluded 
that the standard QPSK constellation diagram in IQ space can 
only be detected by a polarization matched receiver along the 
selected secure communication direction. As a consequence, 
another layer of security is introduced, which is validated by 
BER simulation results for matched and mis-matched CP 
receiver cases, shown in Fig. 4. A data stream with a length of 
10

6
 random QPSK symbols is used for simulation. The details 

of BER calculation can be found in [9], [10]. 
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                                                                 (b) 

Fig. 4. BER spatial distributions for the synthesized static RHCP QPSK DM 

system and the conventional system, when receivers are (a) polarization 

matched, i.e., RHCP, or , (b) polarization mis-matched, i.e., LHCP.  

IV. CONCLUSION 

A technique for controlled DM transmitter far field pattern 

synthesis for CP transmission was proposed and discussed. 

The selected synthesis example shows that the key far-field 

radiation characteristics can be manipulated by imposing 

magnitude and phase constraints applied during pattern 

iteration processes for different CP components. Besides 

locating along the required spatial direction, the receivers have 

to be polarization-matched to recover the information data. 

This characteristic gives the system an additional layer of 

security, which is a feature not previously possible with DM 

systems. 

 

 

 



Table 1.  The synthesized array excitations for the static RHCP QPSK DM array in Fig. 2 and Fig. 3. 

  Symbol ‘11’ Symbol ‘01’ Symbol ‘00’ Symbol ‘10’ 

Array 

Excitations 

 Magnitude 

(×10−1) 

Phase 

(Degree) 

Magnitude 

(×10−1) 

Phase 

(Degree) 

Magnitude 

(×10−1) 

Phase 

(Degree) 

Magnitude 

(×10−1) 

Phase 

(Degree) 

Element 1 
Horizontal 1.361 −173 0.923 174 1.302 147 1.486 146 

Vertical 1.043 −112 2.101 −100 2.072 −82 0.884 −87 

Element 2 
Horizontal 0.625 99 0.548 −98 0.832 −47 0.703 29 

Vertical 1.297 80 0.864 96 0.271 152 0.616 66 

Element 3 
Horizontal 2.132 −111 2.784 −126 3.620 −116 2.855 −103 

Vertical 1.715 −24 1.990 −3 1.112 −4 1.087 −55 

Element 4 
Horizontal 0.563 0 1.088 53 0.750 126 0.231 −169 

Vertical 1.241 −146 0.859 −59 0.402 53 1.524 157 

Element 5 
Horizontal 1.525 −140 0.844 −92 0.358 62 1.194 168 

Vertical 0.844 129 0.660 −111 1.225 −40 0.763 32 

Element 6 
Horizontal 0.873 168 1.810 −130 1.384 −92 0.355 30 

Vertical 1.182 21 0.371 114 0.824 −98 1.095 −29 

Element 7 
Horizontal 1.086 85 1.345 132 0.901 −173 0.269 9 

Vertical 0.629 −91 0.705 51 0.849 141 1.203 −146 

Element 8 
Horizontal 1.681 −77 0.799 −74 1.203 −143 1.627 −120 

Vertical 1.347 -20 2.491 −20 2.522 7 1.292 28 

Element 9 
Horizontal 1.384 163 0.536 163 1.153 120 1.950 130 

Vertical 1.651 −177 1.484 −143 0.998 −109 0.716 176 

Element 10 
Horizontal 0.952 −51 1.702 −68 2.179 −49 1.717 −35 

Vertical 2.186 39 1.876 47 1.337 28 1.775 18 

Element 11 
Horizontal 0.357 108 0.512 154 0.424 −139 0.120 101 

Vertical 1.535 −82 1.073 −57 0.996 −81 1.550 −106 

 

 

REFERENCES 

 
[1] A. Babakhani, D. B. Rutledge, and A. Hajimiri, “Transmitter 

architectures based on near-field direct antenna modulation,” IEEE J. 
Solid- State Circuits, vol. 43, no. 12, pp. 2674–2692, Dec. 2008. 

[2] A. Babakhani, D. Rutledge, and A. Hajimiri, “Near-field direct antenna 
modulation,” IEEE Microw.Mag., vol. 10, no. 1, pp. 36–46, Feb. 2009. 

[3] M. P. Daly and J. T. Bernhard, “Directional modulation technique for 
phased arrays,” IEEE Trans. Antennas Propagat., vol. 57, no. 9, pp. 
2633–2640, Sep. 2009. 

[4] M. P. Daly and J. T. Bernhard, “Beamsteering in pattern reconfigurable 
arrays using directional modulation,” IEEE Trans. Antennas Propagat., 
vol. 58, pp. 2259–2265, 2010. 

[5] M. P. Daly, E. L. Daly, and J. T. Bernhard, “Demonstration of 
directional modulation using a phased array,” IEEE Trans. Antennas 
Propagat., vol. 58, pp. 1545–1550, 2010. 

[6] Y. Ding and V. Fusco, “BER driven synthesis for directional modulation 
secured wireless communication,” International Journal of Microwave 

and Wireless Technologies. Available: http://dx.doi.org/10.1017/S175 
9078713000913 

[7] Y. Ding and V. Fusco, “Directional modulation transmitter synthesis 
using particle swarm optimization,” in Antennas and Propagation 

Conference (LAPC), Loughborough, UK, Nov. 11–12 2013, pp. 500–
503. 

[8] Y. Ding and V. Fusco, “Directional modulation transmitter radiation 
pattern considerations,” IET Microw., Antennas Propag., vol. 7, no. 15, 
pp. 1201–1206, Dec. 2013. 

[9] Y. Ding and V. Fusco, “A vector approach for the analysis and synthesis 
of directional modulation transmitters,” IEEE Trans. Antennas 
Propagat. vol. 62, no. 1, pp. 361–370, Jan. 2014. 

[10] Y. Ding and V. Fusco, “Establishing metrics for assessing the 
performance of directional modulation systems,” IEEE Trans. Antennas 

Propagat., in press. Available: http://dx.doi.org/10.1109/TAP.2014.230 
7318  

[11] D. M. Pozar, “The active element pattern,” IEEE Trans. Antennas 
Propagat., vol. 42, no. 8, pp. 1176–1178, Aug. 1994. 

[12] MATLAB Release: The MathWorks, Inc., Natick, MA, USA, 2013. 

 


